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In a previous edition of  the Lockton Series on 
Management Liability (Volume 4—Cyber in the 
Boardroom), we discussed the intersection of  cyber-
security and Directors & Officers Liability exposures. It 
specifically touched on the recent events of  Target and 
Neiman Marcus (and other notable breaches), and the 
securities class action lawsuits that followed. Additionally 
noted were the expanded disclosure obligations relating 
to cyber-security risks and incidents, and an update on 
the development of  the NIST cyber-security framework. 
This increasing regulatory scrutiny and formal link with 
management liability puts additional responsibility on 
directors and officers to not only disclose cyber and 
privacy related risks but also to take steps to mitigate 
such risks, including by way of  insurance. 

Today, many technology-based companies are using 
big-data analytics to give them the opportunity to know 
their customers for targeted behavioral advertising and 
increased profits; however, this practice poses inherent 
privacy risks to all companies, large and small. Our 
Fourth Amendment rights protect the “right of  the 
people to be secure in their persons, houses, papers, and 
effects against unreasonable searches and seizures,” and 
Americans stand firmly behind these rights. The White 
House, various State Attorneys General, government 
watch dogs like the FTC, and many foreign regulators 
are advocating for or approving laws to regulate the 

world of  Big Data, and in many cases handing out 
sanctions for violations. These violations often come in 
the form of  “wrongful data collection,” which can be 
considered a deceptive trade practice if  your actual data 
collection and sharing practices do not align with your 
posted privacy policy or violate any privacy regulations. 
For example, California’s Song-Beverly credit card 
statute prohibits data collection by retailers via consumer 
requests for a customer’s ZIP code in connection with 
transactions. 

When looking to insurance to address some of  these 
risks associated with Big Data, it is important that 
proper consideration is given to the actual scope of  
privacy coverage within the insurance contract. Whether 
an extension of  a Technology Errors & Omissions 
policy or a stand-alone Cyber/Privacy Liability 
placement, careful attention must be paid to the relevant 
definitions, exclusions, terms, and conditions aimed at 
potentially limiting or restricting coverage. Some major 
markets have cut back on privacy coverage, particularly 
on criminal eavesdropping (critical for call-center 
exposure), violation of  TCPA and other consumer 
protection laws, COPPA, wrongful data collection, and 
aggressive marketing 
practices. 
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As laws and regulations continue to evolve with new and 
greater exposure, we have been alerting our clients to 
privacy risk vs. privacy coverage and negotiating broader 
terms than basic forms allow. With respect to “wrongful 
data collection,” many carrier forms will specifically 
exclude this practice, while others are silent, and a few 
will offer a positive grant of  coverage (i.e., amending 
the definition of  Privacy Event to include “the wrongful 
collection of  confidential information by an Insured.”) 
In almost all cases, underwriters will ask for additional 
information to evaluate the quality of  the risk and 
determine the extent of  coverage they are willing to 
offer. 

For example, here are some underwriting questions that 
relate specifically to “wrongful data collection:”

A. What type of  information are you collecting (i.e. 
name, address, zip code, internet usage, etc.)?

B. Who are you collecting it from, individuals or 
businesses?

C. What methods do you use to collect it?

D. Do you use cookies or flash cookies or other 
technology products to collect data?

E. What do you use the data collected for?

F. Do you share the data with third parties? What 
data and why? Do you sell the data to third 
parties?

G. Do you provide disclosures to those you collect 
data from regarding the use of  the data?

H. Do you allow those you collect data on to “opt 
out” of  having their data collected?

With preparation, one can successfully navigate these 
questions and achieve positive results through a much 
more thorough underwriting briefing presentation. A 
successful underwriting briefing requires participation 
and buy-in from a privacy officer and representatives of  
legal, finance, and IT. 

Corporate leaders are beginning to view data security 
and privacy as an integral part of  their business 
strategy. Given the changing regulatory environment 
surrounding technology-based companies and Big 
Data, and the increased responsibility being placed on 
directors and officers, it is important to work closely 
with your insurance broker to ensure that the scope of  
privacy coverage being purchased is “as advertised.” 
Most importantly, if  your business model involves the 
collection, sale, processing, sharing, use, or analysis of  
private data, be mindful of  “wrongful data collection” 
coverage limitations. Proper risk management 
considerations may allow your company to avoid 
litigation, regulatory scrutiny, and even gain public 
good will; but privacy liability insurance, if  properly 
negotiated, should provide an extra level of  protection 
and peace of  mind for directors and officers.
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