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The Issue 

Many sources have estimated that ransomware cost companies more than $1B in 2016, compared 

to only $25M paid the previous year. 2016 also saw a 6,000 percent increase in ransomware-related 

emails, with more than a third of all companies reporting that they were subject to a ransomware 

attack. These staggering statistics prompted many writers to dub 2016 as the “year of 

ransomware.” Then came 2017 and wannacry and petya. Experts now estimate that ransomware 

could cost $5B in 2017.  

There continues to be more attacks on more businesses demanding more money. In addition, the 

attacks have become more sophisticated and the distribution methods have expanded, and include 

malware that can move between systems once it gets inside, infecting multiple machines and 

databases. Ransomware, an already serious problem, appears to be gaining strength and 

momentum, with no end in sight. If 2016 was the year of ransomware, 2017 is shaping up to be the 

year that ate the year of ransomware as a snack.   

Industries Affected 

Healthcare and financial services companies have been hit the hardest by ransomware attacks, 

since access to patient and client data is critical to providing their core services. However, every 

company is at risk from ransomware attacks. Unless you still keep your accounting records in a 

book and think that the fax machine is cutting-edge technology, your business is at risk. All 

businesses rely more and more on their computer systems and/or internet connectivity to access 

the data required to run their company.  

Ransomware is designed to disable these systems by encrypting or corrupting critical data. If the 

attack is successful, operations are typically brought to a standstill until access to the data can be re-

established. According to , most companies that suffer a ransomware attack lose access Intermedia

to their data for more than two days.   

Insurance Considerations 

One out of every five victims of ransomware never get their data back even if they pay the ransom, 

according to the . Unfortunately, ransomware attacks can affect 2016 Kapersky Security Bulletin

more than just a company’s data. The interruption to operations can result in lost income, extra 

expenses and harm to a company’s reputation. There is also the possibility that the data was not 

only destroyed or corrupted, but that it might have been otherwise exposed, triggering privacy and 

notification issues and potential liability to the data subjects.  

 

https://www.intermedia.net/report/ransomware
https://securelist.com/files/2016/12/KSB2016_Story_of_the_Year_ENG.pdf
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Fortunately, there are insurance solutions for these exposures.  

 Cyberextortion coverage can provide a resource for payment of the ransom demand but make 

sure this coverage applies to ransomware, since old cyberextortion coverage language 

contemplated only the threat of an attack and not the offer to reverse an already successful 

attack.   

 Cyber Business Interruption and Data Restoration coverage can alleviate loss of income and 

the cost of restoring the lost data. 

 Data Breach Event Costs and Privacy Liability coverages can help in the event that the cyber 

criminals gained unauthorized access to data that included confidential personal information, 

triggering response obligations and potential liability to third parties. 

 Relatively new reputation protection coverage can even reimburse the company for loss of 

business caused by reputation damage as opposed to income lost directly as a result of the 

interruption to operations. 

For a more in-depth analysis of the current ransomware crisis, see these recent whitepapers by 

 and Raytheon . To make sure that you have the appropriate insurance coverage to protect Barkly

against this threat, contact your Lockton team. 

https://dbac8a2e962120c65098-4d6abce208e5e17c2085b466b98c2083.ssl.cf1.rackcdn.com/fight-back-against-ransomware-protection-options-to-reduce-your-risk-pdf-3-w-3404.pdf
https://blog.barkly.com/ransomware-statistics-2017

