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HURRICANES ARE BAD – BUT IS CYBERSECURITY 
THE WEAKEST LINK IN YOUR SUPPLY CHAIN? 

 

The Issue  

Disruption of the supply chain has long been a concern for many 
companies involved in the manufacture, transportation or sale of 
goods. While the recent hurricanes may remind us of the traditional 
physical perils that must be considered when assessing this risk, many 
companies are finding out that cyber attacks can be even more 
devastating than Harvey and Irma put together.  

 The world’s biggest container shipping line A.P. Moller-Maersk 

says a June cyber-attack that paralyzed its core shipping business is 

estimated to have cost the company between $200 million and 

$300 million.  

 FedEx’s European trucking subsidiary TNT Express was hit by the 

recent Petya virus, disrupting shipping. FedEx’s shares fell as much 

as 3.4 percent as the company said the financial impact of the 

disruption on its results was likely to be “material”. 

 A cyber attack on Saudi Aramco threatened to cut off a large 

percentage of the world’s oil supply when an employee clicked on a 

link that released a virus into the company’s computer systems. As 

part of the disruption, the company had to turn away transport 

trucks because it lost the ability to make electronic payments. 

                        

 Reckitt Benckiser said an attack in June had disrupted production and deliveries of goods to 

customers in several countries. Consequently, they were unable to ship and invoice some 

orders to customers prior to the close of the quarter.  The British consumer goods company 

estimated lost revenue of over $130 million.  

 

Industries Affected  

Manufacturers, transportation companies and other suppliers have the most to lose from a 

disruption of the supply chain, but any company that relies on products could be adversely affected 

if those products are not delivered in a timely manner. Consider a retail or grocery store that has 

no products to sell or a construction firm that runs out of building materials. This is especially true 

if the company sells its own branded products, where using a substitute supplier would not be an 

option or would cut into profits. A direct attack against a retail outlet could also affect their ability 
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to understand their inventory needs or order more products. Therefore, any company along the 

supply chain, from beginning to end, could be adversely affected by a cyber attack on that chain.  

  

Insurance Considerations 

The availability and type of insurance that would apply to a cyber attack that disrupts the supply 
chain is dependent on the nature of the attack and the part of the supply chain affected. Here are 
some of the issues that might arise and solutions that might be applicable.  

 Cyber Business Interruption insurance can cover the lost income and extra expense associated 

with the inability to manufacture, transport or sell goods as the result of a cyber attack that 

disrupts computer systems. Note that this insurance would typically be found in a cyber policy but some 

property insurers have now started adding non-physical business interruption coverage which may overlap the 

cyber policy.  

 Professional Liability insurance could provide a transportation company with protection 

against damages claimed by a manufacturer or retail company, if that claim is based on the 

company’s inability to ship or receive goods. Some cyber policies will include professional liability 

coverage but traditional stand-alone E&O policies will need to be carefully examined to confirm that the cyber 

perils are covered.  

 Data Restoration coverage can alleviate the cost of restoring data if the supply chain disruption 

was caused by a cyber attack that destroyed or corrupted that data.   

 Property insurance can cover the value of goods or equipment damaged by a cyber attack. This 

is especially relevant for perishable goods that could be spoiled if shipping/delivery is delayed. 

Again, property policies must be carefully examined to determine if cyber perils are included or at least not 

specifically excluded, since traditional property policies were not originally designed with cyber exposures in mind.  

 Reputational Harm insurance, a relatively new concept, is potentially available to protect 

against loss of business or a drop in stock price resulting from a supply chain disruption that 

adversely affects a company’s reputation.   

Given the complex nature of this exposure and the variety of insurance solutions across several 

potential policies, it is important to consult an insurance professional that understands supply 

chain exposures and the insurance that is available to mitigate those exposures. Remember, all the 

plywood and sandbags in the world won’t help against a cyber hurricane.    


