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WHY EVERY BOARD SHOULD CARE 
ABOUT CYBERSECURITY

By General Michael Hayden, Principal at The Chertoff  Group 
Ben Beeson, Lockton Companies, Washington, D.C.

The Internet was originally designed to move large volumes of  
information among a limited number of  trusted users. Security 
was never a central component; no natural technical boundaries 
were put into place to protect information. Today, the Internet has 
evolved into a massive global system essential to our daily lives, 
global commerce, and national security. It also remains defined 
by the same core principals of  openness, flexibility, speed, and 
efficiency as when it was first created.

As the Internet has grown and innovation continued, so have 
those seeking to take advantage of  this new domain and do harm. 
These actors vary in size, scope, and motivation from nation states 
seeking intelligence to cyber criminals seeking financial gain, from 
internal threats by disgruntled employees to hacktivists with a 
political motivation or personal grudge. We don’t have to look 
very far to read about sophisticated Fortune 500 companies falling 
victim to data breaches involving information for millions of  
consumers, large financial institutions dealing with denial of  service 
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attacks that impact the customer’s ability to perform online banking, nation states seeking to steal intellectual property worth 
billions in research, development, and years of  investment, or even the physical loss or destruction of  property as a result of  a 
network breach. These intrusions, as well as the attack tools being used to carry out these events, are increasing rapidly and no 
industry or single organization is immune. It is difficult to overstate the nature of  today’s cybersecurity challenge, and today’s 
corporate executives and boards of  directors ignore this risk at their own peril. 

This malicious cyber activity is capturing the attention of  regulators and data protection authorities in both the U.S. and 
European Union, as well as the plaintiff ’s bar. In the U.S., a growing list of  regulatory agencies, such as the Securities and 
Exchange Commission, Federal Trade Commission, the Federal Financial Institutions Examination Council, and others 
are signaling increased scrutiny over how companies apply security controls to defend their enterprise from cyber risk. 
In Patco v. People’s Bank and Lone Star Bank et. al v. Heartland Payment Systems, the First and Fifth Circuit Courts of  Appeal 
upheld applications of  contract and tort law, respectively, to cyber intrusions for allegedly negligent cybersecurity practices. 
Moreover the National Institute of  Standards & Technology has issued a draft Cybersecurity Framework that, once finalized, 
is likely to become a de facto standard for a variety of  industries as well as a source of  litigation risk for companies not 
aligned to the Framework. Authorities in the United Kingdom and elsewhere are also considering the development of  
cybersecurity standards.

continued on page 3
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Responding effectively to these challenges requires a fundamentally new approach, one driven at the board level. It requires 
not only a systematic and deep understanding of  the threats likely to be faced, the vulnerability or possible attack paths that 
may be taken against an enterprise, and the consequences that could result, but also an appreciation for how quickly these 
factors can change in a dynamic threat, technology and business environment. In 2014, boards of  directors are increasingly 
going to be faced with questions on how they will manage cyber risk including how threats will be assessed, mitigated, and 
monitored to how much investment is enough? 

As boards consider how to tackle these complex issues, they would be wise 
to consider the following: 

What matters most? 

 � Mitigate cyber risk by focusing on identifying which information assets matter most to the underlying business objectives 
and focus graduated security measures to ensure resiliency for those most critical assets. 

Understanding the threat. 

 � Develop an informed understanding of  threat actors and motivations to help focus risk managers on what assets may be 
at greatest risk and which security measures may be most urgent.

Create an enduring framework. 

 � Move away from focusing on the latest fad in security solutions to an enduring security framework that uses threat and 
business impact to drive an integrated, living, and constantly evolving approach to security. Given the threat’s adaptive 
nature, risk monitoring becomes critical to ensuring that security measures are actually working. Traditional manual, 
periodic audits are shifting to continuous, automated monitoring on key IT security controls.

Incident planning and preparation. 

 � Be prepared for an incident by planning, training, equipping, and exercising cyber scenarios, including your ability to 
provide accurate and timely information to affected audiences. 

It is important to acknowledge that we will never be able to eradicate all risk. However, taking the time to conduct a proper 
security assessment, apply risk-mitigating action, and prepare for the inevitable cyber-incident, will be far less costly and could 
help prevent or at least mitigate damage. Consider also transferring residual risk for catastrophic financial loss by way of  
insurance. The insurance industry is innovating to address cyber risks as they evolve with a particular focus on data security 
and privacy. 
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REPRESENTATIONS AND WARRANTIES INSURANCE:  
ITS TIME HAS COME

By Casey C. Zgutowicz, Lockton Companies, Chicago

This is no secret: we’re in a competitive mergers 

and acquisitions (M&A) environment. 

Although deal flow declined in 2013 vs. 2012, invested capital 
increased to its highest level since 2007. Buyers continue to 
seek ways to deploy their capital with credit markets happily 
at their side. Sellers are taking advantage of  this competitive 
environment by obtaining higher prices for their companies.

Risk allocation lies at the heart of  every M&A transaction. 
Additional representations and warranties, broader or larger 
indemnities and escrows, purchase price reductions, earnouts, 
and holdbacks are items that buyers and sellers spend a vast 
amount of  time negotiating and both parties can end up 
at loggerheads. Before things reach this point, the parties 
should consider purchasing representations and warranties 
(R&W) insurance to solve risk allocation problems.

What Is R&W Insurance?

R&W insurance is an insurance policy designed to provide 
coverage to either:

 � A seller of  a business—to cover an indemnification 
claim made by a buyer of  the business resulting from a 
breach of  any of  the seller’s R&W.

 � A buyer of  a business—for financial loss incurred as a 
result of  a breach of  any of  the seller’s R&W.

What Can R&W Insurance Do?

An R&W policy can

 � Replace an indemnity—allows a seller to realize sale 
proceeds sooner without trailing liabilities.

 � Attach excess of  an indemnity—provides additional 
funds to compensate a loss that exceeds the 
available indemnity.

 � Backstop to an indemnity—ensures payment under 
the indemnity.

 � Extend the timeframe of  an indemnity—allows a seller 
to recover escrowed amounts more quickly.

Whether you’re a buyer looking to distinguish your bid or 
a seller looking for a cleaner exit with locked-in returns, 
the product is very flexible and can provide benefits much 
broader than these.

Common Reasons for Purchasing Coverage

Buyer Seller

Create a source of funds for an 
indemnity

Lock in return

Supplement level of 
indemnification,  

(e.g., excess of escrow)
Cleaner close to a transaction

Extend duration of the R&Ws
Expedite the distribution of sale 

proceeds

Ease concerns about collecting 
indemnity payments

Protect passive sellers

Distinguish bid in an auction Reduce obstacles to complete a deal

continued on page 5
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Is R&W Insurance a New Solution?

R&W insurance was first introduced to the U.S. market in the late 1990’s; some would say a bit prematurely. Back then 
premiums tended to be high and coverage narrow. Underwriting often could not keep pace with the underlying transaction. 
How policies worked seemed mysterious. As a result, many people in the M&A arena came to view it as something to be used 
only when all else failed.

Since those days, R&W insurance has grown up. The insurance market is now flexible enough to respond to the needs of  
the private equity community and strategic buyers. The benefits are better understood, premiums are lower, coverage is more 
favorable, underwriting moves at a much faster pace, and claims are being paid.

What Kinds of R&W Claims Have Been Paid?

An R&W policy can respond to a wide variety of  claims. Examples of  paid claims include:

Misrepresentations in Financial Statements

A policy purchased by a buyer responded to a claim brought by buyer for breach of  financial statements representation made 
by the seller which resulted in an overestimate of  EBITDA (earnings before interest, taxes, depreciation, and amortization), 
which in turn led to the buyer overpaying for the business.

Whether you’re a buyer 

looking to distinguish your 

bid or a seller looking 

for a cleaner exit with 

locked‑in returns, the 

product is very flexible and 

can provide benefits much 

broader than these.
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Patent Infringement

A seller’s policy responded to a claim brought by the buyer for breach of  the seller’s intellectual property representations and 
warranties resulting from a third-party claim of  patent infringement.

Accounts Receivable

A seller’s financial statements did not reflect the issuance of  more than $1 million of  gift certificates. The resulting loss to the 
buyer was covered under the buyer’s R&W policy.

What Is the Underwriting Process Like?

It’s important to note that R&W insurance is tailored to each deal. All policies are different and typical exclusions apply 
including items such as purchase price adjustments, actual knowledge, and covenant/projection/forward looking statement. 
Your attorney and insurance broker can give you proper counsel and advise you on how to best structure and amend 
these policies.

1.5 to 2.5 Weeks

1PHASE

Secure Nonbinding 
Term Sheets 

From  Markets
(No fee for 

ballpark indication)

2 days

2PHASE

Select and 
Engage Market
(Underwriting fee 
applies, typically 

$15K-20K)

1 day

3PHASE
Underwriting 

and Manuscripting 
Policy

1 to 2 weeks

4PHASE

Binding Policy

1 day
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DECIPHERING CODE: UNDERSTANDING THE COMPUTER FRAUD 
INSURING AGREEMENT IN A COMMERCIAL CRIME POLICY

By David B. Anderson, Lockton Financial Services, New York

In a world where the methods of  managing computer fraud have evolved from how to prevent a loss to how to recover from 
a loss, many companies are relying more on their commercial crime policies to make their balance sheets whole after funds 
have been stolen. With cyber crime becoming a daily news story, there is an imperative and often neglected need for businesses 
to understand how their commercial crime policies fit into their overall risk management strategy. What do insurers intend 
to cover? What constitutes computer fraud with respect to a commercial crime policy? And even more critical to understand, 
what doesn’t?

The typical computer fraud insuring agreement 
states that the insurer will reimburse an insured 
for a loss caused by the use of  a computer by 
a third party to take or cause the transfer of  
money, securities, or other property.

We can use a story line from “The Dark Knight 
Rises” as a textbook example of  computer fraud 
causing loss to a business. The thief, in this case 
Bane, uploads a program into the business’s 
computer system that redirects funds from the 
victim’s accounts into their own. The key point 
to remember is that the thief  used a computer to 
create a fraudulent command to transfer funds, 
thus fitting the definition of  “computer fraud”.

It is imperative to realize that the computer fraud insuring agreement will not respond to any and all loss associated with 
a computer. Policies typically require that the loss result “directly” from the computer fraud. Where the causal link can be 
broken the resulting loss will not be covered. Other policies require the fraud to have been directed solely against the insured. 
Those policies may not cover loss resulting from a fraud committed by accessing a third party’s computer system.

The intersection of  computer fraud with cyber risks creates particular coverage problems. With the increasingly sophisticated 
use of  phishing, hacking, and other forms of  social engineering, risk managers need to be mindful of  how explicitly, and to 
what extent, their crime policy excludes coverage for losses caused by these events. 
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For example, most policies will exclude payment 
for loss due to unauthorized disclosure of  
confidential information, trade secrets, sensitive 
data, as well as manuscripts and drawings. The 
theft of  this type of  property often has an 
inherent liability because of  a business’s obligation 
to the third party to which the data belongs to 
or to those the data identifies. Privacy liability 
and network security breaches are not events 
insurers intend to cover in a crime policy, and 
insurers have begun to insert language in the 
policy form to clarify any ambiguity that would 
leave interpretation open for the courts in favor 
of  insureds.

Other examples of  computer crimes that do 
not constitute loss according to a crime policy 
are system extortion, a denial of  service attack, 
or data breach. It’s very likely that without a 
comprehensive cyber/privacy liability in place, the 
potentially enormous cost of  an investigation and 
restoring data will be an exposure the business has 
to self-insure.

It is important to keep in mind that “computer 
fraud” is one of  several insuring agreements 
built into a commercial crime policy. The 
commercial crime policy is just one critical part 
of  any organization’s risk management strategy. 
Companies should consult with their insurance 
brokers to ensure that all of  the computer-related 
risks they face are adequately covered under 
appropriate policies.
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COURTROOM CASE NOTES: NEWS YOU CAN USE FROM 
RECENT DECISIONS

By William A. Boeck, Lockton Financial Services, Kansas City

Wrongfully Withheld Compensation Is Not Uninsurable “Disgorgement”

Background:

Insurance policies typically do not cover disgorgement and restitution of  ill-gotten gains. This is so because covering such 
losses could encourage insureds to engage in the wrongful conduct that led to those losses. This case draws an important 
distinction that could help insureds obtain coverage for such losses.

What Happened

In William Beaumont Hospital v. Federal Ins. Co., 2014 WL 185388 (6th Cir. Jan. 16, 2014) the insured hospital was sued in an 
antitrust action by nurses who claimed that the hospital shared compensation information with other area hospitals as part of  
a scheme to hold the nurses’ pay down. The nurses sought to recover compensation allegedly earned but improperly retained 
by the hospital. The hospital reported the suit to Federal Insurance Company and Federal took the position that any recovery 
of  improperly retained wages amounted to uninsurable disgorgement. Coverage litigation ensued.

What Did the Court Decide?

The hospital won. The court found that the loss was covered because the nurses’ wages were not illegally obtained. The 
decision draws a distinction between amounts that are illegally obtained and amounts that are illegally retained. The 

court reviewed legal definitions of  disgorgement and 
determined that it includes only the return of  ill-gotten 
gains, not the payment of  amounts legally obtained but 

improperly withheld.

If adopted by other courts, the reasoning in this case could 

have profound implications for numerous claims that insurers 

routinely refuse to cover. Insureds should now examine every 

claim in which disgorgement or restitution is sought, or in 

which the insurer claims the relief sought is restitutionary, 

to determine if it involves the return of money or property 

improperly retained. If it does, this case will support an 

argument for coverage.

WHY IS THIS IMPORTANT?
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COURTROOM CASE NOTES: NEWS YOU CAN USE FROM 
RECENT DECISIONS 

When Is A Vice President A Vice President?

Background:

Companies may give their employees titles like vice president that suggest that they are corporate officers when in fact they are 
not. This case illustrates the negative ramifications this practice can sometimes have.

What Happened:

In Aleynikov v. Goldman Sachs Group, Inc., 2013 WL 5739137 (D. N.J. October 22, 2013) Sergey Aleynikov was a computer 
programmer working for Goldman Sachs and received the title “vice president”. After he left to join another company he was 
indicted, tried, and convicted for stealing computer code from Goldman. The conviction was overturned on appeal.

What did the court decide?

Aleynikov won. The court found that Goldman’s bylaws should be interpreted broadly and that Aleynikov should be 
considered an officer.

WHY IS THIS IMPORTANT?

The issue of whether someone is a company officer 

comes up regularly in D&O claims. Insurers frequently 

question whether all individual defendants are truly 

corporate officers. They will look for evidence that 

someone has been duly elected or appointed by the 

company’s board. Similarly, companies will sometimes 

argue that an individual (frequently someone suing 

other insureds) is not an officer to avoid application 

of the policy’s insured vs. insured exclusion. To avoid 

uncertainty on this issue companies should carefully 

delineate who is and is not an officer.
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LOCKTON CLAIMS ADVOCACY IN ACTION

By Timothy M. Monahan, Lockton Financial Services, Washington, D.C.

A Lockton financial institution client was under investigation by a state attorney general. The client reported the investigation 
under its E&O policy and the insurer responded by asserting that the policy did not cover any amounts that constitute 
restitution or civil fines. The client negotiated a settlement agreement with the attorney general and asked the insurer to 
acknowledge coverage. The insurer did not take a specific position on coverage for the elements of  the settlement.

Then Lockton became involved.

Lockton engaged the insurer’s claims analyst and insisted that the 
insurer revise its coverage position to clearly state what was and was 
not covered. The insurer complied, but refused to cover parts of  the 
settlement labeled “restitution” and “civil fines”. While insurance 
policies typically do not cover fines and restitution, the insurer’s 
position was unacceptable because it was based on the labels used in 
the agreement, not on the actual nature of  the settlement amounts. The 
insurer had taken a shortcut and reached the wrong result. The situation 
required a more sophisticated analysis that the insurer failed to perform. 
So Lockton did it.

The law requires insurers to look beyond the label attached to a loss and 
look at what it really is. Lockton researched and made this argument to 
the insurer, and pointed out that the substance of  the payments being 
made under the settlement were in fact damages and not restitution. 
The insurer was forced to agree. Lockton also challenged the insurer’s 
denial of  coverage for a civil fine. Although the insurer cited legal 
authorities supporting its position Lockton presented contrary case law 
demonstrating that the relevant state law permitted insurability of  civil 
fines. Lockton also argued that the insurer misinterpreted the settlement 
agreement when it concluded that the settlement included civil fines.

Although coverage for the multiple parts of  the settlement agreement was ultimately unclear, by forcing the insurer to be more 
thoughtful Lockton was able to convince it to increase its payment offer from 15 percent of  the proposed settlement to over 
50 percent. This increased the client’s insurance recovery by several million dollars.
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