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Recent Events

Corporate cyber risks have been growing in both 
frequency and sophistication. What began as a nuisance 
for a few is now a major concern for most corporations.  
The Target Corporation (“Target”) data breach once 
again brings cybersecurity to the forefront.  While 
any compromised company will incur costs to secure 
systems and restore customer faith, cyber-attacks can 
also expose businesses to catastrophic losses in the form 
of  class action lawsuits and regulatory fines.  

Securities class action lawsuits based on large-scale data 
breaches have had varying degrees of  success.  The 2007 
Heartland Payment Systems, Inc. breach resulted in a 
50% stock drop that led to a shareholders’ securities 
class action suit.  The case was ultimately dismissed due 
to an inability to prove management had made false 
or misleading statements.  In the wake of  a substantial 
data breach, retailer The TJX Companies, Inc. settled 
a derivative suit with shareholders in 2010 whose case 
was strengthened by impending SEC guidance requiring 
enhanced cybersecurity disclosures. 

Target faces regulatory and legal landscapes refined by 
these previous large-scale breaches, and developments in 
the litigation against Target may serve as a template for 
future plaintiffs. 

 The company has already been named in numerous 
consumer protection class action suits related to the 
breach, and the number grows by the day.  While the 
company has not yet been named in any securities class 
action suits, history indicates that shareholder claims 
may soon follow.

In a January 10th letter to Target executives, Senators 
John D. Rockefeller IV (D-W.Va.), Chairman of  the 
Senate Commerce Committee, and Claire McCaskill 
(D-Mo.), Chairman of  the Commerce Subcommittee 
on Consumer Protection, requested a briefing with 
company management to understand the breach and 
inform future legislation designed to “better protect 
consumers and improve corporate responsibility”.  Such 
hearings are high stakes events for a company’s board 
and management, as company officers will likely be 
required to testify, in a public forum, as to measures 
taken not only to mitigate the effects of  the breach, but 
also to prevent it from happening in the first place.  The 
plaintiffs’ bar will take a keen interest in such testimony.
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Along with President Obama’s directive to improve 
critical infrastructure cybersecurity, it is time to consider 
the holistic cyber exposure companies face, including 
the exposure for those charged with governance.  What 
regulatory and legal landscapes will the next victim of  a 
large-scale data breach face?  

Expanded Disclosure Obligations Relating to 
Cybersecurity Risks and Incidents 

Are companies actually listening to the SEC guidance 
issued in late 2011? 

We have seen improvement in public company 
disclosure related to cybersecurity, suggesting the 2011 
SEC guidance has been a relevant factor in raising 
the level of  visibility in the boardroom. The SEC 
issued cybersecurity comments to more than 50 public 
companies since issuing its guidance – here are the three 
major categories of  comments:

 � Separate cybersecurity risks due to variances 
between the risk of  cybersecurity attacks and the 
risk of  other types of  potential disasters.

 � Disclose whether data breaches have actually 
happened and by what means the company has 
replied to such breaches.

 � Explain the rationale as to why the company is 
confident that the attack is immaterial to warrant 
disclosure. If  the attack is material, the SEC has 
challenged the company to include the appropriate 
disclosure in its public filings.

In his April 9, 2013 letter to the SEC Chair, Senator 
Rockefeller urged the SEC to step-up the requirements 
of  its 2011 guidance for companies to divulge 

information about their capacity to guard against attacks 
on their networks. Senator Rockefeller wrote:

“Investors deserve to know whether companies 

are effectively addressing their cybersecurity 

risks – just as investors should know whether 

companies are managing their financial and 

operational risks…formal guidance from the SEC 

on this issue will be a strong signal to the market 

that companies need to take their cybersecurity 

efforts seriously.”

Might what the SEC now offers as guidance become 
law in 2014? If  the SEC requires increased specificity 
on the material loss from cyber-attacks, the reporting 
is going to be a formidable challenge; particularly for 
those companies with limited IT related resources. It 
is noteworthy that as of  this publication date, Target 
had not yet made any formal disclosure to the SEC 
regarding the massive data breach. The failure to afford 
this information to investors might appear contradictory 
with the spirit of  the SEC’s financial disclosure rules.

Update on the Development of the 
Cybersecurity Framework 

Given the reality that technology exists to cause major 
physical damage from a cyber-attack, the protection 
of  the economic and national interests of  the U.S. 
is contingent upon the dependable functioning of  
critical infrastructure. In early 2013, President Obama 
issued Executive Order 13636 “Improving Critical 
Infrastructure Cybersecurity”.  This order directed the 
National Institute of  Standards and Technology (NIST), 
a branch of  the Commerce Department, to work with 
stakeholders to develop a voluntary framework – based 
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on existing standards, guidelines, and practices – for 
reducing cybersecurity risk to critical infrastructure – 
such as the electric grid, water systems, transportation 
networks, banks/financial institutions, and critical 
manufacturing.

On January 15th, NIST issued the following update:

“Over the past several months, many 

stakeholders have suggested that it would be 

beneficial for NIST to develop and share a 

roadmap and path forward after the February 15, 

2014 release of the Cybersecurity Framework, 

building off the “Areas for Improvement” section 

of the Preliminary Framework. NIST is developing 

such a roadmap that will include areas for further 

development and harmonization. These may 

include: authentication; automated indicator 

sharing; conformity assessment; cybersecurity 

workforce; data analytics; international aspects; 

privacy standards; and supply chain risk 

management.”

While the sale of  goods and services from a national 
retailer is generally not deemed critical infrastructure, 
the event emphasizes the economic consequences of  a 
massive data breach. 

If  you were a director at Target, might you be asking, 
“Does this apply?”
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The Roadmap – What’s Around the Corner? 

With personally identifiable information, intellectual property, trade 
secrets, financial information and even national security at risk, boards and 
management are paying more attention to what once was considered an IT 
issue. Corporate leaders are beginning to view cybersecurity as an integral 
part of  their business strategy – one that can even bring advantage.

Cyber risks are complex and continue to evolve, thus it is important for 
directors and officers to attain an understanding of  the threats and the 
potential corporate impact. As the SEC guidance and the NIST Cyber 
Framework evolve, will they become de facto legal standards upon which the 
plaintiffs’ bar rely in bringing not only privacy-related class action litigation, 
but also shareholder litigation?

Given the uncertain risk of  facing formal SEC and other regulatory 
investigations, as well as direct and derivative shareholder and consumer 
lawsuits, directors and officers should work closely with their brokers and 
insurers to properly identify their exposures and to ensure that their D&O 
and E&O/Cyber programs provide adequate coverage in the event a cyber-
related lawsuit targets management.
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