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DevOps



1. Code 
2. Build 
3. Test 
4. Package 
5. Release

6. Configure
7. Monitor
8. Security
9. Controlling Costs
10. ...





Serverless





Code that runs on-demand  
inside the cloud of your choice

- Pay per execution pricing

- Never pay for idle servers

- Auto scales for you

- Event driven workflows

- Leverage third party services



and auth0 webtasks, oracle functions, kubernetes, & spotInst....

Code that runs on-demand  
inside the cloud of your choice





use cases



• DevOps/Infrastructure 
Automation

• Auditing resources for 
security 

• Infrastructure events 

• S3 - new files, updated files etc 

• DynamoDB - new items in DB

• Alexa skills 

• IoT events

• Bots (Chat/Voice)

• Web + Mobile backend APIs

• Form processing

• Image processing 

• Web scraping / testing 

• Running binaries 

• Serving HTML / dynamic 
binaries 

• Webhook listeners

• Cron jobs 

github.com/serverless/examples

Use Cases

http://github.com/serverless/examples


event sources
that trigger your functions

Alexa Skill IoT CloudWatch ScheduleCognito User Pool

API Gateway S3 SNS

DynamoDB Kinesis



Serverless DevOps



1. Code 
2. Configure  
3. Build 
4. Test 
5. Package 

6. Release
7. Monitor
8. Security
9. Controlling Costs
10. ...



1. Code

Top level function must match lambda signature

Write your code as per usual. 



2. Configure
Infrastructure as code



Where to run

serverless.yml config file

When to run

What to run



Where to run

What to run

When to run

serverless.yml config file



BYOCloudformation



serverless.yml is transpiled into cloudformation



3. Build
Some things to note:

• Dependancies bundled with deploy artifact

• 50mb limit on compressed .zip/.jar file size

• 250mb limit on uncompressed .zip/.jar size

Tips:

• Keep lambdas as small as possible. This helps mitigate cold starts as well.



4. Test

No changes here, use your favorite testing tools

Tips: 

- Use multiple stages in CI/CD flow to run unit tests AND integration tests 
- Mocking is hard. Integration tests are your friend. 
- If you really want local experience, Checkout localstack



Functions must be zipped with all deps. 
 
Pro Tip:

• For building, packaging, and releasing use a tool

5. Package

Apex SAM

Claudia.js Sparta

Chalice Zappa



6. Release
Use your favorite CI/CD tool of choice.



serverless deploy in cwd

framework packages & deploys code

returns live service data





LambCI

github.com/lambci/lambci

https://github.com/lambci/lambci


https://seed.run

https://seed.run


On a single EC2 instance, you can easily get ~300 RPS (Requests Per 
Second) of load from artillery.io, in fact you may be able to coax >1,000 
RPS with a larger instance & some tweaking... 

 
but what about when you need 50,000+ RPS to test your system?

Load Testing



github.com/Nordstrom/serverless-artillery-workshop

Serverless Artillery.io

github.com/Nordstrom/serverless-artillery

Spin up "n" number of lambda's to load test

http://github.com/Nordstrom/serverless-artillery-workshop
http://github.com/Nordstrom/serverless-artillery


7. Monitor



x-ray



x-ray





bit.ly/sls-tracing

http://bit.ly/sls-tracing


8. Security

• follow the principle of least privilege


• use AWS IAM users & roles


• no passwords, use separate sets of credentials


• rotate your AWS security credentials


• encrypt data at rest: AWS CloudHSM, AWS KMS, AWS SSM


• have “security drills”, measure speed of detection & execution


• audit logs and analyze them



bit.ly/iam-per-func

http://bit.ly/iam-per-func


github.com/stelligent/cfn_nag

The cfn-nag tool looks for patterns in CloudFormation templates 
that may indicate insecure infrastructure.  
 
It will look for:

• IAM rules that are too permissive (wildcards)

• Security group rules that are too permissive (wildcards)

• Access logs that aren't enabled

• Encryption that isn't enabled

http://github.com/stelligent/cfn_nag


• AWS SSM (Systems Manager Parameter Store)


• AWS Key Management Service (KMS)

Handling secrets



Using SSM in serverless.yml



9. Controlling Costs

• follow the principle of least privilege


• use AWS IAM users & roles


• no passwords, use separate sets of credentials


• rotate your AWS security credentials


• encrypt data at rest: AWS CloudHSM, AWS KMS, AWS SSM


• have “security drills”, measure speed of detection & execution


• audit logs and analyze them



CapitalOne Cloud Custodian

github.com/capitalone/cloud-custodian

Ensuring real time compliance for: 
 
- security policies - like encryption & access requirements 

- tag policies  
- cost management - via garbage collection of unused resources & off-hours resource management.

https://github.com/capitalone/cloud-custodian


...Other Use Cases



Cloudwatch
• Check if too many resources are being provisioned too quickly

• Using cloudwatch + lambda to automate security requirements on EC2 
instances, bucket policies etc.

• Using cloudwatch + lambda to automate fine tuned autoscaling in 
DynamoDB tables

• Alerting for console logins or for SSM parameter changes

• check the tags newly-created resources (DDB tables) to make sure they 
comply with your company's policies.



Cron
• Using lambda cron to port over maintenance tasks 

• Use scheduled functions to perform penetration tests!

• Scan for under-utilized services and spin them down



USE YOUR IMAGINATION!



Serverless Inc CI/CD Flow





How do we do it?
• New branches trigger travis builds

• First unit tests, linting etc run

• Then every service is `sls deployed` to a unique stage id `stage-xyz123`

• After services and resources are live integration tests run against them

• If everything is good, we can `sls deploy --stage prod` through travis

Tip: For this to work, hardcoded resource names are a no-no





Challenges



Service Discovery



Secret Management



Logging



Tracing



 
Thanks for listening! 

Questions? 

Tweet @DavidWells  

or contact me at 
davidwells.io
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