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1 Welcome
This is a startup guide for the initial AWS AMI image launch of Aviatrix Cloud Gateway. If you are a first
time user, this document is for you.

Aviatrix Cloud Gateway provides end to end cloud secure networking for you, from accessing to VPCs to
inter-VPC routing, all done seamlessly and securely, so that you can have the same experience you enjoy
for your on-prem network (where you never have to login to a bastion station or use a jump house to
hop from environment to environment.)

Highlights of the Aviatrix Cloud Gateway:

e Scalable and highly available user VPN solution.
o Integrated with AWS ELB, the solution scales to unlimited number of users and
bandwidth.
Supports multi factor authentication: Google 2-step, DUO, LDAP and Okta.
User profile defined dynamic security access rules that allow administrator to determine
access privilege to any resources in AWS at the network perimeter.
Supports wide range of clients: Windows, OSX, Linux, Chromebook, Android and iOS.
Supports log forwarders Logstash, SumoLogic, Splunk and remote syslog for complete
user and network visibility.
o Support Elasticsearch and Kibana on the controller for easy viewing of syslog events.
o Supports Split tunnel and full tunnel mode.
o No extra hop to access instances in different VPCs.
e Encrypted peering.
o Multi-region and multi-cloud for AWS, Azure, Google GCloud, Azure China and Azure
ARM.
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o Transitive encrypted peering
e Supports multi cloud accounts on a single platform.

The Aviatrix Cloud Gateway consists of two components, controller and gateway which is launched from
the controller browser console. This guide helps you to launch the controller image in AWS. The
controller image is also available in Azure and GCloud.

For the rest of the document, controller is used to refer the controller component of the solution.

2 Create an AWS EC2 Account

You need to have an AWS EC2 account to use the solution. Note that the controller supports multiple
accounts with each one associated with a different AWS account, but there needs to be at least one to
start with.

This AWS account can be a root account, IAM role, IAM administrator account or IAM user account with
access privileges required by Aviatrix solution.

We strongly recommend you to use an IAM role for security reasons, follow instructions during
onboarding time of the controller instance to setup custom security policy.

Aviatrix controller is launched with IAM role.

Before you launch the controller with IAM role, you must first create 2 IAM roles and its associated
policies. Follow this link to have them setup.

3 Launch Aviatrix Controller from AWS Marketplace

Go to https://aws.amazon.com/marketplace, search for “Aviatrix” and select the image type you wish to

launch.

Note if you select the BYOL image, you need a customer ID from Aviatrix for launching gateways. Send
email to support@aviatrix.com or info@aviatrix.com to request a customer ID.

Customer ID is not needed if you select utility images such as “5 Connections” and “10 Connections”.

AWS marketplace console, select “Manual Launch” that takes you to EC2 console to launch with IAM
role. Once you select Manual Launch, click at a region where you wish to launch the controller.
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Launch on EC2:
Aviatrix Cloud Native Networking VPC Peering and Scale Out VPN - BYOL

1-Click Launch Manual Launch Pricing Details
Review, modify, and launch With EG2 Console, APIs or CLI
For region

. . US East (N. Virgini i
Launching Options L
= You can click the "Launch with EC2 Console” buttons below and following the Bring Your Own License (BYOL)

instructions to launch an instance of this software Available for customers with current licenses purchased via
other channels.

= You can also find and launch these AMIs by searching for the AMI IDs (shown below)

in the "Community AMIs" tab of the EC2 Console 77 Launch Wizard
Hourly Fees

= You can view this information at a later time by visiting the Your Software page. For Total hourly fees will vary by instance type and EC2 region.
help, see step-by-step i ions ™ for i Products from the
EC2 Instance Type  Software EC2 Total
AWS Console. 2.micro $0.00Mr SO.00h  S0.013hr  $0.013/hr
12 small S0.00Mr $0.00r  $0.026/hr  $0.0260hr

t2.medi 0.00/hr $0.00/y .052/h 0.052/hi
Usage Instructions medum § v $0.00yr 30 T '
12.large $0.00/hr $0.00/yr $0.104/hr  $0.104/hr

Select a Version m3.medium $0.00hr $0.00kyr  $0.067/hr  $0.067/hr
m3.large $0.00/hr $0.00/yr $0.133/hr  $0.133/hr
072116, released 07/28/2016 m3.xlarge $0.00/hr $0.00fyr $0.266/hr  $0.266/hr
m3.2xlarge $0.00/hr $0.00/yr $0.532/hr  $0.532/hr
B oA, 2xlarge $0.00Mhr $0.00hr  $0.419/hr  $0.4191hr
US East (N. Virginia) Launch with EC2 Console c3large $0.00/hr $0.00fyr  $0.105/hr  $0.105/hr
West (Oregon Launch with EC2 Console c3.xlarge S0.00Mhr $0.00r  $021/Mr  $0.217hr
I . ©3.2xlarge $0.00/hr $0.00/yr $0.42/hr  $0.42/hr
US West (N. California) ami-a9f1b0c8 Launch with EC2 Console
EU (Frankfurt) ami-241bef4b Launch with EC2 Console EBS General Purpose (SSD) volumes @
EU (Ireland) PUNETEY "I | sunch with EC2 Console $0.10 per GB-month of provisioned storage
Asia Pacific (Singapore) ami-72¢71811 Launch with EC2 Console Assumes On-Demand EC2 pricing; prices for Reserved and Spot Instances.
ok -
Asia Pacific (Sydney) EUREEEI AT Launch with EC2 Console Wiiba lower. Sea pricing datas.

Once you are at AWS EC2 console, follow the steps below:

instance size, “t2.medium” of 4GB of memory is the minimum instance required.

2. VPC where you like to launch the controller.

3. Subnet. Make sure the subnet you select is a public subnet with IGW as its default gateway,
otherwise the controller is not accessible as it does not have public IP address.

4. Enable IAM role by selecting “aviatrix-role-ec2” you created earlier, as shown below

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management
role to the instance, and more.

Number of instances (| 1 Launch into Auto Scaling Group (|
Purchasing option  (j Request Spot instances
Network (T vpe-foa2abe (172.31.0.0/16) | vpe-east-3 (default) B C Create new vPC
Subnet (i ‘subnet-8a5234b0(172.31,48.0/20) | public | Default in us-east-1e [ Create new subnet
4084 IP Addresses available

Auto-assign Public IP (j Enable

IAMrole (i [ aviatrix-role-ec2 C' Create new IAM role ]
Shutdown behavior (| Stop

Cancel  Previous Review and Launch Next: Add Storage

5. Edit security groups to allow inbound TCP port 443 open to anywhere, as shown below:
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1.ChoossAMI  2.Chooselnstance Type 3. Configure Instance 4. Add Storage 5. Tag Instanca 6. Configure Security Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a
web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one
below. Learn more about Amazon EC2 S&Curily groups.

Assign a security group: @Create a new security group

Select an existing security group

Security group name: launch-wizard-206
Description: launch-wizard-206 created 2016-08-21T10:06:51.651-07:00
Type (i Protocol (i Port Range (i Source (i
[Cux\vm'KIFHulu ™ TCP 443 Anywhere [ 0.0.0.0/0 q
Add Rule
A Warning

You will not be able to connect to this instance as the AM| requires portis) 22 to be open in order to have access. Your current security group doesn't have port(s) 22 apen

Cancel  Previous Review and Launch

6. We recommend you to use an Elastic IP address for the controller.
7. After launch the instance, note down the instance’s Private IP address and Public IP.
8. Use a browser to Login to the console.
Use a web browser, go to https://controller Public IP to access the controller console, as shown

below.

VPC Management . x Y 4 EC2 Management G- %) | Privacy ertor

€ = C [Bxbeers//ec2-54-149-207- 151 us-west-2 compute amazonaws.com |
& apps [ Googie N Yahoo

-~
"

<]

Your connection is not private

Attackers might be trying to steal your information from ec2-54-
149-207-151.us-west-2.compute.amazonaws.com (for

example, passwords, messages, or credit cards).
TR Back to safety

2-54-149-207-151.us-
te is not

10 ec2-54-149-207-151 us-west-2.compute.amazonaws.com |

At the Signln page, login in with username admin. The default password is the instance’s Private
IP address. You can retrieve the Private IP address from the AWS console instance panel, as
shown below.
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B§ AWS v Services v Dev~ Oregon~ Support~
EC2 Dashboard (PEIIEERN  Connect | Actions v o & ©
Events ¢ s
Tags Q y (~] 1to30f3
Reports
Limits Name ~ Instance ID ~ Instance Type - Availability Zone - Instance State - Status Checks - Alarm Status Public DNS
) INSTAN @ 090315-contr... i-5b2ebd9d 12.micro us-west-2b & running Z Initializing None %% ©c2-52-88-166-90.u
| Instances 040315-UCC i-edef6b12 t2.micro us-west-2b @ running @ 22checks... None Y% ©c2-52-27-34-193.u
Spot Requests gateway1@1...  i-ef1c8a29 t2.micro us-west-2b @ running & 22checks... None Y%  ©c2-52-88-96-187.u

Reserved Instances

= li (090315 Elastic IP: 52.88.166.90 _N_].]
AMIs
Bundle Tasks Description  Status Checks ~ Monitoring = Tags
= ELA XCK STORE Instance ID  i-5b2ebdgd Public DNS  ec2-52-88-166-90.us-west-
Vokiinice 2.compute.amazonaws.com
Snapshots Instance state running Public P 52.88.166.90
Instance type  t2.micro ElasticIP  52.88.166.90
RERIESI S Private DNS  ip-172-31-76-196.us- Availability zone  us-west-2b
Security Groups west-2.compute.internal
Elastic IPs Private IPs | 172.31.76.196 < - Security groups  launch-wizard-4. view rules
Placement Groups Secondary private IPs Scheduled events  No scheduled events
Key Pairs VPCID  vpc-f5709690 AMIID  aviatrix_cloud_services_gateway_090315_controller
Network Interfaces (ami-AAR4Q7A

Sign In

admin

< Private IP address of the
‘ Password controller instance

Forgot Password?

Login

9. Once login, change your password for future accessing the console.

10. Go through the initial installation of software.

11. After the installation is complete, re-login to the controller by typing at the browser:
https://controller public IP

12. Troubleshooting tips:
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a. Ifyou experience Login timeout error, check your instance outbound security policy to
make sure it opens on port 443.

b. If you cannot find your instance’s public IP address, you may have launched the instance
from a private subnet. The controller instance must be launched from a public IP
address.

c. The controller needs to have its inbound port 443 open to AWS address ranges as
Aviatrix gateways need to communicate to the controller on this port.

4 Onboarding
After login to the browser console again, go through a few steps of onboarding to setup Aviatrix Cloud
account which corresponds to AWS, Azure or GCloud account.

Under Help menu check out Frequently Asked Questions (FAQs), Reference Designs and Release Notes.
All features have descriptions embedded and should be self-explanatory.

An alert message will be displayed on the Dashboard menu when a new release becomes available.

For support, send email to support@aviatrix.com. Enjoy!
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