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1. Introduction 

 

This document contains all essential information for the user to make full use of the Salesforce Seeding 
Sandbox Bot. This manual includes a description of the functions and capabilities and step-by-step 
procedures for setup & configuration of the Bot. 

 

1.1 Overview 

Just because Salesforce is in the cloud doesn’t mean that it’s not a core IT asset. You don’t own the 
hardware or the software, but the data stored in Salesforce is typically much more valuable than the 
cost of Salesforce.com (SFDC) licenses. Further, the productivity increases from sales, marketing and 
support dwarf the inherent value of your CRM data—that’s why it was worth investing so much in 
Salesforce in the first place. Happy, productive users depend upon the system infrastructure and data 
quality, and that means the system administrators need to be organized properly. To help Salesforce 
administrators in their daily work activities, Thirdware is producing a series of bots that would take care 
of various Ad-hoc, Weekly, Monthly, Quarterly and Yearly data backup tasks. This is one more BOT in 
this series.  

Top companies using Salesforce are actively releasing new features and updates. This is definitely 
keeping Salesforce developers and admins busy. Unfortunately, getting relevant, fresh test data as often 
you need to for complete testing can be very difficult and time consuming. This Bot helps Salesforce 
admin to seed sandbox as per development needs quickly. Salesforce has APIs, like the Bulk API / REST 
API, which facilitates data backup and upload; although even with the use of APIs, the sandbox seding 
tasks is mundane, time consuming and repetitive. Ensuring dependencies between the organization 
makes it very complicated. This Bot takes care of all of these. 

1.2 Common Use cases 

 

Getting relevant, fresh test data as often you need to for complete testing can be very difficult and time 
consuming due to the following challenges. 

 Maintaining multiple Salesforce sandboxes is expensive. The costs of multiple sandboxes can 
really add up, especially if you’re supporting multiple FULL sandboxes. Just one full sandbox can 
add up to 20 to 30 percent of the total cost of your production instance. 

 Developers cannot fully test when limited to irrelevant data. Seeding your sandboxes, or moving 
relevant, sized to fit test data into a sandbox, can be like using a funnel to filter sand from a 
dump truck. You end up buried in tons of irrelevant data. Testing with irrelevant data causes 
bugs and errors to slip into production, even if you thought you had fully tested in your sandbox. 

 Slow and inefficient development cycles can lead to delayed release deadlines and less time to 
test. Development cycles can be slowed and made really inefficient by: 

o Having to wait for slow Salesforce sandbox refreshes. Sandbox refreshes can complete 
in hours, days, or even more than a week, according to the Salesforce help center. 
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o Manual processes to move data between Orgs using the data loader tool can be quite 
time consuming, especially if you’re not using a Full Sandbox. 

o Automatic workflows, rules, and triggers firing from your sandbox when you’re simply 
trying to load data can also cause big problems. 

When development cycles are bogged down by slow and inefficient processes, release deadlines 
get missed and corners get cut in the testing process. 

 Manually preparing a sandbox test data set can take hours or even days, which can mean 
corners are often cut in the development and QA process. 

The Salesforce Seeding Sandbox BOT can populate a Salesforce sandbox with your perfect test data set 
in minutes. This means shorter development and QA cycles, with relevant data. Here's how: 

The BOT uses csv file (Menu.csv) placed in Input Folder which contains list of Objects which are required 
in the sandbox. 

What does the BOT do?: 

 

The BOT achieves Sandbox seeding in following 4 parts: 

Part 1: Check dependencies 

 

 BOT Log in using your credentials (including Client_Id, Client_Secret and Security 
Token). 

 Scans metadata and arrives at dependencies for all the objects in Production 
environment 
  

Part 2: Export the Data for the Identified Objects 

 

 Read Menu.csv – List of Objects which are required to be exported 

 List Objects for which data is required to be exported to ensure dependencies 

 Export Data for all the objects 
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Part 3: Create ExternalID field in the Sandbox 

 

 Create ExternalID field for each of the object in the list  

  

Part 4: Load Data 
  

 Load  Data ensuring all the dependencies 
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2. Requirements & Prerequisites 

 

2.1 System Requirements 

The BOT can be run on a system which can access Salesforce application and does not need any specific 
system requirements 

 

2.2 Prerequisites 

Following software is required as pre-requisite for the BOT 

 Automation Anywhere 11 and above 

 Salesforce user name used for Sandbox seeding needs to have following access and privileges 
(example) 

USER PERMISSIONS NEEDED 

To view a sandbox: View Setup and Configuration 

To create, refresh, activate, and delete a sandbox: Manage Sandbox 

 Salesforce Security Token 

 Salesforce client_id and client_secret (See note below on how to generate Client Id and Client 
Secret 

2.3 Security Measures 

Please update SalesforceSeedingSalesforce.csv file in the <AA Application Path>\Automation 
Anywhere\My Tasks\Bot Store\Salesforce SeedingSandbox- Thirdware\My Docs  

The file contains following information for Production and Sandbox: 

 Prodloginurl, URL used to login to your environment eg: 
https://login.salesforce.com/services/oauth2/token?grant_type=password 

or https://test.salesforce.com/services/oauth2/token?grant_type=password 

 Prodclient_id 

 Prodclient_secret 

o client_id and client_secret – The BOT works as an external application that needs to 
authenticate with Salesforce, hence you need to define it as a new connected app 
within the Salesforce organization that informs Salesforce of this new authentication 
entry point. See detailed note on how to get Client_id and Client_Secret in sectin 3.3.2 

 Produsername, Salesforce username 

 Prodpassword and ProdToken - Password + Security Token (See section 3.3.2 to know how to 
generate Security Token) 

 ProdURL, URL of your salesforce environment eg. https://<domain>.salesforce.com 

https://login.salesforce.com/services/oauth2/token?grant_type=password
https://test.salesforce.com/services/oauth2/token?grant_type=password
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 SBloginurl, URL used to login to your Sandbox environment 

 SBclient_id 

 SBclient_secret 

o client_id and client_secret – The BOT works as an external application that needs to 
authenticate with Salesforce, hence you need to define it as a new connected app 
within the Salesforce organization that informs Salesforce of this new authentication 
entry point. See detailed note on how to get Client_id and Client_Secret in sectin 3.3.2 

 SBusername - Salesforce username for Sandbox 

 SBpassword and SBToken - Password + Security Token for Sandbox (See section 3.3.2 to know 
how to generate Security Token) 

 SBURL, URL of your salesforce sandbox environment  

 

2.4 Disclaimers 

 It is recommended as a Security Best Practice to rotate/update the API Keys twice or more in a 
Quarter to ensure data safety 
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3. Getting Started 

 

3.1 Skill Matrix 

 

Following BOTs gets created: 

 Salesforce SeedingSandbox-Master.atmx (Master BOT) 

 SalesforceDataExport.atmx (Bot to export data from Production environment) 

 SalesforceDependencies.atmx (Bot to create dependencies of all the objects) 

 SalesforceFolderStructure.atmx (Creates folder structure in My Docs folder) 

 SalesforceSandboxDataSeed.atmx  (Bot to upload data to sandbox environment) 

 SalesforceSeedingSalesforce.csv – Config file which provide details of  

 Prodloginurl, URL used to login to your environment eg: 
https://login.salesforce.com/services/oauth2/token?grant_type=password 

or https://test.salesforce.com/services/oauth2/token?grant_type=password 

 Prodclient_id 

 Prodclient_secret 

o client_id and client_secret – The BOT works as an external application that needs to 
authenticate with Salesforce, hence you need to define it as a new connected app 
within the Salesforce organization that informs Salesforce of this new 
authentication entry point. See detailed note on how to get Client_id and 
Client_Secret in sectin 3.3.2 

 Produsername, Salesforce username 

 Prodpassword and ProdToken - Password + Security Token (See section 3.3.2 to know how 
to generate Security Token) 

 ProdURL, URL of your salesforce environment eg. https://<domain>.salesforce.com 

 SBloginurl, URL used to login to your Sandbox environment 

 SBclient_id 

 SBclient_secret 

o client_id and client_secret – The BOT works as an external application that needs to 
authenticate with Salesforce, hence you need to define it as a new connected app 
within the Salesforce organization that informs Salesforce of this new 
authentication entry point. See detailed note on how to get Client_id and 
Client_Secret in sectin 3.3.2 

 SBusername - Salesforce username for Sandbox 

https://login.salesforce.com/services/oauth2/token?grant_type=password
https://test.salesforce.com/services/oauth2/token?grant_type=password
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 SBpassword and SBToken - Password + Security Token for Sandbox (See section 3.3.2 to 
know how to generate Security Token) 

 Menu.csv  

o File contains Objects that are required in Sandbox environment  

 

3.2 Installation Hierarchy 

 

- Download the bot from Bot Store. 

- Double click on <Bot Name>.msi and follow the installation instructions. 

 

For first time users, the “Bot Store” folder is created under <AA Application Path>\Automation 
Anywhere\My Tasks (on your local disk if not exist already). 
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Installer creates the following folder structure with content as under: 

 <AAApplicationPath> 
o Automation Anywhere 

 My Tasks 

 Bot Store 
o Salesforce SeedingSandbox- Thirdware 

 My Tasks 

 Salesforce SeedingSandbox-Master.atmx 

 SalesforceDataExport.atmx 

 SalesforceDependencies.atmx 

 SalesforceFolderStructure.atmx 

 SalesforceSandboxDataSeed.atmx 
 My Docs 

 Input 
o Menu.csv 

 Output 

 ArchiveData 

 MassTransferRecords.csv 
 Error Folder 

 Logs 

 Snapshot 

  

3.3 Quick Start 

 

- Download the bot from Bot Store. 

- Double click on <Bot Name>.msi and follow the installation instructions. 

For first time users, the “Bot Store” folder is created under <AA Application Path>\Automation 
Anywhere\My Tasks (on your local disk). 

3.3.1 Setup 

 

 Please set up SalesforceSeedingSalesforce.csv found at following location: – (<AA Application 
Path>\Automation Anywhere\My Tasks\Bot Store\ Salesforce SeedingSandbox- Thirdware\My 
Docs) 

 The file has following parameters to be updated: 

 Prodloginurl, URL used to login to your environment eg: 
https://login.salesforce.com/services/oauth2/token?grant_type=password 

or https://test.salesforce.com/services/oauth2/token?grant_type=password 

 Prodclient_id 

https://login.salesforce.com/services/oauth2/token?grant_type=password
https://test.salesforce.com/services/oauth2/token?grant_type=password
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 Prodclient_secret 

o client_id and client_secret – The BOT works as an external application that needs to 
authenticate with Salesforce, hence you need to define it as a new connected app 
within the Salesforce organization that informs Salesforce of this new 
authentication entry point. See detailed note on how to get Client_id and 
Client_Secret in sectin 3.3.2 

 Produsername, Salesforce username 

 Prodpassword and ProdToken - Password + Security Token (See section 3.3.2 to know how 
to generate Security Token) 

 ProdURL, URL of your salesforce environment eg. https://<domain>.salesforce.com 

 SBloginurl, URL used to login to your Sandbox environment 

 SBclient_id 

 SBclient_secret 

o client_id and client_secret – The BOT works as an external application that needs to 
authenticate with Salesforce, hence you need to define it as a new connected app 
within the Salesforce organization that informs Salesforce of this new 
authentication entry point. See detailed note on how to get Client_id and 
Client_Secret in sectin 3.3.2 

 SBusername - Salesforce username for Sandbox 

 SBpassword and SBToken - Password + Security Token for Sandbox (See section 3.3.2 to 
know how to generate Security Token) 
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3.3.2 Configuration 

 

 Please update Menu.csv found at following location: –  (<AA Application Path>\Automation 
Anywhere\My Tasks\Bot Store\ Salesforce SeedingSandbox- Thirdware\My Docs\Input) 

o The Menu.csv file needs to be updated with name of the Objects that needs to be 
updated in Sandbox 

 Salesforce Security Token: 
o When you access Salesforce from an IP address that’s outside your company’s trusted IP 

range using a desktop client or the API, you need a security token to log in. 
o A security token is a case-sensitive alphanumeric code that you append to your 

password. 
o Where can I find or view my Salesforce security token? 

 From your personal settings, enter Reset in the Quick Find box, then select 
Reset My Security Token. 
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 Click Reset Security Token. The new security token is sent to the email address 
in your Salesforce personal settings. 

 Salesforce user name used needs to have following access and privileges  
o Read access of objects and fields and API for exporting data 
o API Enabled in profile 

 Client_ID and Client_Secret: The BOT works as an external application that needs to 
authenticate with Salesforce, hence you need to define it as a new connected app within the 
Salesforce organization that informs Salesforce of this new authentication entry point. Here is 
step by step guide to get Client_Id and Client_Secret 

o Salesforce help page: https://developer.salesforce.com/docs/atlas.en-
us.api_rest.meta/api_rest/intro_defining_remote_access_applications.htm  

o Use the following steps to create a new connected app. 
 Use Salesforce to create a new connected app. 
 In Lightning Experience, use the App Manager to create connected apps. 

From Setup, enter App in the Quick Find box, then select App Manager. 
Click New Connected App. 

 In Salesforce Classic, from Setup, enter Apps in the Quick Find box, then 
select Apps (under Build | Create). Under Connected Apps, click New. 

 Enter the name of your application. 
 Enter the contact email information, as well as any other information 

appropriate for your application. 
 Select Enable OAuth Settings. 
 Enter a Callback URL. Depending on which OAuth flow you use, this is 

typically the URL that a user’s browser is redirected to after successful 
authentication. As this URL is used for some OAuth flows to pass an 
access token, the URL must use secure HTTP (HTTPS) or a custom URI 
scheme. Separate multiple callback URLs with line breaks. 

 The callback URL field has a limit of 2000 characters, cumulatively. If you 
enter several URLs and they exceed this limit, configure another 
connected app to manage more callback URLs. 

 Add all supported OAuth scopes to Selected OAuth Scopes. These 
scopes refer to permissions given by the user running the connected app. 

https://developer.salesforce.com/docs/atlas.en-us.api_rest.meta/api_rest/intro_defining_remote_access_applications.htm
https://developer.salesforce.com/docs/atlas.en-us.api_rest.meta/api_rest/intro_defining_remote_access_applications.htm
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 Enter a URL for Info URL. This is where the user can go for more 
information about your application. 

 Click Save. The Consumer Key is created and displayed, and the 
Consumer Secret is created (click the link to reveal it). 
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4. Reports 

 

All the data extracted and used by the BOT is zipped and stored in Archive Folder  

(<AA Application Path>\Automation Anywhere\My Tasks\Bot Store\Salesforce SeedingSandbox- 
Thirdware\My Docs\ArchiveData) in following format:  

“Archive Month – Day – Year – Hour – Minute.zip” 
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5. Logs 

 

Error folder (<AA Application Path>\Automation Anywhere\My Tasks\Bot Store\Salesforce 
SeedingSandbox- Thirdware\Error Folder) contains the below hierarchy. 

 Error Folder 

o Logs 

 Error Logs Month-Day-Year.txt: In case of any error, this file logs error message 
along with time stamp. 

 This file also captures start and end of the BOT and start and end of each of the 
extract 

o Snapshots 

 Error Snap Month- Day-Year.png: In case of any error, this file captures 
screenshot of error. 

 Snapshots are also captured of success operation finished 

- Task Status of bot is set to “Failed” in case of error. 
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6. Troubleshooting & Support 

 

 

6.1 Support 

 

Do you need any support or have any questions to configure or running of the BOT?: Reach out to Atul 
Mehta (atul.mehta@thirdware.com) 

Support is based out of Mumbai, India and is staffed from 8AM India time to 9PM India time from 
Monday to Friday. Response outside of these time may be delayed.  

 

6.2 FAQs 

 How do I Create Security Token: 

o When you access Salesforce from an IP address that’s outside your company’s trusted IP 
range using a desktop client or the API, you need a security token to log in. 

o A security token is a case-sensitive alphanumeric code that you append to your 
password. 

o Where can I find or view my Salesforce security token? 
 From your personal settings, enter Reset in the Quick Find box, then select 

Reset My Security Token. 
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 Click Reset Security Token. The new security token is sent to the email address 
in your Salesforce personal settings. 

 Client_ID and Client_Secret: The BOT works as an external application that needs to 
authenticate with Salesforce, hence you need to define it as a new connected app within the 
Salesforce organization that informs Salesforce of this new authentication entry point. Here is 
step by step guide to get Client_Id and Client_Secret 

o Salesforce help page: https://developer.salesforce.com/docs/atlas.en-
us.api_rest.meta/api_rest/intro_defining_remote_access_applications.htm  

o Use the following steps to create a new connected app. 
 Use Salesforce to create a new connected app. 
 In Lightning Experience, use the App Manager to create connected apps. 

From Setup, enter App in the Quick Find box, then select App Manager. 
Click New Connected App. 

 In Salesforce Classic, from Setup, enter Apps in the Quick Find box, then 
select Apps (under Build | Create). Under Connected Apps, click New. 

 Enter the name of your application. 
 Enter the contact email information, as well as any other information 

appropriate for your application. 
 Select Enable OAuth Settings. 
 Enter a Callback URL. Depending on which OAuth flow you use, this is 

typically the URL that a user’s browser is redirected to after successful 
authentication. As this URL is used for some OAuth flows to pass an 
access token, the URL must use secure HTTP (HTTPS) or a custom URI 
scheme. Separate multiple callback URLs with line breaks. 

 The callback URL field has a limit of 2000 characters, cumulatively. If you 
enter several URLs and they exceed this limit, configure another 
connected app to manage more callback URLs. 

 Add all supported OAuth scopes to Selected OAuth Scopes. These 
scopes refer to permissions given by the user running the connected app. 

 Enter a URL for Info URL. This is where the user can go for more 
information about your application. 

https://developer.salesforce.com/docs/atlas.en-us.api_rest.meta/api_rest/intro_defining_remote_access_applications.htm
https://developer.salesforce.com/docs/atlas.en-us.api_rest.meta/api_rest/intro_defining_remote_access_applications.htm
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 Click Save. The Consumer Key is created and displayed, and the 
Consumer Secret is created (click the link to reveal it). 
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Appendix A: Record of Changes 

 

No. Version Number Date of Change Author Notes 

1 1.0 February 23, 2020 Atul Mehta Base version 

2     
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Appendix B: Acronyms 

Instructions: Provide a list of acronyms and relative description used within the document. 
Sequence should be alphabetical 

 

 

No. Acronym Description 

   

 



 

  

Page 22 of 22 

 

    Appendix C: References 

Instructions: Summarize the relationship of this document to other relevant references. Provide 
information for all documents/links used to arrive at and/or referenced within this document. 

 

Example:  

 

No. Topic Reference Link 

   

   

 

 

 


