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About ComSignTrust

ComsignTrust is part of the Comda group, which is a leader in information security

services and communication since 1985.

The group includes Comsign company - leading the electronic signature revolution
in Israel, the company has been approved by the Ministry of Justice to serve as a
certificate authority for issuing electronic signatures that are confirmed by law.
Comda, a leading IT company in the field of information security, which applies and
develops a wide range of communication and information security solutions and
ComsSignTrust, a company that develops advanced digital signing software

systems.

‘i.

,  While this booklet refers to masculine gender, it is intended for men and

|
‘ women alike.

Masculine gender has been used for reasons of convenience only.
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| Helpdesk: 972-3-6485255 #636 | support@comsigntrust.com
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1. Introduction

1.1. General and goal

The ComSignTrust Desktop system is a system that allows for:

Signing of files of different types
Electronic sending of files signed with an approved electronic signature

Storage of files in a secure electronic archive

1.2. Advantages of the system

Use of the ComSignTrust Desktop system provides the following advantages:

Saving of paper, mailing and storage costs

Absolute safeguarding of the details of the document (cannot be modified after
signing)

Absolute identification of the signer without falsification ability

Document dissemination speed

Sending of signed documents easily and conveniently

Easy and convenient finding of documents (search of a computer rather than an
archive)

1.3. System requirements

The system requirements are:

Operating Requirements File to
sy download
Win Xp Service Pack 3 Click here

Microsoft .Net Framework 3.5 SP1 Click here



http://www.microsoft.com/en-us/download/details.aspx?id=24
http://www.microsoft.com/en-us/download/details.aspx?id=24
http://www.microsoft.com/en-us/download/details.aspx?id=22
http://www.microsoft.com/en-us/download/details.aspx?id=22
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Server 2003 Service Pack 2

Microsoft .Net Framework 3.5 SP1

Server2008R2 | Microsoft .Net Framework 3.5 SP1

1.4. License types

The ComSignTrust Desktop (CTD) system has a number of licenses as follows:

CTDB (Basic) CTDP
(Professional)
Signing of a single document or
multiple documents (manually) Y Y
Addition of a graphic signature to a
document and/or comments Y Y
Time stamping v v
Stamping of a document with a
number of stamps Y Y
System reports v v
Signing of a document directory
(automatically) Y
Signing of all files types (Pdf
Envelope) Y
Sending of sighed messages by email v
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Basic terms

Explanations on basic terms follow:

Term Explanation

Electronic A signature that is electronic information or an electronic

sighature mark that has been attached and bound to an electronic
message

Authorizing party | An entity issuing electronic signatures that are equivalent to
a manual signature with the approval of the Ministry of

Justice

Secure electronic | An electronic signature that fulfills the following conditions:

signature - Is unique to the signing device owner

+ Allows for apparent identification of a signing device
owner

* Was produced as a signing device that is under the
exclusive control of the signing device owner

» Allows for identification of a change that has been made
to the electronic message after the signing date A
secure electronic signature that consists of the original
document and an encrypted file, the electronic signature
is based on the use of a unique algorithm

Confirmed A secure electronic signature for which the identity of the
signature signer has been verified by a confirming party and that is
admissible as evidence in court

Smart card A sophisticated device for identification and execution of an
electronic signature

Card reader A device that is used for reading information that is on
cards
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3. Initial settings

3.1. Installation

In order to install the system, perform the following stages:

1. Click the following link: http://www.comsigntrust.com/resources/downloads/. Save the file
and unzip it. Run the application :

&% Comuign | rustheskdop Setup

Welcome 1o the ComsignTrusiDesklop Setup Wizard

Morflsit) Bsenll Sysenm w240 | omest> | | Cancel 4

Page 8 of 64



http://www.comsigntrust.com/resources/downloads/
http://www.comsigntrust.com/resources/downloads/

o.
SIZNTRUST

3 Click Next , the following screen will appear:

¥ Comsign I rustDeskiop Set up

License Agronment

TMPORTANT NOTICE: Price to dowsload, mstalistion, copy ot use please tead the below 80
erves of the product solcatics. BY DOWNLOAD, INSTALLATION, COPY OR USE |
OF THE PRODUCT YOU EXPRESS YOUR CONSENT TO THESE TERMS AND
CONDITIONS

End User License Agreement for Software Use.

agreement un softwe uss (e “Agn 8 d by and b ComSignTrost
Ltd, with s oeat ot Atxdim Tech Pazk, bldg # 4, POB 32007, Tel Avav, 61520 [sreel,
pstered @ the lveli Compeny Fagistnr (the “Provider™ and you, a physizel or lapal
petson, (the “End User™) entitles 3o 10 use the Software defied i Axtacle | hemof The
Softowon delsed in Artick | heywo! may be stoeed on sy paysecel slotge device, intes-alia g
CD-FOM or DVD mwditen, st vie slectronse mail dowalonded from the Tatesmwd,
wilosded from ssrvees of the Provider ot obisned from other sowses undst the terme ard
tremstances discusesd belowr,

B agrasment,
Teust Deaktcp

¥ Comsign [ rustDesktop Setup

Choeaw Componesis

it you dont want th nstal

Sebect compenands (5 rst ol
OCRIE) PO ORI Uote &
- CUTPUrAEE 10 Jee 12
[V] Craste Deshtop Shortot | [ENESNINEY

ooce requred: 424N

PTsen fnetd] Systum wZAL Ll < fack. W fowst > | Cancel

5 Click Next , the following screen will appear:

Page 9 of 64
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¥ Comsign I rustDeskiop Setup

Chosse Install Locabion

e the Mok

Tu retad m o difevent Folder, ok

shator

PhinlIeoft Fimnill Syetuin v2.45 T T camet

6 Click Install

7 The installation process will run. At its end, click Close

’ , The program supports a range of languages: Hebrew, English

|
J and French

3.2. License setting

Page 10 of 64
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’_* | A system that is installed without a license may be used as Demo softy
for 30 days, for experiencing and familiarization with the system To
download the Demo software, click the link:

http://www.comsigntrust.com/resources/downloads/
Pay attention! The signature of files using the Demo version is an unap
signature

vare

proved

The use of the system requires setup of a license, which is performed in two stages:

Stage A - creating a license request file and sending it to technical support Stage

B — issuing the license in technical support and loading it into the system

For

performing stage A — creating the license file, perform the following stages:

> o

»%  Sign on PDF <5 ~ Signon XML
Sign on Word é’i Sign on OpenOffice
Sign on Excel ’(J Sign on XPS

% Sign Detached Sign on PowerPoint

R

Log Scribble On PDF

\ .

&%= Folder Signing ... Profile Manager Email &ccounts

English v

Version 1.5.3



http://www.comsigntrust.com/resources/downloads/
http://www.comsigntrust.com/resources/downloads/

o.
SIgNTRUST

9 |
2. Click Jﬁ 'the following screen will appear:

Status Not Activated
Signatures left =

Subscription ends at =

License type =

Lcense Requet

E767F755F360B3D553E455D48848C 709BADBCD 77DD2AD6BCRIAF42502AE
0730A71BE77BACD3EDISELB 152A7F8730C63)

New License Import from file
Unlock key
P—

3 Click Export to file, the following screen will appear:

Page 12 of 64
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Save As @

Save in: ‘@ Desktop v‘ Y F £° (O~

2 Jf_} My Documents

4 :} 'j My Computer
My Recent "_‘gMy Metwork Places
Documents

L
‘ Desktop
My Documents

My Computer
Q File name: ‘ | ‘ | Save
My Network Save as type: j Text files [*.tat) v } [ Cancel ]

4  Select the location for saving the file and click Save

5 Send the saved file n to the email address: support@comsigntrust.com

At technical support, a license will be issued (license.txt) and will be sent by email back
to the sender

To perform stage B — loading of the license into the system, perform the following stages:

6. Save the file (it is advisable to save the file to the desktop).
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7. Run the system and click & the following screen will appear:

r |
%) License REaa
Status Activoted
Signatures left Unlimiled
Subscription ends at 04-11-2015
License typa Professional
N License Request | Expontwofiie

New License | Import from file

Urlock key

Actvanon key Deactivabon

Apply new license

Close

| &

8. Click Import from file, and load the license file (license.txt) into the system
9. Click Apply new license

10. Verify that the status of the license has changed to Activated

3.3. Profile settings

To set the properties of the signature that will appear on the signed document, set up the
profile once when beginning to use the system for each file type.

, Perform profile settings and location of signature for each separate file type

To set up a profile, perform the following stages

1. Insert the smart component into the computer (signature device)
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2. In the main menu - Profile Manager , a screen will appear:

Manage Profiles

‘5‘---:: Profiles

&% Pdf PDF Signature Profile
28 New Profile Name Default Image

Choose z certificate [Test Test ID_111111118 = ]

Page Number 1 %
[7] All Pages [] Last Page
Location

Lefpx) [0 [ Widh(pa) [100 £

Top(px) 0 [2 Heightipx) [100 [

Preview

Hash Algorithm SHA256 v

; = J‘_A 2 New
; \I;Vong;::lises [] Do not use visible signature
[7] Send by eMail [ - [ Email Accounts |
[¥] Support multiple signatures
[T Support TimeStamp hitps:/ Aimestamp comsign.co il timestamp./Defaut aspx Restore
[ Save ] [ Delete

Act according to the following fields:

Part | Name Explanation

A Profiles The list of profiles that can be set

Part | Name Explanation

B Signature Profiles Setup of the signature properties for the
selected profile

3.3.1 Selection of the certificate that will be used for signing

To select the certificate that will be used for signing, perform the following stages:
1. Inpart A: select Profiles > PDF - Default
2. Inpart B: in the select certificate field, select the appropriate certificate by name and

the identity number of the smart card holder
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3. Click Save
4. Repeat Sections 1-3 for Word, Excel, Open Office , XPS and Power Point

3.3.2 Location of the graphic signature in the document

To change the graphic location in the document, perform the following stages:
In part B:
1. Click Preview, a screen will appear with the graphic signature, you can move the graphic

signature to any place in the document

2. Click OK to end
3. Repeat Sections 1-2 for Word

To load a document into the system and locate the graphic signature on the document,
perform the following stages:

1. Inpart B: click Preview, a screen with the graphic signature will appear

2. Click Load file > Select the desired file > Open

3. The document will appear - Move the graphic signature to the suitable place in the
document

4. Click OK to end
Repeat Sections 1-4 for Word

' ’ |

, Loading the document allows it to be seen in the background, so that th

‘ positioning of the graphic signature in the document is performed easily dnd
conveniently.

3.3.3 Changing of graphic signature image

To change the graphic signature image, perform the following stages:
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1. Click Image

A screen will appear:

'CPocne an image M

Choose an image

[ oK ]| Cancel Upioed |

L

2. Select the desired graphic signature image
3. Click OK to end
4. Repeat Sections 1-3 for Word

3.3.4 Addition of a personal signature

You can add a logo or personal signature that will appear in the signed document under the
graphic stamp of Comsign

To do this, perform the following stages:
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1. Save the logo and/or signature as an image file (JPEG /GIF extension)

- -

2. Click 0 the following screen will appear:
Select Excel Files 1o Sign 71%]
Lock e | [ Dushiop
Y ot My Dozuments
__.9 ¥ My Compater
My Racert N My Netveork Places
Documents
€
Deshiop
=7,
My Documents
e
My Compester
\’,,) Fie name: ope ¥ deDinod [ oeen ]
My hl"‘.‘:ﬁ'\- Files of lype Image Fie: Corcel I

3. Select the location of the image file that you wish to add

4. Click Save

3.3.5 Saving of password

The system allows for the saving of the password of the smart component (the signature

device) at the system level or at the element level..

Password
saving

Explanation

By the system

Allows for signing of files without a need to enter the
password for each signature, as long as the smart component
is connected to the computer.

When the smart component is disconnected from the
computer, no signing will be allowed, but when it is returned,
the user may sign without typing in the password

(the system remembers the password)

Password
saving

Explanation
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By the smart
component

If the smart component is connected to the computer, you can
sign the files without the system asking for you to type in the
password (is performed automatically; this option is defined by

default in the smart component)

In order to save a password using the system, run the following stages:

Main menu > Profiles Manager = =

, the following screen will appear:

Manage Profiles

e

l‘:'!--»:: Profiles
=-#% Pdf

- Default
ofa¥ New

= Word

- Default
i ,_._‘4 New

% Excel

% Default
;_“R New

-y, Detached

C G mi
t} Sign
) etract
-39 New
OpenOffice
9 New

Pdf Envelope
1:0 New

-\ Log Settings
-{g) Web Services

[¥] Allow managing session passwords

Clear Passwords Cache Clear

General Settings

1. Check v the option Allow managing session passwords
2. To delete the password from the system memory, click Clear

3.3.6 Additional settings

Field

Explanation

Page: you can se

lect on which pages the graphic signature will appear:

Page number

A specific page, indicate the page number
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All pages Check v in order for the signature to appear on all pages
Last page Check v in order for the signature to appear on the last page
Do not use Check v in order for no graphic signature to appear in the
visible document

signature

Mail account: y ou can set a mail account for sending of the signed documents

Send by eMail Check v'the relevant email account in order for the signed
document to be sent by email (first set up the email account, see
page 27 for directions)

Signatures

Support for Check v in order for it to be possible to sign a PDF document with
multiple more than one signature

signatures

Support Check v in order to add the timestamp (day, date and time)
TimeStamp

End of profile se ttings

Close button Click close at the end of the profile settings process

-
. | Time stamping:

4 Comsign provides a time stamping service!l!

When signing, the server is accessed, which updates the real time of signing, and

you can verify that the electronic signing action was performed at a given time (that

does not depend on the local server level)

3.4. Setting of PDF Envelope profile

Stamping of files with a PDF envelope allows for stamping of all file types using document
folder signing. This option creates a PDF envelope for the signed file.
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To define a PDF envelope profile, perform the following stages:

1. Main menu - Profiles Manager - New ->PDF Envelope, the following screen will

appear:
Manage Profiles e Iﬂ
E-38 Profiles
=% PdF Pdf Envelope Profile
Profile Name
Base pdf profile [ v]
Pdf Text
Ee.tached
% xml
Attachment
Description
(g8 Web Services
[ Save ] [ Delete

Act according to the following fields:

Field Explanation

Profile name Select the profile name

Base Pdf profile Select the profile that was set in PDF -
Default

Pdf Text You can add constant text to the signed files

Attachment Description | Description of the signed file

2. To end, click Save
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4. Document signing

You can perform document signing in the following manners:
1. Signing by the system interface

2. Signing by selecting the document for signing

3. Signing of a document folder

*
' To sign PDF documents, make sure that :
|

‘ Adobe Acrobat Reader — version 9.0 is installed

li.

. To sign Word and Excel document, make sure that

1 OFFICE 2007 or higher is installed
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4.1. Signing of documents using the system interface

To sign documents using the software interface, perform the following stages:

1. Insert the smart component into the computer (the signature device)

2. Inthe main menu > Signh on PDF / Sign on Word/ Sign on Excel /Open Office

Sign on
The following screen appears: (in this example, we select: Sign on PDF)
Sign on POF = -L_i-l
Profile Defat - & Profle Marager /| Enable preview
Sign Close Select Files
Savedies w0 C\Users'shrak COMDA\Desiaop
Act according to the following fields:
Field Explanation
Profile Select the appropriate profile (see profile settings on page 5)
Enable preview Checking v" allows you to position the signature in the

desired place in the document (otherwise the signature will be
located as defined in the profile manager).

Select files Select or drag the file to be signed (a number of files may be
dragged for signing)
Save files to Select the folder in which the signed files are to be saved

4. Click sign - OK , a password prompt screen will appear

5. Enter a password and click verify

6. The file will be signed and transferred to the defined folder
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l_*_' Running of the ComSignTrust system as an Administrator in the

| operating system Windows 7 or VISTA allows you to select files using

_J Select files only.

Dragging of files is not possible due to security settings

4.2. Signing by selecting a document to be signed

To sign documents by selecting the document to be signed, perform the following
stages:

3. Select the file to be signed

4. Right click the mouse and select the Sign option. The following screen will appear:

. — .
9¢ Configure Defauit Proﬁcm""

No signature was chosen for the "Defauit” profile

A signature was detected testtestiD_111111118

|
|

Set This Signature Choose From List J Cancel J

~

5. Select the appropriate profile and click Verify, the Enter your User PIN screen will

appear.

Enter a password
The file will be signed and saved with a signed suffix (the folder containing the original
file)
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,  Signing may be performed by selecting the document to be

‘ signed (Right click > Sign)

only for WORD and EXCEL files of Office 2007 or later
(files with the doc, cls extension and/or Open Office files are not

supported)

4.3. Signing of a document folder

Signing of a document folder allows for automatic signing of files that are in a set folder.
Signing of a folder document requires a number of settings:

1. Setting of Input folder (a folder from which the files will be taken for signing)

2. Setting of Output folder (a folder in which the signed files will be saved)

3. Setting of a rule

l * After signing the files in the Input folder, you cannot edit
| information or change content, and it is therefore recommended

that you save a copy of the files in an additional folder

To perform signing of a document log, perform the following stages:
1. Set the Input folder and the Output folder in the computer

2. To set the rule, click Folder signing, the following screen will appear:
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Folder Signing AR X
Folder Signing
| Manage Rules |
Rule Name Status
[ Activate ] [ Desctivate | [ Close J

3. Click Manage Rules, the following screen will appear:

Manage folderrules e . [ o ’i,_
Rule
Rule Name PDF Bulk Signing
Input Folder C:\Users'alexanderv\Desktop \InpPDF ()
Output Folder C:\Users\alexanderv'\Desktop\OutPDF ()
Type pdf v Profile Default v
l‘
J
| SavelAdd NewRule | |  Delete Rule |
|
Name Input Folder Output Folder Fies Type  Profile ’

PDF Bulk ... | C:\Users\alexanderv\ CAUsers\alexanderv\... m

T =
|

Deal with the following fields:

Page 26 of 64
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Field Explanation
Rule Name You must name the rule
Input Folder Select the location of the input folder (files to be signed)
Output Folder Select the location of the output folder (signed files)
Type Select the file type for signing

(PDF envelope/PDF/Excel/Word)
Profile Select the profile that will be used for signing

4. Click Save/Add New Rule to add the rule
5. Click OK, the following screen will appear:
Folder Signing

Folder Signing
|  Manage Rules |
 RuleName  Staws
PDF Bulk Signing stopped
|
; Activate | | Deactivate | | Close ]

6. To start the signing process, select the rule and click Activate or double click the rule.

7. On the screen that opens: enter a password and click OK

Page 27 of 64
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' * For each type of files (EXCEL/ WORD, etc.) a rule must be created
| | (Sections 2-7)
) For each rule, the Input and the Output folders must be different.
*

' . When signing, the files that fulfill the rule definition

J are transferred from the Input folder to the Output folder

4.3.1 Stopping of the document folder signing process

To stop the bolder signing process:

Check the rule and click Deactivate or double click the rule

5. Addition of a graphic signature and/or comments

You may add a graphic signature and/or comments to a PDF document. For this purpose,
perform the following stages:

1. Inthe system menu, select the Scribble On PDF option. The following screen will appear:

Sign on DI E! » gl
Scribble On PDF
Pen Cobot - Bieh

l Sign | | Cows Sewct Tl

[ Saren fhes 10 [

2. Act according to the following fields:

Field Status Explanation
Pick Optional Select the pen color for adding the signature and/or
comments
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Save Files Mandatory

Select the folder to which the files will be saved
To

Select Files Mandatory

Select a file or files for adding a sign and/or comment to

3. Select the desired file and click Sign. A preview of the selected document will appear:

ey

| .'J | \.".‘. - P 1
4. The scribble pane will appear on the document

&

| - You can enlarge / shrink the pane by dragging the grab squares (green
| squares). You can position the pane anywhere in the document using
|

/ ‘ the mouse

5. Click OK to add the graphic signature and/or comments. The following screen (InkForm)
will be received:
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B inkform :|“W

) & Lo ][ Coneet

You can create the signature and/or write the comments into the document using the mouse.
Act according to the following fields:

Field Explanation
Clean Deletion of the graphic scribble
OK Confirmation of the graphic scribble and adding it to

the document

Cancel Closure of the screen and cancellation of the action
Field Explanation
Signing pad available - The signing pad hardware was not identified

(external pad)

. - The signing pad hardware was identified
(external pad)
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6. Click OK to add the scribble on the document. The following screen appears:

-
Sign on PDF

l‘ Scribble On PDF
Pen Color - Pick

T
test1 pdf

’ Sign | [ | [ SelectFiles

1 Save files to ] C \Users \slexanderv\Desktop\1

Click Close to end

] *  Attention!
‘ The option of adding a scribble to a document does not sign it,
} to add a confirmed signature, perform the Sign On Pdf action on

page 22

6. Sending of signed documents by email

You can send the signed documents to the various addressees by email, all at once and
automatically. For this purpose you must:

1. Confirm the initial, one time settings of the email by:

O Email properties or

O Use of MS Outlook settings

2. Set arule (regular expression) and list of email
addresses of recipients

6.1. Initial configuration of email properties

Page 31 of 64




@0

To perform the initial configuration of email, perform the following stages:

1. Inthe main menu - Email Accounts, a screen will appear:

SIgNTRUST

MailAccountsForm LEJ_M

eMail Account

Name [ Use Outlook

SMTP Server To Select

Port eMail

Username Password

Subject

eMail Body

[7] Use SSL Addr  lest@test.com
[ Add/Save eMail Account | [ Delete eMail Account

Name SMTP Server From Subject Port SSL

ikta 5676 4535 False

<[ 1 »

OK

’_* The email settings require technical knowledge,
| f

’ helpdesk perform these settings.

| Itis advisable to have the system administrator in the organization or

Act according to the following fields:

Field Status Explanation
Name Mandatory | Type in the mail address

A display name that will appear in the profile setting
SMTP Mandatory | Type in the name of the outgoing mail server
server




ol
@mgmmm

Port Mandatory | Type in the port number of the outgoing mail server
eMail Mandatory | Type in the email address from which the documents will be
sent

Username | Mandatory | Type in the username of the email address (in certain
accounts such as Gmail, Hotmail, you must type the full email
address)

Password Mandatory | Enter the email password

Subject Optional Type in the email subject (the subject row that the recipients
will see)

e-Mail Optional Type in a message that the recipients will receive with the

Body signed file

Use SSL Check v if the server requires the use of SSL

For example: a Gmail account

Select See rule creation (regular expression) and list of recipient
addresses, page 23

2. Click Add/Save e-Mail Account
3. Click OK to end

6.2. Email configuration using MS Outlook properties

To configure email using MS Outlook properties, perform the following stages:

1. In the main menu - Email Accounts, a screen will appear:
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MailiccountsForm = '-—‘
eNnt Accours
Harw Use Dutiook
SMTP Sexven
Fort eMa
Username Pasancrd
Subgect
eMail Sogy
Use SSL Tes Addr  lest@.cx com
| ASUSave eMul Acsoun Delete eMaul account
Name SNTP Seryer From Sbect Fon SSL
Lo B Fase
QK

Act according to the following fields:

Field Status Explanation

Name Mandatory | Enter the mail account name
A display name that will appear in the profile
setting

Use Outlook Mandatory | Check v/

(SMTP Server, Port, Username, From Password
settings will be automatically taken from Outlook)

Subject Optional Enter the subject of the mail (the subject row that
recipients will see)

e-Mail Body Optional Type in a message that the recipients will receive
with the signed file

Field Status Explanation

Select See rule creation (regular expression) and list of
recipient addresses on page 34

6.3. Creation of rule (regular expression) and list of recipient addresses
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The creation of a rule (regular expression) allows the specific document that is matched
to the specific addressee to found and sent

The creation of a rule (regular expression) requires knowledge on the
' subject. It is advisable to use professional assistance.

To create a rule (Regular Expression) perform the following steps:

1. Main menu - Email Accounts - Select, the following screen will appear:

[‘Mail Ruies

Fule Defingtion

Rufe Name
Regular Expression Choose
Value

eMal
|] AddSaveRule || Delete Rule

‘ Rules Fter

Rule name filter

Email filter

| Name Regular Epression  Vialue oMad

[ oK

Act according to the following fields:

Field Explanation

Rule Definition
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Rule Name Type in the name of the rule

Regular Expression Click Choose - OK
The default regular expression will appear:
\.pdf(.*?)

See further details on page 34

Value Type in the exact name of the file that you wish to
send to the recipient

e-Mail address Type in the exact email address of the recipient

2. Click Add/Save Rule

3. To end, click OK in the current screen (Mail Rules) and in the previous screen (Email
Account)

l * |

| Attention!

_J You must go back and define the Rule Definition fields for each recipient

6.4. Rule creation (regular expression) — further information

Creation of a rule (regular expression) allows for the finding and sending of a specific
document that is matched to the specific recipient.

The regular expression that appears by default is: (.*?)\.pdf
This expression allows you to find a file with a pdf extension by letter or number, such as:
223445 .pdf

The file 223445-25.pdf cannot be found because this file contains additional properties
(a minus sign followed by numbers)

In order for us to be able to find the file 223445-25.pdf, an appropriate rule (regular
expression) must be created.

This file has the following properties: pdf extension, number, a minus sign followed by
numbers.

The regular expression matching the filename is: (.*?)-[0-9]+\.pdf
6.5. Updating a recipient list
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To update a recipient list and regular expression, perform the following stages:

1. Main menu - Email Accounts - the following screen will appear:

Mame Grail cl Lisa Outiock ‘
SMTP Servar To
Pt aMal I
Usermame Password
|
Sdyect
I eMail Body
|
Use SSL ‘”; Addr testEest com

2. Indicate the relevant mail account row - Click Select, the following screen will appear:

Page 37 of 64
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r - -
i Rutes . =
Fue Definiton
Rule Name Fude!
Reogelar Expression  (“7)\ pdf Choose
Value test]
eMad desundery Wcomds co f
| [ AcsSaveRde ||  Delete Rude
Rues Fter
. Rule name filler
Email filter
Name Regular Bpresson Value eMad
Futel (*7\od tost] alxanoevEc |

l oK |
L — —

3. Rule Definition - Perform the required changes

4. To save, click Add/Save Rule

6.6. Rule filtering

To filter rules by name or mail address, perform the following stages:
1. In the Mail Rules screen, act according to the following fields:

Field Explanation

Rules Filter

Rule name filter Enter the name of the rule you wish to filter by
Email Filter Enter the email address that you want to filter by

Sending of signed documents to recipients
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In order for the system to send the signed documents in accordance with the list of
recipients, perform the following stages:

1. In the main menu - Profiles Manager - Pdf Default the following screen will appear:

Marvge Profiles =) M
48 et | ——
o
wEm
a¥ Now Frofils Hame e i o
Ry - — |
& Defact (Poces » cotibcute Teg Test I0_111111110
TR Mo
Sxcel Pags Number
O Defns
20 Ny A Pages Last Page
% Ustacred
S/ i | acation
:‘: :ﬂ Lohimo) 0 3l Widhip) 100 2 i
&t’::;s.t Toplgx) 0 |3 Heghipo 00 3 == 0 —
) "bn Hosh dgorithen SHA2% 3
l '_7::;:':;;. D not use vaibtie mgnature
Sord by o¥e v Email Accoums
¥ Swteont mulicle sipratices
Sugport TimeSiaro et / Ameary comegn oo | Amestary Detnct s | Flesiote )
Seve Coietz
Cicge
Act according to the following fields:
Field Explanation
Send By eMail Check v" and select the appropriate mail account
Save Click Save

If signatures are performed on Word and Excel documents too, perform the stages
again for each document type

Attentioni

.;' ’ After signing the documents, the system will automatically send the files to
; the recipients
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7. Signing of files separately - Sign Detached

Sign Detached allows for signing of all document types, while the signature may be in a

file that is separate from the original document or as part of the original document

lt.

Sign Detached:

._J Allows for signing of XML files and CODE files

To sign files by Sign Detached, you must perform the initial one time setting of the

profile

7.1. Setting of Sign Detached profile

Perform the following stages to define the profile:

1. Main menu > Profiles manager the following screen will appear:

Manage Prafiles

29 Profies
S Al
% Defont
« New
£ Vo
% Defot
4 New
Sl
S Defok
¥ New
N Detached
%
e
% ot
o New
CpenObtcn
™M New
4 Pt Envelops
2 New
N\ Lig Setren
& Vo Services

PKCS7 Signature Profile

Profile Name

Lhoces 3 conbcale \

.<.l' - "\t‘l
© SignTiles venfy

File & Signature Propertes
Sgreiute Forms Detached =

Usgeat elgorithm SHAY -!

Support TimeSamn
Send by eMail =

Emad Accasnts

Save Desetn

=

Close

el

2. Select the appropriate profile (Sign/ Extract) and perform the following settings:
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Profile settings

Choose a certificate | Select the appropriate certificate

Sign or verify Check ® for Sign Files
File & Signature Select the file and signature property:
properties Attached: The signature as part of the original file

original document

XML: Signing of XML documents

Detached: The signature in a file that is separate from the

Code: Signing of code files, such as: CAB, EXE, DLL ,MSI

3. At the end of the profile setting, click Save

7.2. Signing of files by Sign Detached

To sign the files, perform the following stages:
1. Input the smart component into the computer (the signature device)

2. Inthe main menu - Sign Detached, the following screen will appear:

7
Sign Any File With External Signature {Detached) ke

Sign Any File With External Signature (Detached)

Profile Sign | &  Profile Manager

| Sign ‘ Close ‘ Select Files

| Save files o | ©\Users\shisk COMDA\Desitop

Act according to the following fields:
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Field Explanation

Profile Select the appropriate profile

To extract the sign file, Detached - Extract, select the
profile Extract

Select files Select or drag the file to be signed (you can drag multiple
files for signing)

Save files to Select the folder in which the saved files will be signed

3. Click sign, a password request screen will appear; type in a password.
4. The original file will stay in the source folder. Only the signature file will be
transferred to the folder defined

7.3. Signing of Code files

The signing of Code files allows for signing of the following file types: CAB, EXE, DLL ,MSI

To sign code files, perform the following stages:

1. Inthe main menu - Profiles Manager - Detached - Sign The following screen



will appear:

SIgNTRUST

Manage Profdles
|
% Proties
& pa
P Defact
+9 Now
= Word
W Defan
% Now
Excel
\:) Defact
#™ New
=% Detached
& sen
£ i
f’) etac
% New
£ OpenDfice
&9 Now
e P Enveloge
% Now
N Log Settngs
o \Web Seraces

PKCS7 Signature Profile
Profile Nane

Choose acerticate |Test Tet O_111111413  w

Son or Verfy
@ Sigr Files Jerd,

Fiw § Sgretue Prpetm

Signeture Formm
Digest alperem | SHAY -

Supoort TimeStarp

Send by eMil ol

Seve || Delete

Close

Act according to the following fields:

Field

Profile settings

Explanation

Profile Name

Type in the profile name

Choose a certificate

Select the appropriate certificate

Sign or verify

Check ® in Sign Files

Signature position

Select the signature position:

Code: signing of code files such as: CAB, EXE,

DLL ,MSI

Y.

rku
A unique certificate is needed to sign CODE files
|
:4

2. Click Save to end
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3. See page 22 for signing documents using the system interface

8. Signing of files from remote computer

The system supports signing of files from a remote computer

Term Explanation

Main computer The computer on which ComSignTrust Desktop is
installed

Remote computer The computer on which a Desktop Client folder is
installed

Files may be signed from a remote computer after performing the following actions:

1. Running of the system as an administrator (if the operating system is not XP)

2. |Installing a license

3. Copying the Desktop Client folder to the remote computer on which the signing will be

performed

4. Update of system settings
Remote signing of documents

‘ﬁ.

, Files may be signed from a remote computer only on the same

: r enterprise network

8.1. Running the system as an administrator

In an operating system that is not XP, log into the system by:

1. Right clicking the system icon

%' Run as administrator

2. Selecting the option
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8.2. Installation of license

To load alicense into the system, perform the following stages:

1. Run the system and click g The following screen will appear:

! License =
Status Activated
Signatures left Unlimited
Subscription ends at 04-11-2015
License type Professional
" License Request [ Export to file ]

BCBDAAACBI2B5DDETB5E260BD 2254 /EC3NIDBCEED 14EEBB2CHAESFFDF2
BFECBET3EFE28220872DB27A20A352FASFA46E

New License Import from file ]
" Unlock key
|

Activation key [ Deactivation

[ Apply new license

2. Click Import from file, and load the license file (license.txt) into the system
3 Click Apply new license

4  Verify that the license status has changed to Activated

8.3. Installation of Desktop Client folder

Top copy the Desktop Client folder into a remote computer, perform the following stage:
1. Enter the Desktop Client folder that is at the path:
C:\Program Files\ComsignTrustDesktop The

following screen will appear:



SIgNTRUST

™ CommignTrusiDeskiop

e B0 Vew Fooem Tus b
F AN -
<) </ ' AP Seach | Foloees ]
Mciens L CProgran HeslC ovosy It Omdton
Fabders x
L Adsbe A ./I g /1 Desdplit
I a
& ) Alsddn
2 1) A _J Mg ’J el
8 ) Ansboy Devices
0 Apsks Softmsre Lpdet
# AR ’J fH— ,J vy
o L Aters 5

2. Copy the Desktop Client folder into the computer
in which the signing will be performed

8.4. Updating of system settings

In the main computer on which the software is installed, perform the following settings:

1. Main menu - Profiles Manager - Web Services, the following screen will appear:

= 38 Pk

O Dwfast
59 Naw
-4 Word

& Owtmn
39 New M Fort o5

¥ Excel
W Defa 1P Adéress 127001
w5 New

S Detazhes
& San
i:( o
) ecnct
159 New

Enably web service )

Manage Profiles "—’—g

Act according to the following fields:

Field Explanation

Enable web service | Check v this option
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Http Port Indicate a port whose number starts with 8001 or higher

IP Address Type in the IP address of the computer

2. To end, click Apply
3. Leave the software running and enter the remote computer
4. On the remote computer: install and run the Desktop Client software, the following

screen will open:

r — —=p
w5 Remote chent e i2h

Basic | Profies View | Profile Control | Secunty

Cormection info ‘
IP address orhost name  127.0.0.1 Pot 8001 ‘
|
He nfo
Choosa a fils C\Users‘alexandeny\Desktop\ 1 | [ EEREEEN

Selsct target folder  C\Users\almandery\Desitop [ SNSRI |

Password g

Prtic Deft - | A

Profiles retrieved successfully..

Act according to the following fields:

Field Explanation

Basic tab

IP Address or host name | Type in the IP address of the computer on which the
system is installed

Port Indicate the port number as shown on the computer on
which the system is installed

8.5. Remote signing of documents
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On the remote computer:

1. Run the software Desktop Client, the following screen will appear: Remote client

Switch to the Profiles View tab, the following screen will appear:

- |

. S, Vedy  SsveadCose

'Remote Desktop Client

2. Click Refresh and select the file type to sign
3. The relevant profile names will appear

4. Switch to the Basic tab; the following screen will appear:

Page 48 of 64
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Lé";l Remote client h— = (S
Basic | Pofiles View | Profie Control | Securty |

Connection Info

IP address or host name 127.0.0.1 Port 8001

File Info

Choose a file C \Users \alexanderv\Desktop\1 IL_J
Select target folder ~ C:\Users\alexanderv\Desktop | (RS
Password
Profie - | I—

v | Vedy | SaveandCos

Profiles retrieved successfully...

5. Act according to the following fields:

Field

Explanation

Basic tab

Choose afile

Select the file to be signed

Select target folder

Select the location in which the signed file will be saved

Password

Enter the password of the signature element

Profile

Click Refresh and select the appropriate profile

6. Click Sign to sign the document

7. A message will appear: Signed successfully

Page 49 of 64
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9. Signature verification

A signed screen contains an indication of a signature and the details of the signature.

In order to verify the identity of the signer, perform the following stages:

9.1. Verification of signature in PDF file

1. Open the signed document
I 8

2. Click Signature Panel or

9.2. Signature verification in a Word file

1. Open signed document

2. Click _# | at the bottom of the screen or

9.3. Verification of signature using Excel file

1. Open signed screen

2. Click| # | at the bottom of the screen or the - Signature tab

9.4. Verification of signature in Open Office

1. Open signed document

1. Open the signed document

2, Click Attachments, the original file that does not contain a signature will be displayed
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2. Click é‘] at the bottom of the screen

9.5. Verification of signature in PDF Envelope file

(o

3. Click Signature Panel or T o verify the identity of the signer

’ ’ | DLL,EXE files and other code files

| ' One cannot open from a PDF document due to information security
'_J settings

9.6. Verification of signature in XML file

1. Copy the string in the row <x509Certificate>
2. Paste the String into a text file

3. Save the text file with the .cer extension

9.7. Verification of signature in an attached file

1. Double click the signed document

2. The following screen will appear:

File Action View Help

o2 c = Hm

jn}’ Certificates - Current User Issued To . Issued By
Y \ 3
ot C \l.JcSER‘?‘ALEXANDERV\DES 41‘] ComSigrl Global Root CA CcmSlgn Global Root CA
ertsicates {5l ComSign Professionals CA ComSign Global Root CA

Tyl Veloshin Alexander ID_312822315 ComSign Professionals CA
A

7/
10
1/

To view the original file, perform the following actions:
1. Profile settings, Detached - Extract (see page 39)

2. Main menu - Sign Detached, the following screen will appear:
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 sign Any File With External Signature (

Sign Any File With External Signature (Detached)

Profile | maract g B Profils Manager

l Exiract Ciose | ‘ Select Files

Save files to CA\Users\aexandary\Desidop\1

| | -

Act according to the following fields:

Field Explanation

Profile Select the profile Extract

Select files Select the signed file (with a p7b extension.)
Save files to Select the folder in which the file will be saved

3. Click Extract

4. The original file only without the signature will be saved in the set folder.

9.8. Verification of signature in Attached, Detached, Xml and PDF

This signature verification is more convenient and easier to use than

‘ signature verification for each file separately

The signature check will be performed by the file: ComsignTrustValidator.exe that is at the

following link:

C:\Program Files \ComsignTrustDesktop\Validators

To verify the signature, perform the following stages:
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1. Click the file ComsignTrustValidator.exe , the following screen will appear:

Validatior

Sgnature |

Detaches Scretures | Mpached Snatums | %l | POF

Act according to the following tabs:

Detached Signature tab

Field Explanation
Signature

g - Click _I and select the signature file
File

- Click _| and select the original file

Show Certificate

Allows for viewing the certificate details

Note: Itis to locate the original file and the signature in the same folder
desirable
Attached e tab
Signatur
Signhature
g - Click _I and select the signature file

Save Content

Click to view the original file

Show Certificate

Click to see the details of the certificate

Xml tab

Signed XML

Click _l and select the original file
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PDF tab

PDF
Click _I and select the original file

4. Click Validate

5. A screen opens and a message appears indicating that the signature is valid
9.9. Verification of signature in a Code file

1. Right click the Code file > Properties
2. Select the Digital Signatures tab,

A window will appear with the verification details:

58 Cabinstaller_1.0.2.cab Properties “

| General | Archive | Diotal Signatures | Secuty | Detail | Previous Versons |
Signature list

Name of signer Emal. Timesamp

Comsion rustDesidop dewal . Sunday, Febnsary 12

Page 54 of 64
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10. System reports (loQg)

The log allows for viewing of the following report:

1. Sign Log: viewing of the signed file details (which files have been signed, date of
signing, etc.)

2. Audit log: viewing of all signing stages

3. Emails log : status of sending of signed files to recipients

All of the following actions may be performed in all of the reports:

Field Explanation

Clear Deletion of all of the report fields,
After deletion, the reports cannot be restored.

Export to file Exporting of the report to an Excel file

Save and Close Saves the setting of the number of rows that will appear in the
report, closes the Log screen and displays the main menu

Refresh Refreshes data

Max rows Determining the number of rows that will appear in the report

10.1. Signature log

The main uses of this report are:

1. Tracking of signed files

2. Viewing of errors that prevented the signing of the file
Main menu - Log , the following screen will appear:
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i\ ¥ Enable Logging || Exportiofile | Sevesedcisoe | | Rebead |

Sign log max tows 1000 5 Emal log mex rows 1000

Audit log max rows 1000 =

 Sign log | Acdtlog  Emalalog

{ 1 ofa b ¥
| Date Haname CanSutyact  Frotle Process Fine

v EEEEEREER 0o v Forcoin [testiont 101111, | Defnt 110758579
T24/2013658 . [test1pd | Gemako 1D8ndge .. | Defaut 5205548
/02013338 . temt 1,” itesttest 1D_1111 . | Cefaut 13392907
173072013340 - [test1pd festiet 10 1111 1 06080675

Act according to the following fields:

Field Explanation

Sign Log tab

Date Date and time of signing the file

File name The name of the file

CertSubject Name of the certificate owner

Profile Name of the profile

Error If an error occurs during the signing, an indication will
appear (1)

Process Time | The time during which the signing process was performed

10.2. Audit log

An audit log is used for tracking the signing process

Field

Explanation

Audit Log tab
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Date The date and time of signing the file
Operation Signature categories
Description Description of the signing stages in accordance with
the signing categories
10.3. Email log

The main uses of this report are:

1. Tracking of the sending of signed documents by email

2. Viewing of errors owing to which documents have not been sent

Field Explanation

Emails Log tab

Field Explanation

File name The name of the file that was sent
Recipient The email address to which the file was sent
Sender The email address of the sender

Time of operation

Date and time of performing the sending operation

Result

The sending result (1 — okay 0 — error)

Error

Description of the reason for the error
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11. Exiting the system

Lone can log out of the system in two ways, from the main menu and from the task bar

Status Explanation

System on

Main menu -  Click

standby Task bar - The system is waiting in the task bar, to run it
(system is
working but is not
visible on the
screen)

double click the system icon

Main menu - click @
The task bar = The system waits in the taskbar, to close, right
System click the system icon > Exit

shutdown

12. Installation of the system in another station and/or for a new

user

To install the system in another station, perform the following stages:
1. Make sure that the additional station complies with the system requirements (page 5) In
the existing station: in the main menu: make sure that the system version is 1.3.25 or

higher,
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ComsignTrust Desktop. ===
SISMTRUST pesktop |

§%  signonPDF Sign on XML
| >
@ Sign on Word Sign on OpenOffice
L)
Sign on Excel Sign on XP$S

Sign on PowerPoint

o

ignD h
%) Sign Detached
b

Log Scribble On PDF
& Folder Signing & Frofile Manager ¥4 Emsil Accounts

English -

Version 1.5.3

If necessary, perform an update on the following link:
http://www.comsigntrust.com/resources/downloads/

Page 59 of 64
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, &/ . ,
Click to receive the following screen:
[ s License l.:’___&‘
Status Activated
Signatures left Unlimited
Subscription ends at 04-11-2015
License type Professional
License Request | Exportiofle

New License l  importfromfle |
Unlock key

[
Actrvation key Deactvaton

‘ Apply new hcense

Close

N e

support@comsigntrust.com

3. Call the helpdesk by dialing 972-3-6485255 #636

Take a screenshot (Print Screen) and send this screen by email to:

SIgNTRUST

4. When the file reaches the helpdesk, update the operator on the required operation:

» Installation of the system in another station

Or

* Installation of the system in the same station for another user

12.1. Installation of the system in another station

To install the system in another station, perform Sections 1-3 on page 58 and continue in

the following stages:
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1. Click Deactivation, a number will appear, which is to be given to the operator

5. The number will be verified following which the following may be performed:
+ Installation of the system in another chamber
+ Saving of the existing settings in the system (for this purpose act according to
the directions on page 62)

-

‘ Attention!

J If you are interested in saving the existing settings in the system:
g Do not remove the system

g Actaccording to the section on saving existing savings in the system on
page 62

After installing the system in another station:

6. Perform the license setup process (page 11)

7. To redefine (without saving the existing settings in the system), perform the initial settings
process (page 8)
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12.2. Installation of the system on the same station for a new users

To install the system in the same station for a new station, perform the following actions:

.
1. In the main menu, click g , the following screen will appear:
(42 License )
i Status Activated
Signatures left Unlimited
|  Subscription ends at 04-11-2015
License typa Professional
N License Request | Exporticfile

New Licenss r "|—w“-" ’;u_.;-ﬂe =

Urlock key

Actvanon key Deacavation

| Apply new license

[ Ciose |

. Click Import from file and import the license that you have

. Proceed according to the

O A W N =

. License setting directions on page 11 (Section 8 onward)

li.

If the license file is not in your possession, contact technical support
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12.3. Saving of the existing settings in the system

1. On the main menu: make sure that the system version is 1.3.25 or higher
‘ ‘ |

Execution of the operation in other version from version 1.3.25

_J may cause damage to the system and the saved settings

2. Make sure that the system is not run in an existing station or on the new station

In the existing station
3. Make sure that hidden files and folders are visible on the computer (it is advisable to
use IT people for this)

4. Enter the following path: Windows 7

c:\Users\Current user\AppData\Roaming\ComsignTrustDesktop

Windows Xp

C:\Documents and settings\Current User\AppData

5. Select the folder ComsingTrustDesktop = config.xml

In the new station

6. Run and close the software at least once

7. Copy the file config.xml to: Windows 7
c:\Users\Current user\AppData\Roaming\ComsignTrustDesktop Windows
Xp

C:\Documents and settings\Current User\AppData

8. Open the signing software and perform Sections 3-9 (for installing the system in another
station ) page 59

9. Make sure that the settings have been transferred and saved in the new station
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13. Removal of the system

To remove from the system, act according to the following fields:

Operating Removal path
system
Windows XP Add /Remove Programs - ComsingTrustDesktop - Uninstall
Windows 7 Programs and Features - ComsingTrustDesktop -
Uninstall/change




