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Strong passwords are a minimum of 8 characters in length
& include uppercase, lowercase, umbers & special characters.




THIS ONE IS BY Far THE DeaDLIesT.

Human Error Is The Single Biggest Cause of Information Security Breaches.
Statistics show that up to 80% of security problems are caused by people.

Create secure passwords and never share your password with anyone. Do not open email attachments from unknown
senders. Make sure you log off of your computer before leaving your workspace. You are the first line of defense when

it comes to protecting the network.
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Be careful with e-mail & Web

Cybercriminals are trying to trick you!

Do not open unexpected or suspicious e-mails or attachments.
Delete them if they do not concern you or if they appear weird. If in doubt, contact
Computer.Security@cern.ch.

Stop-think-click.
Do not click on suspicious links, but only click if you trust their origin.

Protect your passwo rds.
Do not type them on untrusted computers or Web sites.

Do not install untrusted software or plug-ins.
Indeed, software from untrusted sources may infect or compromise your computer... or violate copyrights.
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@ visit http://cern.ch/Computer.Security or contact Computer.Security@cern.ch w
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TECH DOGGO TIPS TO KEEP YOU SAFE

1. Practice good password management.
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3. Always be careful when clicking
attachments or links in an e-mail.

2. Never leave your devices unattended.

4. Make sure your anti-virus is
always up to date.

5. Be aware of what you
plug into your computer.

6. Monitor your accounts for
suspicious activity.




