
Hosting a secure
virtual event for your
student organization

TIPS & TRICKS

Set-up the meeting on your computer, as opposed to the app on your phone. That will give you the 
options you need for setting up a secure meeting.

• From the main Zoom page, click on “My Account” in 
the upper-right corner, and then click “Schedule a 
mee�ng.”

• Enter a mee�ng topic and descrip�on. Put in the 
date, �me, and dura�on of your mee�ng.

• Look for “Mee�ng ID,” and select “Generate 
Automa�cally.” This will generate a unique ID for 
that mee�ng rather than use your usual mee�ng ID.

• Make sure “Require a password” is checked. Zoom 
will generate a random password, but you also can 
create your own.

Set your meeting up so that 
participants register in advance.

Par�cipants register with their name and email, allowing 
you to reach out to them in advance, screen suspicious 
emails, and collect informa�on for mee�ng follow-up.

Need help? Contact Laura Schwartz in Student 
Engagement & Assessment (SEA)  at 
Laura.Schwartz@Eccles.Utah.edu. 

Ready to host your virtual event? 
Every student organiza�on has access to a professional 
Zoom license. For more informa�on on acquiring this 
license, visit tlt.utah.edu/forms/ 
zoom-pro-license-request.php and u�lize the following 
�ps to ensure your events is secure.

NOTE: Best prac�ce is to always have at least two team 
members for each event, one to take care of the 
technical aspects and another to host.

ZOOM

Never share your zoom password 
when promoting your event.
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Disabling “join before host” will 
prevent a�endees from entering a 
Zoom mee�ng before the host. This is 
important because with this se�ng 
enabled the first a�endee who joins 
the mee�ng will automa�cally be 
made the host and have full control 
over the mee�ng.

Disable “Join before host”

If there is a disrup�ve a�endee or an 
uninvited guest that connects and the 
hosts removes them, disabling this 
feature will ensure that they cannot 
con�nuously rejoin the mee�ng.

Disable “Allow 
Participants to Join”

Malware can be shared via file 
transfers, so by disabling file transfer 
during a Zoom mee�ng you will 
prevent any a�endees from sharing 
poten�ally malicious files.

Disable “Allow File Transfer”

This func�on will allow the host to 
have all par�cipants automa�cally 
muted upon entry. Having mee�ng 
a�endees muted as they join will 
reduce noise disrup�on.

“Mute Participants on Entry”

Uncheck the “Share Screen” 
selec�on. You can always reenable 
this func�on if a par�cipant has a 
legi�mate need to share their screen.

Don’t “Share Screen”

If you know exactly who belongs in 
your mee�ng, and they’re all there, 
you can lock down the mee�ng by 
clicking on the “Security” link at the 
bo�om of the screen and choosing 
“Lock Mee�ng.” Once you do that, 
even somebody who has the mee�ng 
ID and password cannot get in.

“Lock Meeting”

Use the virtual meeting room.

Using the virtual wai�ng room allows you to screen par�cipants before they actually gain access to the mee�ng. You can 
then either let them in — or not. When each par�cipant clicks on their link, they will be asked to wait, while you will get 
a no�fica�on telling you that someone has entered the wai�ng room. You can either immediately admit them or click on 
“See wai�ng room.”

A sidebar will then show you everyone who is wai�ng to enter the mee�ng; you can then either admit them, remove 
them from the wai�ng room (and from any chance to enter the mee�ng), or send them a message.

PROMOTE YOUR EVENT

• Visit Eccles.link/promote to have 
your event added to the Eccles 
calendars, digital TV, social, etc.

• BLinc. can also promote your 
event. More info at  
Eccles.link/BLinc-promote

• Email your student organiza�on 
members

• List your event on Campus 
Connect

• Share on social media as 
appropriate

The Marke�ng + Communica�ons team is happy to promote your event. Follow the instruc�ons below to help spread the 
word!

Settings > Click on the In Meeting (Advanced) option > Search or scroll to find the Waiting Room option.
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