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MEMORANDUM 

TO:   Priests, Pastoral Coordinators, Deacons, Women Religious, School Principals, , 
Curia Staff, Parish Secretaries & Bookkeepers, and School Secretaries & 
Bookkeepers 

FROM:   Tim Thomas, Executive Director of Administration and Finance 

DATE:   January 29, 2024 

SUBJECT:   Notice of Paycor/MOVEit Security Event and Fraud Protection Information 

Notices were mailed to parish and school employees last week concerning the 
unauthorized access of sensitive employee information, including names and Social 
Security numbers. These letters describe a legitimate security event involving 
access to a third-party software tool (MOVEit Transfer) that Paycor uses to send and 
receive personal information over the internet. Employees should NOT discard these 
notices, as they supply the details of this security event, our response, and 
resources to help protect your personal information from possible misuse. Please 
see the attached sample letter for reference. 

We take this event very seriously and strongly encourage all employees to review the 
Steps You Can Take to Help Protect Your Information enclosure in your letter. If you 
believe there was fraudulent use of your information as a result of this incident, please 
contact an Experian agent immediately by calling 855-359-3059. Please be prepared to 
provide engagement number B112445 as proof of your eligibility for the Identity 
Restoration services by Experian. 

While identity restoration assistance is immediately available to you, we also encourage 
employees to enroll in the credit monitoring services offered by Experian IdentityWorks. 
This product provides you with superior identity detection tools and expedient resolution 
of identity theft. Credit monitoring services are available to all employees in the Diocese 
for 12 months at no cost. To activate your complimentary 12-month membership, visit 
https://www.experianidworks.com/credit and provide the unique activation code 
contained in your letter. Please note that employees must enroll by April 30, 2024, to 
redeem this benefit. 

Under U.S. Law, consumers are also entitled to one free credit report annually from 
each of the three major credit reporting bureaus, Equifax, Experian, and TransUnion. To 
order your free credit report, visit www.annualcreditreport.com or call, toll-free, 1-877-
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322-8228. You may also contact these bureaus directly, and more information is 
contained in your letter. 

You also have the right to place an initial or extended “fraud alert” on a credit file at no 
cost. An initial fraud alert is a one-year alert placed on a consumer’s credit file, which 
requires businesses to take steps to verify the consumer’s identity before extending new 
credit. Alternatively, you can place a “credit freeze” on a credit report, which prohibits a 
credit bureau from releasing information in the credit report without the consumer’s 
express authorization. Credit freezes may delay, interfere with, or prohibit the prompt 
approval of any subsequent request or application you make regarding a new loan, 
credit, mortgage, or any other account involving the extension of credit. Please refer to 
your letter for more information on this option.  

To learn more about identity theft, fraud alerts, credit freezes, and the steps you can 
take to protect your personal information by contacting the consumer reporting bureaus, 
you may also contact the Federal Trade Commission or Michigan’s Attorney General. 
The Federal Trade Commission may be reached at may be reached at: 600 
Pennsylvania Avenue NW, Washington, DC 20580; www.identitytheft.gov; 1-877-ID-
THEFT (l -877-438-4338); and TTY: t-866-653-4261. Michigan’s Department of the 
Attorney General can be reached at P.O. Box 30213, 525 W. Ottawa St., Lansing, MI 
48909; https://www.michigan.gov/ag/initiatives/michigan-identity-theft-support; 517-335-
7599, or toll-free at 877-765-8388.  

Please don’t hesitate to contact me with any questions.  

 












