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EXECUTIVE SUMMARY
For true situational awareness, IT professionals must not only understand what they see in their data, but also
understand the data’s deeper, often hidden implications. With the right combination of hardware, management
software, and big data applications, Artificial Intelligence (AI) can leverage your existing log and configuration data to
reveal the existence of relationships between entities for which you have no direct data evidence. Using inductive and
deductive reasoning, AI can reach the same conclusions as a human analyst if the analyst could meet the challenges of
analysis scalability in the face of data overload.

OVERVIEW
True situational awareness remains an elusive goal
for IT operations and security professionals. Most
security and IT operations solutions emphasize
correlation, statistical analysis, and behavior-based
thresholding. Alerts from these systems focus the
analyst on responding to what the data says but
not on the broader, hidden implications in the data.
Due to the volume of alerts, analysis can’t scale to
look for inferences and clues that could indicate the
existence of connections between networked hosts,
and applications, identities. Properly deployed, AI and
specifically Machine Reasoning can help with analysis
scalability, provide decision support, and shorten
investigation times.
There are many definitions of Situational Awareness.
The origin of the term can be attributed to the U.S.
Air Force. Fighter crews coming back from the wars
in Korea and Vietnam were said to have had good
situational awareness if their result was a high number
of “kills.” The definition used most often today hails
from the U.S. Coast Guard. “Situational awareness
is the ability to identify, process and comprehend
the critical elements of information about what is
happening to the team with regard to the mission.
More simply, it is knowing what is going on around
you.” [1]
With technological advances in computing, radar,
infrared sensors, and other technologies, the
warfighter’s ability to see and comprehend possible
threats beyond the reach of his human senses has
grown immensely. Identifying threats beyond a
pilot’s ability to perceive them enhances situational
awareness. In fact, flight weapons computers can
now identify and track multiple unseen threats beyond
the horizon and can plot an offensive solution much
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faster than a human. Just as the pilot needs to quickly
identify threats, a cyber security analyst or an IT
operations professional needs not only to understand a
wide variety of scenarios and their potential outcomes
but also understand threats that may be inferred by
the data.
Seeing beyond the “data horizon” is now key to
situational awareness and lowering the risk of critical
system outages and disrupting attacks from cyber
adversaries. The application of artificial intelligence
(AI) gives the threat hunter a way to quickly make
inferences about unseen threats from existing data.
However, this also means thinking holistically about the
supporting infrastructure for an artificial intelligence
based system.

SEEING BEYOND THE DATA HORIZON

CURRENT DATA
ANALYSIS HORIZON:
Observed hosts and
activities in the data
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BIG DATA MANAGEMENT—DISSECTING THE STACK
For an AI system to be effective, massive amounts of
data must be collected and managed. This requires
a Big Data application and supporting infrastructure
that is properly deployed, configured, and managed.
For an analyst, the management of the big data
solution itself can consume resources that might
otherwise be used for analysis and exacerbates the
process. The big data stack consists of:

•
•
•

INFRASTRUCTURE LAYER
DATA LAYER

Finally, at the Insight Layer, if you are using Splunk or
a Hadoop based solution, what use cases do you hope
to support, and how does that affect the underlying
architecture design?
In the build-out phase of a big data implementation,
the most significant cost is human resources. Once
deployed, ongoing operational tasks are usually
performed manually by IT Operations or by the team
that owns the use case for the big data solution. These
activities include:

INSIGHT LAYER

Often, these three layers represent multiple purchasing
decisions. The hardware decisions are frequently based
on existing relationships with hardware manufacturers
and cost. These initial decisions can lead to purchasing
hardware that isn’t purpose-built or pre-configured
specifically for a big data application. Time and
again, an organization buys only what it needs for
today’s requirements without looking ahead to future
needs. Decisions about hardware directly affect
performance of the solution and can get in the way of
data collection and analysis at scale. With commodity
hardware, the burden of OS hardening, software
updates, and management are all the responsibility
of the buyer and operator. A big data solution needs
constant monitoring and management. Do you use
node and cluster configuration and management
software such as ZooKeeper, Apache Ambari, Mesos,
or hope to get by with Puppet and Chef?

•
•
•
•
•
•
•
•
•

NODE AND CLUSTER MANAGEMENT (HIERARCHICAL)
OS INSTALLATION / SECURITY HARDENING / SECURITY
AUDIT
JOB SCHEDULING AND EXECUTION
LICENSE MANAGEMENT
SOFTWARE UPDATES
NODE SYNCHRONIZATION
HEALTH MONITORING
USER MANAGEMENT (ROLES, USERS, GROUPS)
DATA COLLECTION / MANAGEMENT

Scripts can be used to automate some of these
activities. The scripts in turn require their own
maintenance and expertise. These activities slow setup
and installation, cause management complexity, and
represent time and monetary costs.
All deployments require subject matter experts
(SMEs) to setup, deploy, and provide ongoing
management. A homegrown solution is full of
complexity that requires numerous specialists. All
need to be engineers experienced with Big Data, a
rather scarce and expensive resource. A partial list
of the experts the system requires would be ETL
developers, infrastructure experts, Java/Python
developers, database administrators (DBAs), data
analysts, dashboard developers, and so forth. Once all
acquisition and development costs are added up, a low,
single-digit terabyte system’s total cost of ownership
can be in the high six to low seven figures.
All of these potential implementation and
management risks, coupled with an unhealthy dose of
hubris, can doom an implementation.
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SITUATIONAL AWARENESS: A LACK OF
ANALYSIS VISION
The combination of log data and contextual data is
part of what fuels situational awareness. However,
humans with too much information coming at them
too quickly:

•
•
•

TAKE MORE TIME TO REACT AND TAKE AN ACTION,
INJECT PERSONAL BIAS AND GUT FEELING INTO THE
INVESTIGATION AND,
ARE FORCED TO NARROW THEIR FOCUS TO WHAT
THE DATA TELLS THEM AND FOCUS LESS ON WHAT IT
MEANS.

Angelika Dimoka, Director of the Center for Neural
Decision Making at Temple University, conducted a
study that measured people’s brain activity while they
addressed increasingly complex problems (i.e., noise).
She found that as people received more information,
their brain activity increased in the dorsolateral
prefrontal cortex, a region behind the forehead that
is responsible for making decisions and controlling
emotions. But when the information load became
too much, it was as though a breaker in the brain was
triggered, and the prefrontal cortex suddenly shut
down.
As people reach information overload, Dimoka
explained, “They start making mistakes and bad
choices because the brain region responsible for smart
decision making has essentially left the premises.”[2]

CURRENT PRIMARY TOOLS – SIEM AND
UEBA

Today, in most organizations, log data is consumed
by a SIEM/Log management/Big Data solution
along with a limited amount of contextual data. The
security information and event management system
(SIEM) is a rule-based system that was designed
to perform data collection and detect anomalous
events as defined by the security vendor and security
professional. It supports search, correlation, and the
creation of metrics to determine what activities might
be abnormal. If an attacker follows the rules you have

geminidata.com
G E M I N I

D A T A

set, he might be detected. Some SIEM vendors allow
for the application of analytics to create thresholdbased detections. Unfortunately, large numbers of
false-positives occur for a variety of reasons and
overload analysts with critical alerts that must be
followed up on.
In the last three or four years, user and entity behavior
analytics (UEBA) systems were created to perform
decision tree analysis and analytics for incident
response. These systems use a variety of algorithms,
(proprietary and off-the-shelf), to determine whether
a preponderance of actions taken by a user or entity
are too far outside a normal behavioral threshold and
might represent activities undertaken by an attacker.
Ultimately, neither of these systems truly reduces the
workload of the person investigating these incidents.
SIEMs and UEBA system detections are firmly rooted
only in the data they access. These systems utilize the
data they have to produce a critical alert and it’s up
to the analyst to perform an investigation and make
judgements about whether an alert is a false-positive
or a true-positive. It’s an analyst’s job to quickly
review hundreds of these alerts and understand what
they mean to the organization. Both of these tools
were built to provide scalability for data gathering,
correlation, and thresholding of potentially risky
behaviors, but neither of these systems were built
to postulate the existence of hosts, applications, or
connections to hosts for which you have no direct data
evidence.
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USING MACHINE REASONING TO
COMPLEMENT HUMAN DECISION
MAKING
Machine reasoning (MR) is a form of AI that generates
conclusions from available knowledge by using logical
techniques such as deduction and induction. Machines
in this classification of AI not only form representations
about the world but also about other agents or
entities in their world.
Machine reasoning systems build the foundation
for knowledge-based environments. Reasoning
expert Léon Bottou defines [machine] reasoning
as “algebraically manipulating previously acquired
knowledge in order to answer a new question.”
Reasoning systems come in different approaches that
vary in expressive power, in predictive abilities, and
computational requirements.

For example, we may identify a unique ‘Person’
at some point of data collection, but later would
automatically promote them to an ‘Employee’ after
discovering their relationship with an organization.
Meanwhile, all the facts we have collected about
them remain, and there is no change in behavior, only
improvement based on new information. For analysts,
offloading this type of logical analysis to machines is a
game changer, because it enables humans to focus on
even more nuanced conclusions.

An AI technology based on a sophisticated machine
reasoning system has these characteristics to
empower a system:

•
•
•
•

to learn on its own,
to find solutions on its own,
to discover the world on its own and,
to understand the world based on concepts
(ontology).

The ontology can be explained by how children learn
a language. They learn by listening and then being
taught sentences in school together with the correct
grammar. The ontology is taught by people. People
define things for the ontology that denote a common
language. And thus, the machine is able to work with
that language.[3]

AI is a crucial component when used in concert with
a graph database. Unlike traditional relational backend databases, or more recent document-based data
stores, graph databases treat everything as objects
and relationships. A relational database only looks like
series of tables, while graph data sets are represented
by a large mesh or a network of individual data points.
This is very important for visually oriented humans.

Unlike anomaly detection or machine learning, machine
reasoning moves us into the realm of what we would
consider to be artificial intelligence. It performs logical,
fact-based transformation of the data consumed.
Behind the scenes, it can automatically draw the
same conclusions a human analyst would, gradually
and reliably improving and enriching the data it finds.
It infers connections between missing data objects
based on those present in the data.

Nearly all analysts are visual learners or visual thinkers.
In cyber security for example, graph visualizations
have been used for several years, going back as far
as the early 2000’s. Network styled visuals don’t
necessarily mean the data is stored as a graph, and in
fact, it rarely is. Understanding information in terms
of objects and relationships is extremely helpful, since
humans are typically visual thinkers.
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KNOWLEDGE TRANSFER AND
PRESERVATION
Too often, our best and brightest analyst talent gets
siphoned out of our organization. There is a “seller’s
market” for select, highly experienced professionals,
and this will not change for the foreseeable future.
While there are many instinctively talented IT
professionals, most learned on the job in real world
scenarios. It is the accumulation of experience and
tribal knowledge that hone their skills and made them
excel in the field, yet little is done to preserve their
experience.
An important part of building out an AI-based analysis
stack should be the ability to record and archive the
results of an investigation, thus ultimately building a
library of experience that stays with the organization.
These scenarios or stories are a critical learning tool
for those new to the organization and have the added
benefit of providing a common discussion language for
analysts and those in the C-suite.
Referring back to the Coast Guard, “effective
team situational awareness depends on team
members developing accurate expectations for team
performance by drawing on a common knowledge
base. [emphasis added]”[4]

SUMMARY
Machine Reasoning has the potential to speed up
investigations and analysis. We can use this form
of AI to infer the existence of non-observed objects
and relationships between entities in our data to
understand not just what the data is telling us, but
what it means. This offers cyber security and IT
operations analysts the “over-the-horizon” situational
awareness view afforded to the fighter pilot. However,
implementing an AI based analysis stack means
looking for ways to minimize project risk through the
use of specialized hardware combined with purposebuilt big data implementation and management
software.
Applying machine reasoning to massive amounts
of data allows the system to review the behaviors
of known hosts as well as applications and use
those findings to identify other hosts, applications,
and system users for which they have little or no
knowledge. This will lead to situational awareness for
the security or IT operations professional being greatly
enhanced.

1. https://www.uscg.mil/auxiliary/training/tct/chap5.pdf
2. https://www.entrepreneur.com/article/230925
3. http://cloudcomputing.sys-con.com/node/4094883
4. https://www.uscg.mil/auxiliary/training/tct/chap5.pdf

Gemini provides Continuous Data Analysis. We translate data into knowledge using machine reasoning. With Gemini Enterprise, gain enterprise
knowledge and awareness, accelerate analysis with AI, and simplify management of big data platforms. Designed for modern architectures, Gemini
Enterprise reduces complexity in the cloud or on premises. Gemini Data was founded and built by experts from Splunk, ArcSight, and AppDynamics that
understand the importance of building awareness across the enterprise. Find more information at geminidata.com or follow us on Twitter @geminidataco.
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