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Extremist Threats against Public Venues 
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• Extremist propaganda continues to encourage 
attacks on public venues, such as concerts, 
landmarks, and major sporting events

• Recent successful and unsuccessful, high-
profile attacks include:
o 2017 Manchester Concert Hall bombing

o Foiled attack in the Netherlands (2018)  

• Not all calls for action by terrorist groups have 
resulted in concrete attacks or attempts
o Despite the high volume of propaganda 

before the 2018 FIFA World Cup, there were 
no reported attacks  



Tactics, Techniques, and Procedures (TTPs)
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• The first uses of armed unmanned 
aircraft systems (UAS) or drones 
were employed outside of conflict 
zones 
o The attempted assassination of 

Maduro in Venezuela (Aug. 2018)

• The first known attempted suicide 
bombing in the U.S. by a foreign-
inspired extremist was in NYC (Dec. 
2017)

• Large quantities of sensitive 
homemade explosives previously 
used in European attacks have 
recently been found in the U.S.



Domestic IED Threat Landscape



IED-Related Incidents Across Florida
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Total 

Incidents By 

Type

Total

Device 

Functioned 12

Device 

Emplaced 1

Device

Discovered 31

Bomb-Making 

Materials 7

Suspicious 

Package 126

Bomb Threat 167

Total Events: 344

Between Jan. 2017 and Aug. 2018, Florida faced a variety of threats and incidents related 
to IEDs demonstrating a continued need for OBP C-IED training and awareness support.



IED Incidents Involving Amusement Parks and Other 
Attractions (2010-2018)
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Total 

Incidents 

By Type

Total

Device 

Functioned 1

Device

Discovered 7

Bomb-Making 

Materials 1

Suspicious 

Package 37

Bomb Threat 44

Total Events: 90

Between 2010 and 2018, the U.S. has faced a variety of incidents related to IEDs 
demonstrating a continued need for OBP C-IED training and awareness support.



What is an IED?
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Improvised Explosive Device (IED):

“Any device placed or fabricated in an improvised manner 
incorporating destructive, lethal, noxious, pyrotechnic, or incendiary 
chemicals and designed to destroy, incapacitate, harass, or distract.”

Source: Improvised Explosive Device (IED) Technical Exploitation 
Lexicon 5th Edition

Power Source

Switch

Main Charge

Initiator

S.I.M.P.C.E. 

Container

Enhancements



Bombing Prevention and Preparedness Best Practices
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Explosive devices remain the weapon of choice for terrorists, and IEDs, such as pipe 
bombs and pressure cookers, are the most commonly encountered.

Use the acronym SIMP-CE to help remember the components of an IED:

• Switch: Arming, firing, time, pressure, radio-controlled, tilt, etc.

• Initiator: Electrical initiator, igniter, light/flash bulb, time fuse, etc.

• Main Charge: Commercial explosives, homemade explosives, liquid explosives, propellants, etc.

• Power Source: Alternating current (AC), direct current (DC) flow, mechanical energy, etc.

• Container: Vehicle, backpack, vest, etc.

• Enhancements: Biological/chemical agents, fragmentation, fuel, radiological, etc.

Do you know how to identify an IED?



Assessing a Bomb Threat
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Determine whether the threat represents a Low, Medium, or High Risk, based on the 
Realism, Plausibility, Directness, and Immediacy/Eminence of the threat.

• Threat is vague, indirect, and poses minimum risk to public safety

• Probable motive is to cause disruption

• Threat could feasibly be carried out, but may not appear entirely realistic

• Threat indicated a place, time, and possible steps taken toward an attack

• Threat is direct, specific, and realistic; may include names, times or locations

• Threat poses an immediate and serious danger to the safety of others

✓ Prepare to execute a corresponding course of action based on 
assessed risk level per the facility’s plan



Locating a Suspicious Item
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Bags, packages, vehicles, etc. that: 
• Are not in someone’s possession 
• Have no obvious signs of being 

suspicious 
• Do not correlate to any received 

threats

UNATTENDED  ITEM
Bags, packages, vehicles, etc. that: 
• Are believed to contain explosives or other

hazardous material 
• Include suspicious placement or proximity to 

people or valuable assets
• Potentially relate to a specific threat
• Require a bomb technician for further evaluation
• Examples:

• Unexplainable wires or electronics 
• Visible bomb-like components
• Unusual sounds, vapors, mists, or odors

SUSPICIOUS ITEM

NOYES

IS THE ITEM HOT?

H O T
Hidden

Obviously 
suspicious

not Typical



Best Practices When Encountering Suspicious Packages

12

When encountering a suspicious item, remember to R.A.I.N:

2

3 4

Assess and 

Discount

Assess & 

Lockdown:  

partial or 

full

Assess, 

Lockdown, & 

Search:  

partial or full

Assess & 

Evacuate:  

partial or 

full

Recognize the Indicators of a Suspected Explosive Device
Indicators can relate to the characteristics, events, location, or time associated with an item, 
including whether the item is Hidden, Obviously Suspicious, or not Typical (HOT).

Avoid the Device / Item
Don’t touch the suspected explosive device. Move away from the suspected device / item 
immediately.

Isolate the Area
Establish a perimeter to secure the area, and continue to direct people away. Use frontal and 
overhead cover and wear personal protective equipment in case of sudden detonation.

Notify Appropriate Emergency Services
Describe the suspicious items and persons, the person’s actions, the location of the item, the 
time of placement and discovery, and your actions to mitigate risk.



Threat Response Options
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Different threat levels correspond to different courses of action. Examples of different 
actions to take could include:

Assess & Discount

Response Options

Assess & 
Lockdown

(partial or full)

Assess, Lockdown, & 
Search

(partial or full)

Assess & Evacuate
(partial or full)

✓ Site Decision Maker or appropriate on-site supervisor ultimately 
determines what action to take, regardless of the assessment



OBP Overview, Programs, and Services



OBP Mission and Program Areas 
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Counter-IED 
Training & 
Awareness 

Section (CTAS)

Counter-IED 
Information 

Sharing Section 
(CISS) 

Counter-IED 
Assessment and 

Planning 
Section (CAPS)

Counter-IED 
Strategy, 

Integration and 
Communications 
Section (CSICS)

CTAS
• Training Delivery

• Curriculum Design

• Training Solutions 
Development

• Education and Awareness 
Planning

CISS
• C-IED and IED Information 

Sharing

• IED Incident and Threat 
Reporting

• Intra-agency Intelligence 
Coordination 

CAPS
• Capability Assessment and 

Reporting 

• Capability-gap Analysis and 
Planning Support

• C-IED Grant Requirements 
Support 

The Office for Bombing Prevention (OBP) leads the Department of Homeland Security’s (DHS) 
efforts to implement National Counter-IED (C-IED) policy and enhance the Nation’s ability to 

prevent, protect against, respond to, and mitigate the use of explosives against critical 
infrastructure; the private sector; and federal, state, local, tribal, and territorial entities.

CSICS
• C-IED Data Analysis

• Policy Design and 
Coordination

• Communications and 
Outreach

• C-IED Guidance and Product 
Design



C-IED Training & Awareness
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Recent and Upcoming Accomplishments:
▪ >2,900 training events and >84,000 state/local/ private sector 

partners trained since 2003
▪ Implemented a “blended approach” for delivery to increase 

output, efficiency, and customer choice

Program Description:

Develops and delivers a diverse curriculum of training to 
build nationwide C-IED awareness and capabilities across the 
preparedness spectrum – from prevention to response. 
Includes:

▪ IED Awareness
▪ VBIED Detection
▪ Surveillance Detection
▪ Protective Measures

Value & Impact:
▪ Training credited with saving lives during Boston Bombings
▪ Boston AAR cites significant gap in first responder IED 

awareness/preparedness; recommends all first responders receive 
basic IED awareness and response training

▪ IED/Explosive Effects
▪ Bomb Threat Management
▪ IED Search Procedures
▪ Home-Made Explosives



C-IED Training & Awareness
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• Bombing Prevention 
Awareness

• Vehicle-Borne 
Improvised Explosive 
Device Detection

• Protective Measures

• IED Search Procedures

• Surveillance Detection

• Bomb Threat 
Management

• BMAP Train-the-Trainer

• IED Construction and 
Classification 

• Introduction to the 
Terrorist Attack Cycle

• Response to Suspicious 
Behaviors and Items

• IED Explosive Effects 
Mitigation

• Homemade Explosives 
(HME) and Precursor 
Awareness

• Protective Measures 
Awareness

• IED Awareness and 
Safety Procedures CBT

• Homemade Explosives 
and Precursor 
Chemicals Awareness 
for Public Safety CBT

In-Person Virtual Instructor Self-paced CBTs



Counter-IED Training and Awareness Website

The training website on dhs.gov/OBP offers public access to many of the C-IED Awareness 
Products and course details that can be found on the SharePoint.
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Training Website

▪ C-IED awareness products
▪ C-IED training catalog

To access, visit www.dhs.gov/OBP and click on Counter-IED Training and Awareness on the left-hand 
side of the site, or go directly to www.dhs.gov/bombing-prevention-training

Website resources include:

▪ BMAP program 
information

▪ C-IED VILT training 

http://www.dhs.gov/OBP
http://www.dhs.gov/bombing-prevention-training
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Program Description:

TRIPwire is DHS’s free online information-sharing resource on IED 
incidents, tactics, techniques, and procedures, as well as 
corresponding IED prevention and protective measures. 
tripwire.dhs.gov

Value & Impact:

▪ 24/7 access to consolidated C-IED incident information, data,  and 

preparedness resources to enhance situational awareness and 

empower stakeholders to fill capability gaps. 

▪ Proven 10+ year program, currently with 22,100 registered users 

(regularly vetted)

▪ 90% of users report TRIPwire is valuable in their daily work

▪ Consistently ranked by Fusion Centers as a “favorite tool” 

TRIPwire 2.0:
Technologically refreshed version of the current website expected to launch later this year. Improvements:

• Increased volume of public-facing content
• Enhanced TRIPwire Library featuring dynamic content navigation and improved search
• Updated Domestic IED Incident Map with interactive features
• Password self-reset functionality
• Improved search capability using tags and filters
• Access to content tailored to the end user’s job and geographic location

Technical Resource for Incident Prevention (TRIPwire)



Technical Resource for Incident Prevention (TRIPwire)

To register for TRIPwire access, visit https://tripwire.dhs.gov.

▪ Click “Register Now”

▪ Complete electronic registration 
form and click “Submit”

▪ The TRIPwire Help Desk will contact 
you to confirm the status of your 
account

20

The TRIPwire Help Desk is open Monday through Friday, 8 AM until 5 PM, Eastern Standard Time.  Inquiries made 
outside of help desk hours will be answered the next business day.

Phone:  (866) 987-9473 | Email:   TRIPwirehelp@hq.dhs.gov



Security and Resiliency Guide (SRG): 
Counter-Improvised Explosive Device (C-IED) Concepts, 

Common Goals, and Available Assistance
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DHS OBP developed the SRG, along with separate Annexes for each of the Commercial 
Facilities Sub-Sectors.

Overview of the SRG and Sub-Sector Annexes

The SRG is designed to help all 
stakeholders take proactive steps to 
enhance their security and resilience 
for potential IED incidents. It shares 
counter-IED concepts, goals, and 
assistance to equip stakeholders with 
the tools and knowledge to prevent, 
protect against, respond to, and 
mitigate the use of explosives in their 
communities. 

The SRG includes 4 four sub-
sector annexes that provide 
tailored information 
specifically for security 
managers and staff as they 
seek to improve the 
preparedness of their venues.

• Sports Leagues and 
Venues

• Outdoor Events
• Public Assembly
• Lodging 

SRG SRG Annexes

How Can They Be Used?
The SRG and Annexes can help start or continue a conversation about bombing prevention between leadership, security 
managers, and staff empowering all members of an organization to play a role in security. Security managers and staff can: 

▪ Gain a better understanding of their existing C-IED practices and needs; 
▪ Obtain information to support preparedness efforts, such as risk assessments, planning, equipment purchases, and staff 

training; and
▪ Collaborate and communicate more effectively with their venue counterparts, community first responders, and 

government agencies.



SRG Annex for Outdoor Events Partners
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The Annex for the Outdoor Events Sub-Sector defines tasks and related processes that 
security managers and staff at outdoor events venues can use to understand and improve 
their ability to perform C-IED activities and make decisions.

1. A practical framework to examine their ability to 
perform C-IED activities, and

2. Supporting guidance and materials to strengthen 
their C-IED preparedness.

Designed to provide security managers and staff 
with:

• Each outdoor event facility is unique in size, 
complexity, and location; therefore, no specific 
guidance can apply to all. 

• The information provided in this guide is meant to 
provide suggestions and examples of what others are 
doing as options for facilities to consider to enhance 
their C-IED preparedness.

Key Assumptions:



SRG Annex for Outdoor Events Partners
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The Annex for the Outdoor Events Sub-Sector was created to support the specific needs of 
outdoor events facilities. 



OBP Contact Information

For questions or requests from specific programs or sections, please reach out to the 
following individual mailboxes
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Section Point of Contact

General Inquiries
General OBP Mailbox
obp@hq.dhs.gov

Counter-IED Training & Awareness Section
Training Mailbox
OBPTraining@hq.dhs.gov

Counter-IED Information Sharing Section
Will Byrd (Section Chief)
william.byrd@hq.dhs.gov

TRIPwire
TRIPwire Mailbox
TRIPwirehelp@hq.dhs.gov

Counter-IED Assessment & Planning Section
Al Amano (Section Chief)
Alan.D.Amano@hq.dhs.gov

Counter-IED Strategy, Integration &
Communications Section

Doug DeLancey (Section Chief)
Douglas.DeLancey@hq.dhs.gov

mailto:obp@hq.dhs.gov
mailto:OBPTraining@hq.dhs.gov
mailto:william.byrd@hq.dhs.gov
mailto:TRIPwirehelp@hq.dhs.gov
mailto:Alan.D.Amano@hq.dhs.gov
mailto:Douglas.DeLancey@hq.dhs.gov


Audience Q&A


