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Cyber Security with a Smart  
Password System
Today, the duties of a caregiver as they relate to  
cyber-security are a big responsibility. You are both 
the first line of defense when an attacker attempts 
to gain access to our network. In some ways, you 
may also be the last line of defense if an attack  
succeeds by reporting suspicious or unusual activity.

Keeping passwords secure is a vital step in keeping 
patient data secure and safeguarding our network 
from major outages.

Without the right tools, passwords can be cumber-
some and annoying to manage. Try these five tips to 
help keep the digital side of your offices more secure.

1. Keep all system passwords in a secure place. Be 
sure that passwords are never stored in plain sight 
where someone can get to them—like attached to a 
computer.

Also, never store passwords in documents or appli-
cations that do not employ encryption. Passwords 
stored in email, Microsoft Excel, Word documents 
and so forth are very easy to find and steal, even if 
the vessel is password protected. Instead, consider 
using a secure (encrypted) password manager  
application. Password managers such as KeePass and 
Last Pass can be great tools for storing passwords 
securely in an encrypted database. Such a tool helps 

alleviate the need to memorize 
all your passwords.

If you write passwords down, 
keep them in a locked drawer. 
Even then, try to not write the 
entire password, if possible. Jot 
down a hint to jog your memory.

2. Never share or reveal a pass-
word to anyone.

3. Never reuse a password across different systems, 
applications and online accounts. A password vault 
application will be your friend with managing differ-
ent passwords for your accounts. This will prevent a 
type of attack called “credential stuffing.”

4. Use 2-step verification/multi-factor authentication 
when available. This adds a second layer of security 
and helps prevent someone from logging in if they 
cracked your password.

5. Make password hard to guess but easy to remem-
ber. Try using a sentence, phrase, song title or favorite 
movie phrase. For example, start with the song title 
“All along the Watchtower.” Substitute similar special 
character and numbers to make your phrase complex: 
A11Al0ngTh3W@tcht0w3r.
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https://www.wired.com/story/what-is-credential-stuffing/

