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Protect Your Online Accounts  
From Attacks

Every day, we laboriously type 
in login credentials to access 
online accounts for banking, 
online shopping, work-from-
home VPN portals and a vast 
range of other activities. But 
are those passwords actually 
keeping the accounts secure? 
Does your team create a 
complex, unique password for 
each account?

Look at two common types of credential attacks, to 
see what you’re up against:

In a brute force attack, cybercriminals test as many 
different passwords as possible to force their way 
into users’ accounts. Companies often guard against 
this by limiting the number of times a user can try a 
password before being locked out of an account.

With password spraying, hackers work around a 
password-attempt limit by trying a specific password 
across a wide range of accounts, before moving on to 
the next password. Cybercriminals can access compi-
lations of commonly used login credentials in hacker 
forums and elsewhere online for password spraying 
attacks.

Password spraying is one of the easiest attacks for 
cyber-aware individuals to thwart—and therefore 
should be a top consideration. The key: avoiding 
repeat use of generic or common passwords because 
they are popular and easy to crack.

Three cyber-security hygiene tips can help protect 
online accounts:

1. Choose strong passwords

• Mix it up, and down. Choose complex pass-
words based on a memorable phrase and use 
both upper and lowercase letters. Instead of 
the password “hoops,” use “IlTpbb” for “[I] [l]
ike [T]o [p]lay [b]asket[b]all.”

• Add character. Using the same idea above, add 
more complexity with numbers and special 

characters: “Il!2pBb.” This password will not be 
found by hackers in any online dictionary!

• Go long. Consider using the longest password 
permissible. “Pattern2baseball#4mYmiemale!” 
is even stronger because it has 28 characters, 
plus the above features.

• Go wide. Use different passwords on different 
systems and accounts.

• Be mysterious. Don’t base passwords on per-
sonal information that can be easily accessed 
or guessed.

2. Try a password manager for 3 big benefits

 A password manager program can help your 
team keep track of online credentials. They 
offer three quick benefits:

• You don’t need to remember everything. The 
password manager does it for you. Often, it 
can also alert you if a password is weak or has 
already been used for another account.

• Using strong passwords is easy. Not only does 
a password manager remember passwords, 
it also can generate them—long, strong pass-
words and a different one for each access 
point. In the event of a breach, there won’t be 
a cascading effect across numerous accounts 
because the passwords are unique.

• You can enjoy faster access. Users type a single 
password to enter the password manager. 
Then, when they need to enter credentials, they 
can have the password manager automatically 
populate the form, or they can easily copy and 
paste the username and password.

3. Enable multifactor authentication

 Enable multifactor authentication on all online 
accounts when possible. Should an account’s 
password become compromised, multifactor 
authentication helps thwart attackers from 
gaining access.


