Compliance

Defending Your
Office Against
Medical-Data
Hacking
Health care providers, health plans and related
businesses continue to be prime targets for data
hackers. From the start of the year through
mid-March, more than 65 major breaches were

reported to US Dept. of Health and Human
Services (DHHS).
How big is the problem, really?
The two largest data hacks since January happen to
be in Washington State, with one breach involving
970,000 records and another, 400,000 records.
All told, more than 2.5 million individuals were
affected in the year’s first quarter. The screen
shot shows just four weeks of the DHHS breachreporting data base.

Recent
health care
data breaches
of 500+
records.

Source: U.S. Department of Health and Human Services Office for Civil Rights,
Breach Portal: https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
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Compliance – Continued
Information Type

Black Market Price

Credit Card Number

$ 1.50

Date of Birth

$3

Social Security Number

$3

Mother’s Maiden Name

$6

Employee Login Credentials
Medical record information
“DOS” - Ransomware

$ 10

$ 6-50

$133,000 – ransom and recovery

Why the persistent pursuit of medical data?

What steps can I take to avoid cyber-attacks?

Why medical data? Because the data is valuable
—more lucrative on the black market than a
credit card or Social Security number. Medical
record data can reap the hacker $6-50 per record.

✪✪ Recognize phishing attacks and report them
(even from trusted sources)

What’s the biggest danger?

✪✪ Update your personal devices monthly to
reduce vulnerabilities
✪✪ Use antivirus software on personal devices,
including smart phones, Apple and Windows
✪✪ If you think your account has been compromised, report it to your help desk or customer
support immediately
✪✪ Enable two-step authentication where possible
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For medical organizations, trojan malware seems
to a major threat, even greater than ransomware. The malware (bad or malignant software)
often arrives in an email, perhaps disguised as
an invoice, payment or other familiar or official-looking message. Clicking a link or image
in the “phishing” email downloads a malicious
program to the system. Then, every time the system starts up, the malware searches for useful,
valuable medical data to steal.

✪✪ Don’t click on links or open attachments unless
you are expecting them
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