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Securing Your Tech When Shopping

As we look toward the new year, US Family Health 
Plan wishes everyone a safe and happy holiday 
season. We also want to acknowledge what a crazy 
year 2021 has been. We all have had our ups and 
downs, troubles and issues, victories and defeats—
but through it all, we managed to come together and 
create something to be proud of. 

As you head to the stores—both online and  
physical—in search of gifts, please follow these tips 
for a successful outing … or computing session at 
home, with hot cocoa!

10+ shopping tips for a safer, more enjoyable 
holiday season:

 1. Make sure your smart phone has a  
passcode.

 2. Take the time to update the software for all 
the devices in your household that connect 
to the Internet.

 3. Turn off Bluetooth and Airdrop features 
when not using them to prevent threat 
actors from gaining access to data on your 
phone.

 4. Don’t use the same password for all your 
online shopping accounts. Explore options 
for a password manager, such as LastPass, 
1Password and NordPass. (Explore www.
cnet.com or www.pcmag.com for practical 
guidance.)

 5. Watch for phishing emails about deliveries 
and don’t click the links.

 6. Avoid clicking on pop-ups or coupons.

 7. Beware of seasonal scams asking for  
money.

 8. Always look for the https:// (with an s) at 
the start of a website URL.

 9. Make sure your home Wi-Fi has a pass-
word. Also, be extra careful if on a public 
Wi-Fi: consider it compromised and never 
check your accounts or sign into anything.

 10. Check your credit card and bank statements 
regularly.

 11. While we’re being thoughtful—don’t forget 
to tell those closest to you that you love and 
appreciate them.
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