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User Manual of Network Camera

Thank you for purchasing our product. If there are any questions, or requests, please
do not hesitate to contact the dealer.

This manual may contain several technical incorrect places or primtmg,eand the
content is subject to change without notice. The updates will be added to the new
version of this manual. We will readily improve or update the products or procedures
described in the manual.

DISCLAIMER STATEMENT

AUnderwriters Laboratorieslc . ( AULO) has not tested the p
of the security or signaling aspects of this product. UL has only tested for fire, shock
or casualty hazards as outlinedUuLin ULOG6s St

Certification does not cover tlperformance or reliability of the security or signaling
aspects of this product. UL MAKES NO REPRESENTATIONS, WARRANTIES OR
CERTIFICATIONS WHATSOEVER REGARDING THE PERFORMANCE OR
RELIABILITY OF ANY SECURITY OR SIGNALING RELATED FUNCTIONS

OF THIS PRODUCW.
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Regulatory Information

FCC Information

FCC compliance: This equipment has been tested and found to comply with the
limits for a digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against hhanmerference when the
equipment is operated in a commercial environment. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance
with the instruction manual, may cause harmful interferencedio communications.
Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at his
own expense.

FCC Conditions

This device complies with part 15 of the E(QRules. Operation is subject to the
following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may
cause undesired operation.

EU Conformity Statement

marked with "CE" and comply therefore with the applicable

harmonized European standards listed under the Low \oltage

Directive 2006/95/EC, the EMC Directive 2004/108/EC, the RoHS
Directive 201/65/EU.

c E This product and if applicable- the supplied accessories too are

2012/19/EU(WEEE directive): Products marked with this symbol
cannot be disposed of as unsorted municipal waste in the European
Union. For proper recycling, return this product to your local
supplier upon the purchase of equivalent new equipnoeilispose

of it at designated collection points. For more information see:

I www.recyclethis.info

2006/66/EC (battery directive): This product contains a battery that
cannot be disposed of as unsorted munich@ste in the European
Union. See the product documentation for specific battery
information. The battery is marked with this symbol, which may
include lettering to indicate cadmium (Cd), lead (Pb), or mercury
(Hg). For proper recycling, return the baytéo your supplier or to
a designated collection point. For more information see:
www.recyclethis.info.


http://www.recyclethis.info/
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Safety Instruction

These instructions are intended to ensure that the user can use the product correctly to
avoid danger or property loss.

Theprecaui on measure is divided into 6Warnings

Warnings: Serious injury or death may be caused if any of these warnings are
neglected.

Cautions: Injury or equipment damage may be caused if any of these cautions are

neglected.

Warnings Follow these safeguards | Cautions Follow these precautions 1
prevent serious injury or death. prevent potential injury or materi

damage.
AWarnings:

Please adopt the power adapter which can meet the safety extra low voltage
(SELV) standard. And source witt?2 VDC or 24 VAC (depending on models)
according to the IEC60950 and Limited Power Source standard.

If the product does not work properly, please contact your dealer or the nearest
service center. Never attempt to disassemble the camera yourself. §lVaosh
assume any responsibility for problems caused by unauthorized repair or
maintenance.)

To reduce the risk of fire or electrical shock, do not expose this product to rain or
moisture.

This installation should be made by a qualified service persostendd conform

to all the local codes.

Please install blackouts equipment into the power supply circuit for convenient
supply interruption.

Please make sure that the ceiling can suppore than 50(N) Newton gravities if

the camera is fixed to the ceiling.

If the product does not work properly, please contact your dealer or the nearest
service center. Never attempt to disassemble the camera yourself. (We shall not
assume any responsibjl for problems caused by unauthorized repair or
maintenance.)


http://www.cibo.cn/?dictkeyword=supply+interruption
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A Cautions:

Make sure the power supply voltage is correct before using the camera.

Do not drop the camera or subject it to physical shock.

Do not touch sensor modules with fingers. If clegns necessary, use a clean
cloth with a bit of ethanol and wipe it gently. If the camera will not be used for an
extended period of time, put on the lens cap to protect the sensor from dirt.

Do not aim the camera lens at the strong light such as smcardescent lamp.

The strong light can cause fatal damage to the camera.

The sensor may be burned out by a laser beam, so when any laser equipment is
being used, make sure that the surface of the sensor not be exposed to the laser
beam.

Do not place the eaera in extremely hot, cold temperaturelse( operating
temperature should be betwe80C ~ 60C, or -40C ~ 60C if the camera

mod el has an), dustpor damp enviranmenty and do xot expose it

to high electromagnetic radiation.

To avoid heat accumulation, good ventilation is required for a proper operating
environment.

Keepthe camera awayom water and any liquid.

While shipping, the camera should be packed in its original packing.

Improper use or replacement of the battery may resuftazard of explosion.
Please use the manufacturer recommended battery type.

Notes:
For the camera support$R, you are required to pay attention to the following
precautions trevent IR reflection:

Dust or grease on the dome cover will cause IR ctdfle. Please do not remove
the dome cover film until the installation is finished. If there is dust or grease on
the dome cover, clean the dome cover with clean soft cloth and isopropyl alcohol.
Make certain the installation location does not have reflecurfaces of objects
too close to the camera. The IR light from the camera may reflect back into the

5

lens causing reflection.

The foam ring around the lemsust be seated flush against the inner surface of
the bubble to isolate the lens from the IR L& Fasten the dome cover to camera
body so that the foam ring and the dome cover are attached seamlessly.
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Chapter 1 System Requirement

Operating System:Microsoft Windows XP SP1 and above version / Vista / Win7 /
Server 2003 / Server 2008 3&bi

CPU: Intel Pentium IV 3.0 GHzo Core i7-4000 series or higher, depa&mglon
differentvideo resolution

RAM: 1G or higher

Display: 1024%768 resolution or higher

Web Browser. Internet Explorei7.0 and above versigrsafari5.02 and above
version MozillaFirefox 3.5 and above versiand Google Chron&and above

Versiors.
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Chapter 2 Network Connection

Before you start
, If you wantto set the network camera veaLAN (Local Area Network) please
refer toSection2.1 Setting the Network Camera over the LAN

If you wantto set the networkamera visa WAN (Wide Area Network) please

5

refer toSection2.2 Setting the Network Camera over the WAN

2.1 Setting the Network Camera over the LAN

Purpose:
To view and configure the camera waalLAN, you need to connect the network
camera in the same subneith your computer and install the SADP or CMS
software to search and change the Ithehetwork camera.

Note: For the detailed introduction of SADP, please refer to Appendix 1.

2.1.1 Wiring over the LAN

The following figures showhie two ways of cable connection @hetwork camera
andacomputer

Purpose

To test the netwix camera, you can directly connect the network camera to the

computer with a network cable as shown in Figufle 2
Refer tothe Figure 22 to setnetwork cameraver the LANvia a switch or a

router

‘ or @ ———Network cable—— r.‘r
R

Network Camera Computer

Figure 21 Connecting Directly
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W o -

Network Camera Computer

Figure 22 Connecting via a Switch @Router

2.1.2 Detecting and Changing the IP Aldress

You need the IP address to visit the network camera.
Steps:
1. To getthe IP address, you aamoose either of the followg methods
E Use SADP, a software tool which can automatically detbet online
network camemin the LAN and list the device informationcluding IP
address, subnet mask, port number, device serial number, device version, etc.,
shown inFigure 23.
E Usethe client softwareto list the online devices. Please refer to the user
manual ofclient software for detailed information.
2. Change the IP address and subnet mask to the same sulthet ak your
computer
3. Enter the IP address of network camera in thdresk field of the web browser to
view the live video.
Notes:
The default IP address19€2.00.64 and the port number890Q The default user
name isadmin and password 2345 And you are highly recommended change
the initial password after your i login.
For accessing the network camera from different subnets, please set the gateway
for the network camera after you pggin. For detailed information,lpase refer

to Section6.3.1Configuring TCP/IP Settings
10
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._ Online Devices
»
9 Total romber of online devices: 3 & Refresn WModify Network Parameters
1D Device Type IPv4 Address Port Software Version IPv4 Gateway Serial No.
IP Address: [172623002
001 IOCNOOOONY, 172.6.23.102 8000 V2.1.2build 121113 172.6.231 O-OOOOOOOD0O0NT
Port:
02 OO 17262372 2000 V2.2.8build 131113 172.6.231 OX-NOOOOONXXXNY 8000
003 XOCNXOOOXX 17262322 8000 VS1.0builg 131118 1725231 X XOOOOonony | Subnethlzsk 255255.255.0
IPv4 Gateway. 1726231
IPvE Address feB0:240:48ffeed:6c69
IPvG Gateway:
IPv6 Prefix Length: | G4
Serial No: B010).0.0.0.0.0.0.0.0.0. 0.
Password Save
Mote:Enter the admin password of the device
befare you save the network parameters.
Restore Default Password
Serial code Confirm
Mote: Serial code is a series of characters
&3 combined by the starttime and the serial
number of the device
4] Te]

Figure 23 SADP Interface

2.2 Settingthe Network Camera over the WAN

Purpose:
This section explains how to connect the network camera to the With\a static IP

or a dynamic IP.

2.2.1 Static IP Connection

Before you start:
Please pply a static IP from anSIP (Internet Service ProvideWVith the static IP
address,you can connect the network camera via a router or connect it to the WAN
directly.

Connecting the network camera via a router
Steps

1. Connect the network camera to the rauter

11
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2. Assign a LANIP address, the subnet mask and the gateway. Refection 2.1.2
Detecting and Changing the IP Addreger detailedIP addressonfigurationof
the camera

3. Save the static IP in the router.

4. Setport mappinge.g, 80, 8000, and 554 port$he steps for port mapping vary
according to thedifferent routers. Pleaseall the router manufacturer for
assistance with port mapping.

Note: Refer to Appendix 2or detailed information about portapping.

5. Visit the network camera through a web browsetherclient softwareover the

internet.

~—__
Router with Computer
Static IP

> 'aha Ir
B R ey - [
Network Camera
Figure 24 Accessinghe Camerahrough Puter with Static IP
Connecting the network camera with static IP directly
You can also save the static IP in the camera and directly connect it to the internet
without using a routeRefer toSection2.1.2Detecting and Changing the IP Address

for detaiked IP address configuration of the camera.

7 ™.

or —Network cable—( Internet /) -Network cable— [./
@ ~ g N - =

Network Camera with Static IP Computer

Figure 25 Accessinghe Cameravith Static IPDirectly

2.2.2 Dynamic IP Connection

Before you start:
Please pply adynamiclP from an ISPWith the dynamic IP addresgu can connect
the network camer a modem or a router.
Connecting the network camera via a router
Steps

12
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1. Connect the network camera to the router.

2. In the camera,ssign a LAN IP address, the subnet mask and the gateway. Refer
to Section2.1.2 Detecting and Changing the IP Addres®r detailed LAN
configuraton.

3. Inthe router, set the PPPOE user name, password and confirm the password.

4. Setport mappingE.g. 80, 8000, and 554 porihe steps for port mapping vary
depending on different routers. Please call the router manufacturer for assistance
with port mapjng.

Note: Refer to Appendix 2 fodetailed information about portapping.

5. Apply a domain name from a domain nhame provider.

6. Configure the DDNS settings in the setting interface of the router.

7. Visit the camera via the applied domain name.

Connecting the retwork camera via a modem
Purpose:
This camera supports the PPPoOE auto-wjafunction. The camera gets a public IP
address by ADSL dialp after the camera is connected to a modéma. need to
configure the PPPOE parameters of the network canitefer v Section5.3.3
Configuring PPPOE Setting$or detailed configuration.

i
C A 1
‘ or O —Network cable— —Network cable- (‘ Internet ) -Network cable— ’1
\ 2 J
A -

Network Camera Modem Computer

Figure 26 Accessingthe Camerawith Dynamic IP
Note The obtained IP address is dynamically assigned via PPPoE, so the IP address
always changes after rebooting the camera. To solve the imgenge of the
dynamic IP, you need to get a domain name from the DDNS provider (E.g.
DynDns.com). Please follothe stepsbelow for normal domain name resolution and
private domain name resolution to solve the problem.

E Normal Domain Name Resolution

13
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Domain Name
Resolution Server

Port Map
Network S5 Network € \\ Network ./
etwor T o __Network_ ¢ y, _Network
‘ o O‘ T cable ~ - cable ( Internet ) cable -
oA A i
Network Camera Router with Computer
Dynamic IP

Figure 27 Normd Domain Name Resolution
Steps:
1. Apply a domain name from a domain name provider.
2. Configure the DDNS settings in tMBDNS Settingsinterface of the network
camera. Refer to Section 6.3.4 Configuring DDNS Settings for detailed
configuration.

3. Visit the cameraia the applied domain name.

E Private Domain Name Resolution

PC+IP Server+ Static [P

8

|
Port Map Network cable
|

® S
Network == Network ¢ 5 Network
or i} etwor; - 7//- - ol etwor _( lnlcmcl ne etwori |
cable cable cable
LS )
g P 2
Network Camera Router with Computer
Dynamic IP

Figure 28 Private Domain Name Resolution
Steps:
1. Install and run the IP Server software incamputerwith a static IP.
2. Access the network camera through theN with a web browser othe client
software
3. Enable DDNS and selet® Serveras the protocol typeRefer toSection6.3.4
Configuring DDNS Settingdor detailed configuratian

14
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Chapter 3 Access tahe Network
Camera

3.1 Accessing bywWeb Browsers

Steps:

1. Open the web browser.

2. Input the IP address of the netwadmeran theaddresdar, e.g.,192.0.0.64and
press thdnter key to enter the login interface

3. Input the user name and passwandl clickLogin.

English e

User Name admin

Password | eesss

Login

Figure 31 Login Interface

Notes:
The default user name is admamd the defaulpassword is 12345.

4. Installthe pugin before viewing the live video araperatingthe camera. Please

follow the installation prompts to install the ptug

15
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Live View Playback Log Configuration &, admin | & Logout

2 | | [ Sub Stream Main Stream | Webcomponents ¥ X«

Please click here to downic stall the plug-in. Close the browser when
the plug-in.

Figure 32 Download and InstalPlug-in
=e ==

@ Sctup - Web Components

Click Next to continue, or Cancel to exit Setup.

[ MNext = J [ Cancel

Figure 33 Install Plugin (1)

@ Setup - Web Components [=2]= =

Setup has finished installing Web Components on your
computer.

Click Finish to exit Setup.

Figure 34 Install Plugin (2)
Note: You may have talosethe web browser tmstall the plugin. Please reopen the

web browser and log in again after installing the ptug

16
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3.2 Accessing byClient Software

The product CD contains tledient softwareYou canview the live video and manage
the cameravith the software
Follow the installatiorprompts to install theoftware.The control panel and live view

interfaceof client softwareare show asbellow.

® N oows Network0% CPU:0% Memory:6% root 193519 @ - B x

Operation and Control

) ud o

le
B>
o
i
|

Device Manag... Event Manage... Record Sched... Account Mana... Log Search System Config...
S T Y | o aecsh Y . o = =y S

i

Figure 35 Control Panel

17
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® % owms
View
Search o
* - B Default View
- -*
| |4 4-Screen
! & 9-Screen
& 16-Screen

& ~ B Custom View

. New View

Camera

Search P
+ ) 172.6.23.108

4\ 172.6.23.85

J 172.6.23.103

PTZ Control A

Figure 36 Configuration Panel

Note: For detailed information abothe softwareplease refer tdhe user manual of

theclient software

18
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Chapter 4 Live View

4.1 Live View Page

Purpose:

The live vew page allows you to viethe realtime video, cagure images, realize
PTZ control, set/call presssaind configure video parameters.

Login the network camera tenter the live view page, or you can clicke View on

the menu bar adhemain page to enter the live view page.
De<ription s of the live viewpage:

KX-XNXNKKX |— Camera Model Online Help
Menu Bm-_| Live View Playback Log Configuration & admin | ¥ Logout |
5| (g5 || x| [M] Third Stream Sub Stream Main Stream [VWebcomponems B — Display Control X » ¥l s [

Control

™
<o o| e |rez
© ©

+

-
4
)

Live View Preset1

1
Window 2 Preset2
3 Preset3
4  Preset4
5 Presets Preset
5 Prestis T Settings
7 Preset7

8  Preset8

9

Preset9

Tool Bar — | B #o0=————= TR RN I ——

|<

Figure 41 Live View Page
Camera Model:
It lists the camera model you are connecting to.

Online Help:

Click Gto get the online help, which will guide you through the basic operations for
each function.
Menu Bar:
Click each tab to mter Live View, Playback,Log and ®@nfiguration page
respectively.
Display Control:

19
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Click each tab to adjust the laycandthe stream type of the live . And you can
click the dropdown to select the plug. For IE (internet explore) user,
webcomponentsaind quick time are sctable. And for NonlE user, webcomponents,
quick time, VLC or MJPEG is selectable if they are supported by théovosiser

Live View Window:

Display the Ive video.

Toolbar:

Operations on the live view page.g, live view, capture, recordawdio onoff,
two-way audio, etc.

PTZ Control:

Panning, tilting and zooming actions of the canardthe lighter and wiper control
(if it supports PTZ functior an external pan/tilt unit has been installed

Preset Setting/Caling:

Set and call the preset ftre cameraif supports PTZ functioor an external pan/tilt

unit has been install¢d
4.2 Starting Live View

In the live view window as shown Figure 52, click .*. on the toolbar to start the

live view of the camera.

.2 —— $ | @ B
Figure 42 Live View Toolbar

Table 41 Descriptiors of the Toolbar

Icon Description

L/l Start/Stop live view

The window size is 4:3

The window size is 16:9

Theoriginal widow size

L Self-adaptive window size
Main Stream Live view with the main stream
Sub Stream Live view with the sub stream

20
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Third Stream Live view with thethird stream
Webcomponents |8 Click to select thehird-party plugin.
(O] Manually capture the picture
ML Manually start/stop recording.
D=—C=— R Audio on and adjust volume /Mute.
NI Turn on/off microphone.

TASS Turn on/off 3D z@ming function.

4.3 Recording and Capturing PicturesManually

In the live view interface click '#. on the toolbato capture the live pictures or

click ™. to record the livasiew. The saving pathof the captured pictureand clips
can be set on th€onfiguration > Local Configuration page.To configureremote
scheduledecording, please refer fectionb.2.

Note Thecapturedmagewill be saved as JPEG filer BMP file in your computer.

4.4 Operating PTZ Control

Purpose:

In thelive view interface youcanuse he PTZ control buttons to realize pdtlioom

control of the camera.

Before you start

To realize PTZ control, the camera connected to the network must support the PTZ
function or a pan/tilt unibas beernstalledto the cameraPlease properly set tierZ

parameters on R&385settings pageeferringto Section10.9 RS-485 Settings

4.4.1 PTZ Control Panel

On the live view page, clicl £ </ to show the PTZ controlgmelor click | & ”| to

hideit.
Click the direction buttons tcontrol the pan/tilt movemest
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v 4 v 1 =
< [ ] .
» v 4 © ©
- - > +

v o & &
Figure 43 PTZ Catrol Panel

Click the zoom/iris/focus Uittons to realize lens control.
Notes:

Thereare8 direction arrows/,V <, D,V,‘\/fy,ﬁ&,&) in the live view window

when youclick and drag the mouse in the relative positions.

For the cameras which support lens movesienty, the drection buttonsare

invalid.
Table 42 Descriptiors of PTZ Control Panel
Icon Description
4 | - Zoom in/out
e Focus near/far
© o Iris +/-
¥ Light on/off
i Wiper on/off
& Onetouchfocus
@ Initialize lens
e > + Adjust speed of panit movemens

4.4.2 Setting / Calling a Preset

. Setting a Preset:
1. Inthe PTZ control pangkelect a pres@umber from the preset list.

e
1 Preset 1

2 Preset 2

4 Preset 4

5 Preset 5
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TCFAP || Port || DDNS || PPFOE || SNMP | 802.1X | QoS | FTP

Enable DDNS

DDOMNE Type SIMPLEDDMNS w
Server Address www.simpleddns.com

Domain

Fort

User Mame

Passward

Confirm

Figure 44 Setting a Preset

2. Use the PTZ control buttons to move flensto the desired position.

A Pan the camera to the
ATilt the camera up or down.

A Zoom in or out.

A Refocus the | ens.

3. Click to finish the setting athe current preset.
4. You can clickEd to delete the preset.

Note You can configure pito 128presets.

Calling a Preset:

5

This feature enables the camergoint to a specified preset scananually orwhen

an event takes place.

For thedefined preset, you can call it at any time to the desired preset scene.

UPRP™

right

or

In the PTZ control pangkelect alefined preset from the list and cIi to callthe

preset.

eft.

Or youcan place the mouse on the presets interface, and call the preset by typing the

preset No. to call theorrespondingresets.
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"?
1 Preset -
2 Preset 2
Preset3
4 Preset4
5 Preset5

Figure 45 Calling a Preset

4.4.3 Setting / Calling a Patrol

Note:

No less than 2 presétsiveto be configured before you set a patrol.
Seps:

1. Click € to enter the patrol configuration interface.

2. Select a path No., and clic® to add the configured presets.

3. Select the preset, and input the patrol duration and patrol speed.
4. Click OK to save the first preset.

5. Follow the steps above to add the ofesets.

Patral
Preset  Preset1 |+

Patrol duration 2

Patrol Speed 3

Ok Cancel

Figure 46 Add Patrol Path
6. Click B to save a patrol.
7. Click & to start the patrol, and clic® to stop it.
8. (Optional) Click @ to delete a patrol.
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Chapter 5 Network Camera
Configuration

5.1 Configuring Local Parameters

Note: The local configuration refers to the paeters of the live viewrecord files
and captured pictures. The record files and captured pictures are the ones you record
and captured using the web browser and thus the saving paths of them are on the PC

running the browser.
Steps:
1. Enter the Local Configration interface:

Configuration > Local Configuration

Live View Parameters

Pratocol ® TcCP O upp O muLTICAST O HTTP
Live View Performance @] Shortest Delay O Real Time @ Balanced (@] Fluency
Rules ® Enable O Disable

Image Format ® JPEG O BuP

Record File Settings

Record File Size O 258m @ s12m O 1c

Save record files to C-\Documents and Settings'zhonggiuyue\Web\RecordFiles
Save downloaded files to C-\Documents and Settings'zhonggiuyue\Web\DownloadFiles
Picture and Clip Settings

Save snapshots in live view to C-\Documents and Settings'\zhonggiuyue\Web\CaptureFiles
Save snapshots when playback to |C:\Documents and Settings'zhongqgiuyue\Web'\PlaybackPics
Save clips to C-\Documents and Settings'zhonggiuyue\Web\PlaybackFiles

Figure 51 Local Configuration Interface
2. Configurethe following settings:
Live View Parameters: Set the protocol typand live view performance.
E Protocol Type: TCP, UDP, MULTICAST and HTTP are selectable.
TCP: Ensures complete delivery of streaming data and better video quality,
yet the reatime transmission will be affected.
UDP: Provides reatime audio and video streams.

HTTP: Allows the same quality as of TCP without setting specific ports for
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streaming nder some network environments.
MULTICAST: | t 6s recommended to select MCAST
Multicast function. For detailed information about Multicast, reféséation
5.3.1TCP/IP Settings
E Live View Performance: Set the live view performance 8ortestDelay,
Real Time Balanced or Best Fluency.

E Rules: It refers to the rules on your lodadowser select enable or disakie
displayor not display the colored marks when the motion detection, face
detectionor intrusion detection ifriggered E.g.: enabled as the rules asnd
the face detection is enablas well, when a face is detected, it will be marked
with a greerrectangleon the live view.

E Image Format: Choose the image format for picture capture.

Record File Settings:Set the saving pathf the recorded video file¥alid for the
record files you recorded with the web browser.

E Record File Size: Select the packed size of the manually recorded and
downloaded video files to 256M, 512M or 1@&fter the selection, the
maximum record file sizes the value you selected.

E Save record files to:Set the saving path for the manually recorded video files.

E Save downloaded files toSet the saving path for the downloaded video files
in playback mode.

Picture and Clip Settings: Set the saving paths ofehcaptured pictures and

clipped video filesValid for the pictures you captured with the web browser.

E Save snapshots in live view tdSet the saving path of the manually captured
pictures in live view mode.

E Save snapshots when playback toSet the savingath of the captured
pictures in playback mode.

E Save clips to:Set the saving path of the clipped video files in playback mode.

Note You can clickBrowseto change the directory for saving the clips and pictures.

3. Click Saveto save the settings.
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5.2 Configuring Time Settings

Purpose:
You can follow the instructions in this section to configure the time synchronization
and DST settings.
Steps:
1. Enter the Time Settings interface:
Configuration > Basic Configuration > System > Time Settings

Or Configuration > Advanced Configuration >System > Time Settings

Device Information | Time Settings | Maintenance

Time Zone (GMT+08:00) Beijing. Urumngi, Singapaore hd
Time Sync.

O ntP

Server Address

NTP Port

Interval min.

® Manual Time Sync.
Device Time

Set Time 2013-09-22T11:14:33 [ Sync. with computer time

Save
Figure 52 Time Settings
Select the Time Zone.
Select the Time Zonef yourlocation from the droglown menu.
E SynchronizingTime by NTP Server.
(1) Check the checkbox to enable thé&P function.
(2) Configure the followingsettings:
Server Address:IP address of NTP server.
NTP Port: Port of NTP server.
Interval: The time interval between the two synchronizing actions with NTP

server.
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Time Sync.

O nTP
Server Address
MNTP Port

Interval min.
Figure 53 Time Sync by NTP Server
Note If the camera is connected to a public network, you lshose a NTP server
that has a time synchronization function, such as the server at the National Time
Center (IP Address: 210.72.145.44). If the camera is set in a customized network,
NTP software can be used to establish a NTP server for time synchimnizat

E Synchronizinglime Synchronization Manually

Enable thevlanual Time Syncfunction and then click- to set the system time

from the popup calendar.
Note: You can also check tH&ync with computer time checkbox to synchronize the

time of the camera witthatof your computer.

“ 4 Sep 2013 (.3
Sun Mon Tue Wed Thu Fri  Sat
1 2 3 4 5 5] 7
3 9 10 11 12 13 14
15 16 17 18 19 20 21

[22] 23 24 25 25 27 28

20 30 ® Manual Time Sync.
= Device Time
Time| 11 : 14 : 33 4
yos Today | ok | SetTime 2013-09-22T11:14:33 [ sync. with computer time

Figure 54 Time Sync Manually
Click the DST tab pageo enable the DST function and Set the date of the DST

period.
¥1: Enable DST
Start Time a9 [Frst 9| [5on 9| [02 Mlloco
End Time o ™ [Last ™ [sun ¥ [02 Mlociock
DST Bias 30min 3

Figure 55 DST Settings
2. Click Saveto save the settings.
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5.3 Configuring Network Settings

5.3.1 Configuring TCP/IP Settings

Purpose:

TCP/IPsettings must be properly configured before you operate the camera over
network.The camera supports both the IPv4 and IPv6. Both versions may be
configured simultaneously without conflicting to each other, and at least one IP

version should be configured.
Steps:
1. Enter TCP/IP Settings interface:

Configuration > Basic Configuration > Network > TCP/IP

Or Configuration > Advanced Configuration > Network > TCP/IP

IPv4 Subnet Mask
IPv4 Default Gateway
IPvG Maode

IPv6 Address

IPvE Subnet Mask
IPv6 Default Gateway
Mac Address

MTU

Multicast Address

DNS Server
Preferred DNS Server

Alternate DNS Server

255.255.255.0

10.18.3.254

Route Advertisement

1500

8.8.8.8

TCP/IP  Port  DDNS | PPPoE  SNMP | 8021X | QoS FTP | UPnP™ | Emaill | NAT HTTPS
NIC Settings
NIC Type ALto [=]
DHCP
IPv4 Address 10.18.3.171 Test

E| | View Route Advertisement

Figure 56 TCP/IP Settings

2. Configure thébasic networlsettings, including thslIC Type, IPv4or IPv6

Address, IPvdr IPv6Subnet Mask, IPvér IPv6Default Gateway, MTU settings
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and Multicast Address.
Notes
The valid value range of MTU 500 ~ 1500.
The Multicast sends a stream to the multicast group address and allows multiple
clients to acquire the stam at the same time by requesting a copy from the
multicast group address. Before utilizing this function, you have to enable the
Multicast function of your router.
3. Click Saveto save the above settings

Note A rebootis requiredor the settings to takeffect.

5.3.2 Configuring Port Settings

Purpose:
You can set the port No. of the camera, e.g. HTTP port, RTSP port and HTTPS port.
Steps:
1. Enter the Port Settings interface:
Configuration > Basic Configuration > Network > Port

Or Configuration > Advanced Configuration > Network > Port

TCPAP || Port | DDNS | FPPoE | SNMP || 802.1X || QoS || FTP | UPnP™ | Email | NAT || HTTPS

HTTFP Port 80
RTSF Fort 554
HTTFS Port 443
Server Port 8000

Figure 57 Port Settings
2. SetthedTTP port, RTSP porHTTPS portand server porf the camera.
HTTP Port: The default port number is 8@ndit can be changed to any polo.
which is notoccupied
RTSP Port: The default port number E54and it can be changed to any port No.

ranges from 1024 65535
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HTTPS Port: The default port number is 448ndit can be changed to any port
No. which is not occupied
Server Port: The defaultserverport number is 80Q0and it can be changed to
anyport No. ranges frord000to 65535

3. Click Saveto save the settings.

Note A reboot is required fathe settings to take effect.

5.3.3 Configuring PPPoE Settings

Steps:
1. Enter the PPPoE Settings interface:

Configuration >Advanced Configuration > Network > PPPoE
TCPAP || Port | DDNS || PPPoE || SNMP || 802.1X || QoS | FTP || UPnP™ | Email | NAT | HTTPS

Dynamic IF
User Name

Password

Confirm

Figure 58 PPPOE Settings
2. Check theEnable PPPoEcheckbox to enable this feature.
3. EnterUser Name Password andConfirm passwordor PPPOE access.
Note: The User Name and Password should be assigned by your ISP.
4. Click Saveto save and exit the interface.

Note A rebootis requiredor the settings to take effect.

5.3.4 Configuring DDNS Settings

Purpose:

If your camera is set to use PPPOE as its default network connection, you can use the
Dynamic DNS (DDNS) for network access.

Before you start

Registration on the DDN&sver is required before configuring the DDNS settings of
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the camera.
Steps:
1. Enter the DDNS Settings interface:
Configuration > Advanced Configuration > Network > DDNS

TCP/IP | Port | DDNS | PPPOE | SNMF || 802.1X || QoS || FTP | UPnP™ || Email | NAT || HTTPS

Enable DDMS

DDNS Type SIMPLEDDNS [=]

Server Address www simpleddns.com

Domain
Port

User Name
Password

Confirm

Figure 59 DDNS Settings

2. Check theEnable DDNS checkbox to enable this feature.
3. SelectDDNS Type FourDDNS types are selectab®BIMPLEDDNS, IPServer

NO-IP, andDynDNS.

DynDNS:

Steps:

(1)EnterServer Addressof DynDNS (e.g. members.dyndns.org).

(2)In theDomain text field, enter the domain name obtained from the DynDNS

website.
(3)Enter thePort of DynDNSserver.
(4)Enter theUser NameandPasswordregistered on the DynDNS website.

(5)Click Saveto save the settings.
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TCPAP | Port | DDNS | PPPoE | SNMP | 802.1X | QoS || FTP || UPnP™ | Email | NAT

Enable DONS

DDOMS Type DynDMS i
Server Address members.dyndns.org

Domain 123.dyndns.com

Port

User Mame Test

Password sasss

Confirm sasss

Figure 510 DynDNS Settings
IP Server:
Steps:
(1) Enter the Server Address of the IP Server.
(2) Click Saveto save the settings.
Note: For the IP Servegou have tapply a static IP, subnet mask, gateway and
preferred DNS from the ISP. Tls=rver Addressshould be entered with the

static IP address of the computer that runs the IP Server software.

Enable DONS

DDMS Type IPServer R
Server Address 2121510121

Domain

Port

User Mame

Password

Confim
Figure 511 IPServer Settings
Note: For the US and Canada area, you can em@r200.91.74 as the server
address.
NO-IP:
Steps:
(1)Choose the DDNS Type &KO-IP.
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TCP/P | Port | DDNS || PPPoE | SNMP | 802.1X || QoS | FTP | UPnP™ | Email | NAT | HTTPS

V| Enable DDNS

DDNS Type NO-IP (=]

Server Address
Domain

Fort

User Name
FPassword

Confirm

Figure 512 NO-IP Settings

(2)Enter the Server Address &s/w.noip.com

(3)Enter the Domain name you registered.

(4)Enter the Port number, if needed.

(5)Enter tke User Name and Password.

(6)Click Saveand then you can view the camera with the domain name.
SIMPLEDDNS

Steps:

(1)Choose the DDNS Type &8MPLEDDNS.

TCP/IP | Port | DDNS | PPPoE | SNMP || 802.1X | QoS | FTP || UPnP™ | Email | NAT | HTTPS

Enable DDNS
DDNS Type SIMPLEDDNS [=]

Server Address www.simpleddns.com

Domain
Port

User Name
Password

Confirm

Figure 513 SIMPLEDDNS Settings
(2)Enter the Server Addressvwsimpleldnscom.
(3)Enter the Domain name of the camera. Tomdin is the samwith the
device alias in th&€IMPLEDDNS server.

(4)Click Saveto save theew settings.

34


http://www.noip.com/

User Manual of Network Camera

Note A rebootis requiredor the settings to take effect.

5.3.5 Configuring SNMP Settings

Purpose:

You canset theSNMP function to get camera status, pareters and alarmelated
information and manage the camera remotely when it is connected to the network.
Before you start:

Before setting the SNMP, please download the SNMP software and manage to
receive the camera information via SNMP port. By setting Tittegp Address, the
camera can send the alarm event and exception messages to the surveillance center.
Note: The SNMP version you select should be the same as that of the SNMP software.
And you also need to use the different version according to the gelawél you
required. SNMP v1 provides no security and SNMP v2 requires password for access.
And SNMP v3 provides encryption and if you use the third version, HTTPS protocol
must be enabled.

Steps:

1. Enter the SNMP Settings interface:

Configuration > Advanced Configuration > Network > SNMP
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4.

SNMP v1iv2

Enable SNMPv1

Enable SNMP v2c
Write SMMP Community
Read SNMP Community
Trap Address

Trap Port

Trap Community

SNMP v3

Enable SNMPv3

Read UserMame
Security Level
Authentication Algorithm
Authentication Password
Private-key Algorithm
Private-key password
Write UserMame
Security Level
Authentication Algorithm
Authentication Password
Private-key Algorithm

Private-key password

SNMP Other Settings

SNMP Port

MD5

DES

MD5

DES

161

SHA

AES

SHA

AES

Figure 514 SNMP Settings

Check the corresponding version checkk Enable SMMP SHMPy1 |

Enable SNMP vZe |

Enahle SMMPY3) to enable the feature.

Configure the SNMP settings.

Note: The settings of the SNMP software should be the same as the settings you

configure here.

Click Saveto save and finish the settings.

Note A rebootis requiredfor the settings to take effect.

5.3.6 Configuring 802.1X Settings

Purpose:
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The IEEE 802.1X standard is supported by the network cameras, and when the feature
is enabled, the camera data is secuaed user authentication is needed when
connecting the camera to the netwprktected by the IEEE 802.1X

Before you start:

The authenticatioserver must be configured. Please apply and register a user name
and password for 802.1X in the server.

Steps:

1. Enter the 802.1X Settings interface:

Configuration > Advanced Configuration >Network > 802.1X

TCF/P || Port | DDNS | PPPoE || SNMP || 802.1X || QoS || FTP | UPnP™ || Email | NAT | HTTPS

Enable |EEE 802 1X
Protocol
EAPOL version
User Name
Password

Confirm

Figure 515 802.1X Settings
2. Check theEnable IEEE 802.1Xcheckbox to enable the feature.
3. Configure the 802.1X settings, including EAPOL version, user name and
password.
Note The EAPOL version must be identical with that of the router or the switch.
4. Enter the user name and password to access the server.
5. Click Saveto finish the settings.

Note A rebootis requiredor the settings to take effect.

5.3.7 Configuring QoS Settings

Purpose:
QoS (Quality of Service) can help solve the network delay and network congestion by
configuring the priority of data sending.

Steps:
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1. Enter the QoS Settings interface:

Configuration >Advanced Configuration > Network > QoS

TCF/IP || Port | DDNS || PPPoOE | SNMP || 802.1X || QoS || FTP || UPnP™ || Email | NAT || HTTPS

Video/Audio DSCP 0
Event/Alarm DSCFP 0
Management DSCP 0

Figure 516 QoS Settings
2. Configure theQoS settings, including video / audio DSCP, event / alarm DSCP
and Management DSCP.
The valid value range of the DSCP 8. The bigger the DSCP value the
higher the priority is.
Note: DSCP refers to the Oferentiated Service Codeoint; and the DEP value
is used in the IP header to indicate the priority of the data.
3. Click Saveto save the settings.

Note A reboot is requiredor the settings to take effect.

538Configuring UPNnPE Settings

Uni ver sal Pl ug and Pl ay ( UP n RitEprovidess a net
compatibility among networking equipment, software and other hardware devices.

The UPNnP protocol allows devices to connect seamlessly and to simplify the
implementation of networks in the home and corporate environments.

With the functionenakld, you dondét need to configure t

and the camera is connected to the Wide Area Network via the router.

Steps:

1. Enter the UPNRPE settings interface.
Configuration >Advanced Configuration > Network > UPnP

2. Check the checkboxtoemd e t he UPnPE function.

The name of the device when detected online can be edited.
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/| Enable UPnP™

Friendly Name Camera

Save

Figure 517 Configure UPnP Settings

5.3.9 Email Sending Triggered by Alarm

Purpose:
The system can be configured to send an Email notification to all designated receivers
if an alarm evenis detected, e.g., motion detection event, video l\odsptampering
etc.
Before you start:
Please configure the DNS Server settings uBa@esic Configuration >Network >
TCP/IP or Advanced Configuration >Network > TCP/IP before using the Email
function.
Steps:
1. Enter theTCP/IP SettinggConfiguration > Basic Configuration > Network >
TCP/IP or Configuration > Advanced Configuration >Network > TCP/IP) to
set thelPv4 Address, IPv4 Subnet Mask, IPv4 Default Gateway and the Preferred
DNS Server.
Note: Please refer t&ections.3.1 Configuring TCP/IP Settingdor detailed
information.
2. Enter the Email Settings interface:

Configuration > Advanced Configuration > Network > Email
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Sender
Sender Test
Sender's Address Test@omail.com
SMTFP Server stmp.263xmail.com
SMTF Port 25
Enable S5L
Interval Aftached Image

Authentication
User Name
Password

Confirm

Receiver

Receiverl Testl

Receiver!’s Address Test1@gmail com| Test

Receiver2

Receiver2's Address
Receiver3

Receiver3's Address

Figure 518 Email Settings

3. Configure the following settings:

Sender: The name of the emasknder.

Sender 6s The dniaill seldress of the sender.

SMTP Server: The SMTP Server IP address or host name (e.g.,

smtp.263xmail.com).

SMTP Port: The SMTP port. The default TCP/IP port for SMTP is 25 (not
secured). And the SSL SMTP port is 465.

Enable SSL: Check the checkbox to enable SSL if it is required by the SMTP
server.

Attached Image: Check the checkbox of Attached Image if you want to send

emails with attached alarm images.

Interval: The interval refers to the time between two actions of sgratiached

pictures.

Authentication (optional): If your email server requires authentication, check
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this checkbox to use authentication to log in to this server and enter the login user
Name and password.

Choose ReceiverSelect the receiver to which thmail is sent. Up to 2 receivers

can be configured.

Receiver: The name of the user to be notified.

Recei ver 6fe endildaddeessf user to be notified.

4. Click Saveto save the settings.

5.3.10Configuring NAT (Network Address Translation) Settings

Purpose:
1. Enter the NAT settings interface.
Configuration >Advanced Configuration > Network > NAT
2. Choose the port mapping mode.
To port mapping with the default port numbers:
ChoosePort Mapping Mode aAuto.
To port mapping with the customized port numbers:
ChoosePort Mapping Mode allanual.
And for manual port mapping, you can customize the value of the port number by
yourself.

V| Enable Port Mapping

Port Mapping Mode Manual []

Port Type External Port External IP Address Status

HTTP 80 0.0.0.0 Mot Valid
RTSP 554 0.0.0.0 Mot Valid
Server Port 2000 0.0.0.0 Mot Valid

Save

Figure 519 Configure NAT Settings
3. Click Saveto save the settings.
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5.3.11Configuring FTP Settings

Purpose:
You can configure the FTP server relatatbrmation to enable the uploading of the
captured pictures to the FTP server. The captured pictures can be triggered by events

or a timing snapshot task.

Steps:
1. Enter the FTP Settings interface:
Configuration >Advanced Configuration > Network > FTP

Server Address 0.0.0.0

Port 21

User Mame Anonymous
Password

Confirm

Directory Structure Save in the root directory. E|

Parent Directory

Child Directory

Upload Type Upload Picture

| Test |

Figure 520 FTP Settings

2. Configure the FTP settinggnd the user name and password are required for
login the FTP server
Directory: In the Directory Structure field, you can select the root directory,
parent directory and child directory. When the parent directorglected, you
have the option to use the Device Name, Device Number or Device IP for the
name of the directory; and when the Child Directory is selected, you can use the
Camera Name or Camera No. as the name of the directory.
Upload type: To enable uploadothe captured picture to the FTP server.
Anonymous Access to the FTP Serve(in which case the user name and
passwor d reguradd):tChecoketheAnonymous checkbox to enable the
anonymous access to the FTP server.
Note: The anonymous access functionshbe supported by the FTP server.

3. Click Saveto save the settings.
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Note If you want to upload the captured pictures to FTP server, you have to
enable the continuous snapshot or exaggered snapshot o8napshotpage.

For detailed information, pleasefer to theSections.6.7.

5.3.12HTTPS Settings

Purpose:
HTTPS provides authentication of the web site and associated web server that one is
communicating with, which protects against Marthe-middle attacksPerform the
following steps to set the port numtrttps.
E.g: If you set the port number as 443 and the IP address is 192.0.0.64, you may
access the device by inputting https://192.0.0.64:443 via the web browser.
Steps:
1. Enter theHTTPSsettings interface.

Configuration > Advanced Configuration > Network > HTTPS

2. Create the selfigned certificate or authorized certificate.

Figure 521 HTTPSSettings
Create the selfigned certificate

1) Click Create button toenter the creation interface.
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