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Get Smart About Smartphone and Social Media 
Evidence with Digital Strata

Digital Strata is proudly promoting our mobile device and social 
media collection and analysis services this spring. In today’s 
connected environment, more and more data is created 

through smartphones, social media, and telematics. These sources 
provide a treasure trove of data that tells the story of day-to-day life. 
The facts around sexual harassment, fraud, accidents, intellectual 
property theft and more can often be unraveled from this type of data, 
if you know how to look! In order to make the most of data, you need 
to know what kind of data is on a smartphone, how to access it, and 
how to use it to successfully make your case.

How Will This Help My Clients?
So let’s start at the end and work backwards: How are these types 

of data useful to your legal practice? Will expending resources on 
“techy” solutions really help your client? To answer these questions, 
let’s look at an example from a case in which Digital Strata was called 
to assist. The case involved a tractor-trailer accident and the possibility 
of distracted driving. We were able to take the cell phone of the driver 
in question and access the event logs and texting logs on the phone. 
We were able to isolate the text messages sent and received around 
the time of the accident and share those with our client. The logs were 
accessed in a defensible manner, and the metadata was preserved so 
the messages could be authenticated to the Court. 

This last statement is extremely important. Evidence taken from 
cell phones and social media sites is still subject to authentication 
requirements under federal or state laws of criminal procedure, civil 
procedure and evidence. Simply taking a picture of a text message 
with your phone or getting a screen shot of the text message without 
the underlying metadata does not cut it where admissibility is 
concerned, nor should it! As stated previously, these types of data 
contain valuable bits of evidence that can make or break a case; you 
don’t want to risk having key evidence ruled inadmissible simply 
because collection was sloppy.

How We Can Help You!
Fortunately, Digital Strata has been assisting our Kansas City 

clients with navigating smartphone and social media evidence for 
the last five years. We collect, preserve, and analyze cell phone and 
tablet device data without your device ever having to leave your office 
or your client which is a pretty unique offering in the Kansas City 
market. 

The knowledgeable and skilled collection team at Digital Strata 
can:

• Analyze and retrieve data from Apple iOS, Android,     
Blackberry, and Windows operating systems;

• Recover deleted data including SMS/MMS text messages;
• Identify frequently visited locations and create route 

visualization;
• Recover passwords;
• Extract data including files, contacts, text messages, calendar 

notes, tasks, and other application data; and
• Extract user activity data and review in apps, browsers, 

social networks, email, and clouds.
We can also help you truly utilize social media accounts and 

locate and extract the useful data hiding in all the noise. Digital Strata 
accomplishes this by:

• Being well versed in a variety of sources, including: 
Facebook, Twitter, Instagram, YouTube, and websites;

• Providing forensically-sound content and metadata 
preservation;

• Proactively monitoring various sources for changes to 
content; and

• Employing advanced search options so you can find what 
you need. n

On behalf of the Digital Strata team, I invite you to learn 
more about our mobile device and social media services. 
If you think this is a topic that might benefit your whole 
firm, please call or email to schedule a presentation of 
our Get Smart About Smartphone Evidence CLE. You can 
reach us at sales@digital-strata.com or 816-605-5546. 
We hope to hear from you soon!
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