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Fill in
                the

Blanks
Insurers piece together 
data in effort to price cyber.

by Kate Smith

T he insurance industry is eager to write cyber 
coverage but struggling to price it accurately. 
In the absence of actuarial data and robust 

catastrophe models, insurers are piecing together 
information in an effort to build a picture of cyberrisk. 

That picture, however, is not always clear, as 
the amount of information collected during the 
underwriting process and the level of understanding 
of cyberrisk varies widely.

“There are some institutions that have been 
working on cyber insurance for many years. It would 
be arrogant to say they haven’t made progress and 
figured a lot of it out,” said Roxane Divol, senior vice 
president and general manager of the website security 
division for Symantec, a cybersecurity firm. “But the 
vast majority of the market is just being developed, 
and those institutions are very clear that it’s the blind 
leading the blind.”

As the insurance industry tries to wrap its arms 
around this growing and ever-changing peril, Silicon 
Valley firms, including Symantec, are seizing the 
opportunity to help. 

“There’s somewhat of a gold rush going on by tech 

key Points
Puzzle Pieces: 
Insurers pull together 
data from various 
sources to assess and 
price cyberrisk.

Narrowing the 
Field: Asking the right 
questions of potential 
insureds is critical.

Missing Link: To price 
cyberrisk adequately, 
insurers need strong 
models.

firms—startups and established ones—to try to help 
insurers price risk more accurately,” said Ben Beeson, 
cyberrisk practice leader for Lockton. “They’ve started to 
appreciate that maybe they can help solve this problem.”

Third-party data providers have popped up to offer 
intelligence around cyberrisk, with firms such as BitSight 
assigning cybersecurity ratings to businesses and Cyence 
using public data to develop risk profiles on companies.

Cyber underwriters are also relying on other disciplines 
within their organizations to fill in some of the blanks. 

Kate Smith is a senior associate editor. She can be reached at 
kate.smith@ambest.com.
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“They have recent historical data for PII [personally 
identifiable information] breaches, but in the emerging 
coverages like business interruption, contingent 
business interruption and systems failure, we’re just 
seeing some of those issues turn into claims,” Christian 
Hoffman, U.S. cyber practice leader for Aon Risk 
Solutions, said. “So they’re working with their property 
casualty counterparts to understand those risks from a 
broader perspective and then working that into their 
pricing models.”

Cyber insurers are also getting help from traditional 
catastrophe modeling firms. In addition to launching 
first generation cyber models, modeling firms have 
developed a common core of data requirements 
that serve as a road map for the type of information 
insurers should be collecting.

Still, experts say, insurers likely aren’t pricing cyber 
adequately.
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“There are technologies that have emerged that can 
help insurers with particular data points, but they do 
not solve the problem,” Beeson said. “Evidence of that, 
frankly, is that no one is solely relying on them. So it is 
still today a market-driven pricing mechanism.

“It’s a commercial price,” Beeson said. “It’s based 
on what the market tolerates between the buyer and 
seller. You could say it’s based on the minimum costs 
for the insurers to put their capital out. That, ultimately, 
isn’t good enough.”

It also can be dangerous.
“Many companies buy insurance these days without 

disclosing a lot of information,” said Maya Bundt, head 
of cyber and digital strategy at Swiss Re. “It makes me 
concerned that we cannot assess the quality of the risk 
well enough, which leads to not enough spread in the 
pricing of the risk.

“Currently in this market you see risks 
being underwritten based on what I would 
say is almost no information. Over time, I 
hope for more transparency. Only then will 
we be able to improve models and increase 
the pricing adequacy.”

Asking Questions
Insurers are trying to base cyber prices 

on data.
“Some of the insurance companies have 

been in the game longer than others and 
have built up internal data to support their 
pricing decisions,” Hoffman said. “Others 
that are newer to the market might be 
relying on third-party loss data and ratings 
services and other third-party services 
that go in and rate companies, providing 
scores and using those as part of their 
underwriting process to come up with an 
overall price for the risk. 

“They’re doing their best to price this 
based on data, whether that comes from 
a third party or from their internal data. 
But that’s difficult because the threat 
environment changes constantly. One year 
there’s not discussion of ransomware, and 
then in 2016 ransomware was a huge issue. So they’re 
looking at the data they have at their fingertips to 
adjust and adapt their pricing accordingly.”

Much of the information insurers receive comes 
from potential insureds. 

Bundt said a risk assessment should include a 
broad range of questions around the safeguards—be 
they technical, organizational, physical or product 
safeguards—that companies have in place. Included 
should be questions about staffing (e.g., do you have a 
data protection officer?), chain of command (e.g., who 
does the chief information security officer report to?), 
training and security assessments.

“These questions give you a feeling of how 

important information security and cyberrisk 
management are to an organization,” Bundt said. “Cyber 
is not an IT topic; it’s an enterprise topic. You want to 
know how it’s integrated into the overall organization 
and risk management framework.

“These questions are really important, but they are 
only one piece of the overall risk assessment. Another 
piece would be any certifications or reports that show 
the security posture of the potential insured. The 
question is: How much information do we actually get 
from the insureds? Very often we do not get as much 
information as we would like to have in order to really 
assess the risk correctly.”

Supply currently outweighs demand for cyber 
coverage, and the competition for business makes it 
difficult for insurers to capture all of the information 

they’d like.
“The good thing and bad thing is that 

the market is so competitive,” said Scott 
Stransky, assistant vice president and 
principal scientist at AIR Worldwide. “If 
I’m asking 100 questions and you’re only 
asking 30 questions, you’re going to get the 
business because the potential insureds 
won’t want to reveal as much about their 
business or won’t want to spend the time 
to answer all those questions. So if we’re 
both good insurers, they’re going to go to 
you because you’re asking fewer questions. 
It’s kind of spiraled a bit with fewer and 
fewer questions being asked.”

To help insurers narrow their questions 
to the most pertinent ones, AIR Worldwide 
and RMS both created data standards. 
Lloyd’s of London then collaborated with 
the two firms, took the overlapping items 
in their standards and created a common 
core of data requirements for cyber.

“The common core says that if you’re 
only going to collect 25 fields instead 
of 200 fields, these are the 25 fields to 
collect,” Stransky said.  “It’s still a lot more 
than many insurers are collecting today, 
but it’s the next level of things they 

should collect.”
Tom Harvey, a senior product manager in the 

emerging risks division at RMS, said company 
size, revenue, business sector and jurisdiction are 
particularly important because they correlate to the 
size and type of attack the insured might experience. 

“Think about the number of employees as akin 
to the surface area of an organization,” Harvey said. 
“The more employees you have, the more employees 
that can suffer social engineering, the more laptops 
the company has that can be lost or stolen, the more 
network points. 

“Revenue is key in determining the type of 
attack they may suffer. Line of business is critical in 

“The vast 
majority of 
the market 
is just being 
developed, and 
those institutions 
are very clear 
that it’s the blind 
leading the 
blind.”

Roxane Divol
Symantec
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determining the type of assets a company has and 
therefore what type of cyber event they may be 
susceptible to. Jurisdiction is also key.  Though cyber 
isn’t defined by geographical boundaries, response 
costs are very different when you look at different 
regions of the world.”

Digging for Data
Third-party data providers are also stepping up to 

help insurers navigate cyberrisk and focus on the most 
meaningful data points.

Symantec, for example, is leveraging its telemetry 
and cybersecurity insight to develop an underwriting 
tool for insurers and brokers. The product, which will 
launch this year, identifies the most important variables 
and automates as much information as possible, thus 
lightening the load of questions insurers 
ask of insureds.

“If you’re a company seeking cyber 
insurance, you have a long questionnaire 
to answer—and perhaps the people 
answering it don’t have the answers,” Divol 
said. “Information such as your external 
web exposure would be difficult for 
someone working in your treasury office 
to figure out. So how can we automate the 
things that are externally knowable?

“The second part of what we’re doing 
is identifying the variables that determine 
risk profile. There are differences in risk 
profiles that are dependent on industry, 
geography and size of company. Those are 
discriminating variables. In some cases, 
the FIC [Federal Identification Code] can 
be even more discriminating. If you’re a 
rare minerals company you will have a 
higher risk and have more attacks, from 
our telemetry, than if you are a coal mining 
company. If you think about it, it’s obvious. 
But we actually have the data and can rely 
on that data. So we’re automating what 
can be automated and narrowing down to 
what the most important variables are.”

Automation is also part of Cyence’s 
value proposition. The California startup, which 
launched a cyber model in 2016, combs public 
information sources for information that will help 
insurers assess a company’s risk.

“The internet is a very porous place, and companies 
leak a lot of information about themselves in places 
you would not expect,” Arvind Parthasarathi, founder of 
Cyence, said. “We literally have hundreds of thousands 
of sources we’re collecting data from.

“I don’t like the term outside-in, when looking 
at companies. At the end of the day, think about it 
like this: Are you requiring the customer to give you 
information or are you automating the collection 
of information? That’s the key question here. Our 

customers have application forms that provide them 
with information. They have claims data. And they are 
combining those with the data we collect. They’re 
pulling all of this stuff together.”

So the data is beginning to roll in from a range of 
sources. How it correlates to price, however, is not 
entirely clear.

“Right now cyber is based on a questionnaire or a 
phone call, where information is gleaned, particularly 
around IT security controls. It’s a snapshot, and it’s 
really looking at the culture of security at a company,” 
Beeson said. “But fundamentally the insurer really 
doesn’t know what the price should be relative to the 
answers they’ve been given, other than what looks 
right and what’s competitive in the market.

“Insurers need to better understand how 
investment in controls, particularly 
technology controls such as firewalls and 
antivirus software and intrusion detection 
systems, move the needle on that risk,” 
Beeson said. “What’s the relationship 
between those investments and what the 
insurance product looks like and how it’s 
priced?”

Once the correlation is understood, 
pricing is likely to shift from a stick to a 
carrot approach.

“You will start to see financial incentives, 
where premium credits might be given for 
using XYZ controls,” Beeson said. “That’s 
not different than what you see in other 
risk classes, like how installing a sprinkler 
system in a building impacts property 
insurance. That’s where we will get to, but 
we’re not there yet. And we can’t point a 
finger at the insurance industry here. Every 
company is struggling to quantify their 
cyberrisk, which is very difficult to do 
because everybody lacks data.”

They also lack strong cyber models. 
While a few cyber models hit the market 
last year, they are in their infant stages 
compared to natural catastrophe models. 
Models, experts say, are needed in order to 

appropriately price cyber.
“I see modeling as the first step for pricing,” Bundt 

said.  “If you’re looking at a specific risk, you want to 
model the potential losses that risk would be incurring 
going forward. That has a close link to the pricing 
because you need to ask for an adequate premium. 
There are more uses to modeling than only pricing, 
but it is a prerequisite if you want some certainty that 
you can cover your claims going forward.

“There is so much focus on cyberrisk right now and 
so much brain power being put into understanding 
and modeling it, that I’m actually quite positive that in 
the short term we will develop better models to better 
price this risk.” BR

“There’s 
somewhat of a 
gold rush going 
on by tech 
firms—startups 
and established 
ones—to try to 
help insurers 
price risk more 
accurately.”

Ben Beeson
Lockton
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