
Building Protection Precautions in 
Areas at Risk for Civil Unrest
General precautions and building interiors

 � Establish direct communication links with public authorities to monitor property threat levels.

 � Check that all building protection systems (fire sprinkler systems, water tanks and fire pumps, fire alarms and 
other building intrusion alarm systems) are in service on a daily basis for the duration of the unrest period.

 � Confirm all interior sprinkler and fire protection water supply control valves are locked in the open position 
with case-hardened shackle locks and chains. Provide keys to building and security staff.

 � Secure all hazardous or flammable liquids, such as machine lubricants and gasoline for landscaping and snow 
removal equipment, that could be used as an accelerant.

 � Secure, if possible, items that would be attractive to looters and increase the chances of loss of contents and 
building damage.

 � Add additional vandal-resistant exterior and interior lighting where needed to assure all at-risk areas are well-
lit. This could include glare projection lighting that makes it difficult for intruders to see into the area.

 � Consider adding a video surveillance system to monitor building activities (interior and exterior) and to allow 
for immediate emergency response actions and potentially enhance apprehension and prosecution of building 
intruders. 

 � Update building emergency response plans with specific steps to take before, during and after a civil 
commotion incident based on building specific occupancies:

 � Update emergency response team members to account for personnel changes due to COVID-19.

 � Reconfirm emergency call lists with public authorities (police, fire, etc.) to assure timely notification of area-
wide emergency notification broadcasts or location-specific incident reports.

 � Reconfirm written agreements with contractors on standby for building repairs.

 � Update/reconfirm with local site management property claims reporting procedures.
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Building exteriors
 � Secure all perimeter entrances by confirming all locking and other theft prevention devices are in full working 
order.

 � Remove all exterior equipment, trash receptacles, yard storage, tractor trailers and other objects that could be 
subject to or used to cause building damage.

 � Trim landscaping to minimize areas hidden from street view that could enable building damage.

 � Remove all signs of building occupants or tenant listings to minimize attritive nuisance or political targeting.

 � Board up all windows, doors and other potential access points.

 � Install perimeter fencing where possible using narrow chain link or other “person proof” fencing at least 7 
feet high (or as high as local authorities allow, including possible use of barbed or razor wire) that prevents 
climbing by potential intruders.

 � Secure all exterior fire protection system control valves with case-hardened shackle locks and chains. Provide 
keys to building and security staff.

Post incident
In the event the building has been damaged (including by fire):

 � Re-secure the structure as soon as it is safe to do so.

 � Restore all fire protection equipment to full service as soon as possible.

 � Conduct a review of the incident and revise building defense and emergency response plans, where needed
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