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Dear Mr. Haselman: 

Gartner is pleased to submit this Technical Proposal to the State of Minnesota and NASPO ValuePoint 

for IT Research and Advisory Services. Gartner is capable of meeting all the project objectives and 

meeting or exceeding all the evaluation criteria, and we believe we are uniquely qualified to support this 

critical initiative. Gartner understands the importance of this effort of providing expert IT insights for all 

participating States participating in this NASPO ValuePoint agreement. Our unrivaled depth and breadth 

of IT insights, technically superior analysts and unmatched Government context will provide the best 

value to the State and the contract’s participating program users. 

Table 1. Section 3.A — Vendor Contact Information 

State’s Need Gartner Information 

Contractor’s/Individual’s Full Legal Name: Gartner, Inc. 

Business Address: 56 Top Gallant Road, Stamford, CT 06902 

Contact Person’s Name Ishele Graves 

Telephone Number: +1 512 364 9120 

Fax Number: +1 312 526 0266 

Email Address: Ishele.graves@gartner.com 

Dunn and Bradstreet (D&B) Number and Credit Rating D&B #: 09-722-0180; D&B rating: 5A4 

Contractor’s Website: www.gartner.com 

 

We have organized our response according to the submittal requirements of the State’s RFP: 

◼ Section 1.0 — Mandatory Requirements 

◼ Section 2.0 — Gartner History Qualifications/Experience 

◼ Section 3.0 — Gartner Compliance with the State’s Narrative Questions 

◼ Section 4.0 — Acceptance of Contract Conditions 

◼ Section 5.0 — Other Forms 

Gartner acknowledges receipt of Addendums 1 through 3.Our offer is valid for 60 days from the 

submission\date of this Technical Proposal. 

mailto:Ishele.graves@gartner.com
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Please contact me at +1 512 364 9120 or via email at ishele.graves@gartner.com if you have any 

questions regarding this Technical Proposal. Thank you for this opportunity. We look forward to assisting 

the State with this key initiative. 

Sincerely, 

Ishele Graves 

Regional VP Sales 

 

cc: Mark Struckman, GVP, Sales, Gartner 
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Executive Summary 

The State of Minnesota and NASPO ValuePoint (State) are in collaboration to obtain expert IT research 

and advisory services as part of NASPO ValuePoint’s Cooperative Purchasing Program. As the objective 

of the State’s RFP is to obtain the best value for numerous state and local governments intending to 

acquire IT research and advisory support, the State will benefit from awarding the resulting contract to 

providers that are capable of meeting and exceeding the State’s requirements. With multiple potential 

state and local government organizations utilizing this contract, the State and NASPO ValuePoint cannot 

risk awarding to providers meeting only the minimum requirements set forth, as this promotes access to 

inexperienced and biased IT insights. The wide reaches of these organizations make it paramount to 

partner with those providers who have proven experience in providing comprehensive coverage of today 

and tomorrow’s IT initiatives, providing access to analysts with deep technical expertise and in the ability 

to service the distinct needs of the public sector.  

Gartner, the world’s leading provider of IT research and advisory services, has been delivering expert, 

independent and contextualized insights to the world’s leading organizations since 1969. In 2018 and 

2019 alone, the Minnesota IT Services (MNIT), the state of Utah, the county of Ventura, the city of San 

Francisco, the state of Maryland and many more State and Local government organizations have 

partnered with Gartner for their IT research and advisory needs. Over the course of our proposal response, 

we will demonstrate why Gartner is the only IT research and advisory firm capable of meeting and 

exceeding all of the State and NASPO ValuePoint’s requirements, through the following factors:  

◼ Unrivaled Depth and Breadth — Gartner maintains the world’s largest repository of IT 

research documents, containing over 140,000+. In the past 12 months, our 2,000+ analysts have 

published over 9,500 new documents — more than seven times the amount published by our 

closest competitor in the same time frame. The 1,372 unique topics covered by Gartner include 

strategic planning, cost optimization, comprehensive software license pricing models, emerging 

trends in the Public and Private sector, risk mitigation, program interruption and contract reviews. 

Additionally, only Gartner will provide industry-unique in-depth technical research, tailored 

for IT Professionals and front-line IT Staff. This research goes beyond IT market research and 

IT strategy, to the level of step-by-step “how to” guidance for IT practitioners, engineers, 

architects and developers — providing IT architectural decision-support tools and guidance 

frameworks. Only Gartner will provide the State with a comprehensive set of resources for all of 

its IT and Business insight needs. 

◼ Technically Superior Analysts — Our research, the foundation of our services, is conducted, 

analyzed, verified and published 100% independently, by our dedicated team of 2,000+ analysts. 

Gartner’s industry-leading analysts bring deep subject matter expertise, and many are former IT 

leaders or CIOs. Sixty percent of our analysts have more than 20 years of industry 

experience, and 50% have postgraduate degrees. Unlike our competitors, who typically utilize 

generalists rather than true industry or field specialists, each of our analysts are dedicated to 

various technical and industry-specific teams, who dedicate their research and advisory support to 

clearly defined focus areas. Only Gartner has a dedicated team of government analysts who create 

government-focused research on the most critical public sector topics. Gartner has 15 

government-focused analysts who bring specific experience working with many 

department-level public sector agencies; one is a former U.S. Federal CIO. Our Government 

analysts have an average of 26 years of experience as public-sector IT executives, having led 

critical and wide-reaching initiatives and programs. 

◼ Unmatched Government Context — Gartner is the only unique IT research and advisory firm 

with true focused agendas and analysts supporting public sector verticals. From our analysts to 
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our research to our delivery, we bring a depth in the government landscape that cannot be 

matched. With clients in over 500 North American State and Local organizations — including the 

Minnesota Department of IT — only Gartner has the depth and experience required to 

consistently provide government-tailored insights needed for the State’s unique needs. We 

contextualize Gartner research and specifically help our Government clients reduce cost, operate 

more effectively, mitigate risks and improve business outcomes. Our dedicated Government 

Service Delivery Team and Government Research practice enables an unrivaled level of insight 

into government research and resources on the most critical public sector topics. 

1.0 Mandatory Requirements 

Requirement 1.1. An online database containing research articles (of at least 1,000 articles published 

within the last five (5) years.  

Meets and Exceeds. Gartner publishes an average of 5,000 research documents each year, with over 

35,200 research documents published within the last five (5) years. Our collective online database 

contains 145,000+ research documents, covering over 1,370 IT topics. No other IT research and 

advisory provider can deliver the amount of research articles on a consistent, annual basis. 

Requirement 1.2. Over-the-phone consultation with experts; and 

Meets and Exceeds. Gartner provides all advisory-level license holders with access to over 2,000 

analysts and subject matter experts (SMEs) for unlimited over-the-phone consultations on 1,372 IT and 

business related topics. With a 7:1 Client-to-Analyst ratio, no other IT research and advisory 

provider can deliver equivalent experts to cover all of the intended participants of this contract. 

Requirement 1.3. In-person consultation with experts. 

Meets and Exceeds. In addition to over-the-phone consultations, Gartner also provides intimate, in-

person consultations with our 2,000+ analysts and SMEs through multiple platforms. From on-site analyst 

briefings to executive-level, hands-on support, to analyst-driven workshops, to exclusive IT events and 

more, no other IT research and advisory provider can deliver the same level of in-person 

consultation opportunities. 

2.0 Gartner History Qualifications/Experience 

2.1 Company History 

Provide a narrative of your company background and history including pertinent information about your 

focus, expertise, customer base, and any related information. Describe in detail the size and structure of 

your company, including an organizational chart that identifies full-time employees.  

Meets Requirement. Founded in 1969, Gartner currently serves 15,600+ distinct organizations across 

public and private industries in 100+ countries worldwide — including 73% of the Global 500. We 

provide expert research and advisory services to C-level and senior IT-business executives in the 

following key markets/industries: 

◼ IT End-User Professionals — CIOs, CTOs, CFOs, senior IT executives and their 

teams/associates 

◼ High-Tech and Telecom Professionals — executives, product leaders and marketing/sales 

professionals in high-tech and telecom companies, and their teams/associates 
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◼ Investment Professionals — buy-side investment professionals, including those in public equity, 

venture capital, private equity and investment banking 

◼ Supply Chain Professionals — heads of supply chain, senior supply chain executives and 

functional teams 

◼ Marketing Professionals — the spectrum of marketers, from C-level executives and senior 

leaders to tactical teams and specialists 

Figure 1. Gartner’s Global Reach 

 

The following Figure 2 shows the Gartner executive management team, who oversee our full-time 

employees. 

Figure 2. Gartner Executive Corporate Structure 
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2.2 Related Project Experience 

Describe in detail your company’s prior experience in providing services similar in size and scope to the 

Information Technology Research and Advisory Services required by this RFP. Also provide examples of 

similar projects performed, including a summary of the project, the personnel assigned to each project, 

and their corresponding roles. 

Meets Requirement. Similar to the needs of the State of Minnesota and the correspondents of NASPO 

ValuePoint, Gartner has built long standing relationships with multiple public-sector organizations 

including, the Minnesota IT Services (MNIT), the states of Utah, Virginia and Maryland. This is in 

addition to existing contracts for IT research and advisory services provided for the states of Georgia, 

North Carolina, Wisconsin, Kansas, and Ohio. Please note, we have not included personnel assigned to 

each project because these are examples of IT research and advisory services clients, so there were not 

key personnel assigned. Individual seat holders have access to the research and analysts aligned to their 

service level. 

Table 2. Example #1 of Gartner’s Related Project Experience 

Required Details Client Information 

Client Name State of Georgia (Georgia Technology Authority) 

Services Provided Gartner’s dedicated service delivery team, led by the Account Executive provided the 

State of Georgia with expert IT research and advisory services. The State accessed 

hundreds of research documents and conducted multiple analyst inquiries, executive 

interactions and analyst onsite discussions. Through these interactions, Gartner 

provided advice and insight on initiatives including Information Security 

Management Programs, Building and Sustaining Dependable Infrastructure, 

Transitioning to Digital Government, Delivering Effective Identity and Access 

Management Capabilities and Endpoint and Mobile Security.  

 

Table 3. Example #2 of Gartner’s Related Project Experience 

Required Details Client Information 

Client Name State of North Carolina (NC Office of Information Technology Services) 

Services Provided Gartner’s dedicated service delivery team, led by the Account Executive provided the 

State of North Carolina with expert IT research and advisory services. The State 

accessed hundreds of research documents and conducted multiple analyst inquiries, 

executive interactions, document reviews and analyst onsite discussions. Through 

these interactions, Gartner provided advice and insight on initiatives including Cloud 

Computing, Delivering Effective Identity and Access Management Capabilities, 

Application Development Strategies for Digital Business, Digital Workplace Program 

and Negotiating Software and Cloud Contracts.  

 

Table 4. Example #3 of Gartner’s Related Project Experience 

Required Details Client Information 

Client Name State of Wisconsin (Division of Enterprise Technology) 

Services Provided Gartner’s dedicated service delivery team, led by the Account Executive provided the 

State of Wisconsin with expert IT research and advisory services. The State accessed 

hundreds of research documents; conducted multiple analyst inquiries, executive 

interactions, document reviews and analyst onsite discussions; and leveraged 
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Required Details Client Information 

consulting engagements. Through these interactions, Gartner provided advice and 

insight on initiatives including Cloud Computing, Application Development 

Strategies for Digital Business, Building and Sustaining Dependable Infrastructure, 

Negotiating Software and Cloud Contracts and Digital Workplace Program.  

 

Table 5. Example #4 of Gartner’s Related Project Experience 

Required Details Client Information 

Client Name State of Kansas 

Services Provided Gartner’s dedicated service delivery team, led by the Account Executive provided the 

State of Kansas with expert IT research and advisory services. The State accessed 

hundreds of research documents and conducted multiple analyst inquiries, executive 

interactions, contract and document reviews. Through these interactions, Gartner 

provided advice and insight on initiatives including Application Development 

Strategies for Digital Business, Information Security Management Program, Building 

and Sustaining Dependable Infrastructure, Cloud Computing and Data Management 

Strategies.  

 

Table 6. Example #5 of Gartner’s Related Project Experience 

Required Details Client Information 

Client Name State of Ohio 

Services Provided Gartner’s dedicated service delivery team, led by the Account Executive provided the 

State of Ohio with expert IT research and advisory services. The State accessed 

hundreds of research documents and conducted multiple analyst inquiries, executive 

interactions and document reviews. Through these interactions, Gartner provided 

advice and insight on initiatives including Cloud Computing, Analytics and BI 

Strategies, Mobile, Endpoint and Wearable Computing Strategies, Modernizing 

Application Architecture and Infrastructure and Transitioning to Digital Government.  

 

2.3 Capabilities and Qualifications 

Describe in detail the personnel and resources you propose to allocate, if awarded a contract, to meet the 

requirements of the Information Technology Research and Advisory services, including the qualifications 

of the personnel, their proposed roles, and their previous project experience. 

Meets and Exceeds. Gartner’s dedicated Service Delivery teams, led by the Account Executive, will 

work proactively with the State to ensure the service levels of the IT research and advisory services are 

met and exceeded. Periodic updates assess the value derived from Gartner resources, and identify and 

enforce areas of improvement within both the service delivery as well as the ROI gained from our 

resources. In addition to the 15,000 Gartner associates currently employed worldwide, our Human 

Resources Department works to ensure that we attract and retain the industry’s top talent to deliver results 

for our clients, while also following fair, equitable and uniform procedures in our global recruiting 

activities. We actively embrace and encourage qualified applicants of all backgrounds to join us, without 

regard to race, national origin, gender, age, religion, disability, sexual orientation, veteran status or 

marital status. 
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Gartner’s Analysts are unmatched in experience. Our 2,000+ analysts are the most senior, qualified 

evaluators in the industry; 

◼ Our analysts have an average of 15 years of experience at the time of hire. 

◼ 60% of our analysts have more than 20 years of industry experience. 

◼ 50% of our analysts have a postgraduate degree. 

Our Global Recruitment Policy applies to all associates of Gartner, Inc., regardless of employment status 

and includes these guiding principles: 

◼ All employment selection undertaken by Gartner will be based on the ‘merit principle’. This 

means that equal skills and equal qualifications result in an equal chance of selection, training and 

of progress (and, therefore, equal access to benefits and opportunities). 

◼ Gartner and our associates comply with the Company’s policies and applicable law with regard to 

equal employment opportunity and non-discrimination. 

◼ We ensure that decisions on employment further the principles of equal employment opportunity. 

◼ Recruitment is based on the applicant’s ability to succeed in the role and ongoing potential for 

progression and achievement. 

◼ All applicants are treated in a professional and ethical manner throughout the recruitment process. 

In addition to this global policy, Gartner will fulfill all legal and social obligations in accordance with 

applicable state and federal laws and regulations. 

2.4 Methodology 

Describe your firm’s research methodology and how your firm maintains an independent and unbiased 

approach to research. 

Meets and Exceeds. It’s no longer about how much information you have — it’s about having the right 

insight. That’s why Gartner invests in research processes and proprietary methodologies to cut through 

information overload, decipher multiple viewpoints and develop insights that allow our clients to perceive 

their business landscape more clearly. They get the information they need, in the context necessary to 

make both large-scale and everyday decisions with confidence. Gartner Research delivers value through a 

research process and set of methodologies built on principles and standards we consider non-negotiable. 

Gartner Research is: 

◼ Rigorous. We are scrupulous in ensuring that the research practices we follow deliver insights 

that are relevant, appropriate and practical for our clients’ business. 

◼ Systematic. Our process and methodologies follow a consistent, logical and considered sequence. 

We don’t take shortcuts; we develop solutions that work. 

◼ Valid. Our opinions are grounded in a solid base of facts verified by our own experienced 

analysts and others in business and academia. 

◼ Empirical. Our conclusions are based on the hard evidence we collect — through our analysts 

and market surveys — from the real-world experiences of clients in 15,600+ distinct 

organizations worldwide. 

◼ Independent and objective. Our process, methodologies and policies are designed to ensure that 

no one’s personal agenda drives the results. We are not obligated to any external agenda or 

influenced by any third party. 
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◼ Reviewed and evaluated by peers. All of our written research and presentations are peer-

reviewed to inject the most current thinking about recent events and their potential impact. 

Gartner Research Process and Methodology 

The Gartner research process is driven by an agenda that draws input from a variety of market and client 

sources. It is designed to accommodate change while considering topics that may not always be 

intuitively obvious or mainstream. Agenda managers recommend areas of inquiry that may be bigger or 

different than the trends we’re seeing. Gartner research analysts: 

◼ Communicate more than just observations and findings — through knowledge, insight and 

teamwork that help them report what the research means 

◼ Apply both quantitative and qualitative methods with rigorous methodologies driven by 

principles that have been tested and proven to deliver reliable advice 

◼ Continually fine-tune methods and tools with the most current learnings that are free from bias or 

personal interest in any predetermined outcome 

Examples of how several of our proven methodologies help our clients include: 

◼ Gartner Hype Cycles help clients separate the hype of emerging technologies from commercial 

viability. 

◼ Gartner Magic Quadrants help clients understand the players in the major IT markets. 

◼ Gartner MarketScopes help clients analyze the impact of mature and emerging markets on IT 

strategies. 

◼ Gartner Vendor Ratings help clients evaluate more than just the functionality of commercial 

offerings. 

◼ Gartner Market Forecasts and Market Share Analysis help clients monitor how markets are 

growing, maturing or declining. 

With 2,000+ analysts worldwide, we are able to study every aspect of technology, from silicon to services 

to management. Our size and scope combined with our rigorous research processes make us the global 

leader in technology-related research and advice. No other research or consulting firm can offer insight 

that is as accurate, impartial, objective and trust-worthy. 

The five-step Gartner research process turns complex information into actionable advice: 

1. Refining scenarios: What revolutions or major discontinuities in IT will take place over the next 

five to 10 years? What kind of impact will they have on current and future processes and 

investments? Questions like these drive our research objectives. And because we’re independent 

and not tied to any predetermined outcome, we set objectives that explore tough situations or 

outcomes that people may not want to hear. Research objectives are updated as the industry 

evolves through technology advances, industry consolidation and changing business models. 

2. Conducting comprehensive surveys: Once an objective is set, analysts gather information 

through formal and informal surveys of IT users, technology providers and investors, business 

professionals, academicians and other researchers. For example, analysts survey technology 

users’ investment and budget plans, and consult financial reports and government macroeconomic 

studies. Ideas are then brainstormed within Gartner research communities. 

3. Analyzing the emergence of patterns: Often the events that are flashy or cause the biggest 

reactions get disproportionate attention from technology providers or the media. Or they drive 
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conclusions that are based on a short-term event that doesn’t have staying power. Our analysts 

aren’t distracted by blips on the radar, no matter how large they are, without doing additional 

homework. By analyzing lots of data from lots of sources, Gartner can begin to see valid patterns 

emerging within markets. Assumptions are modified, new revelations are sparked, and scenarios 

are updated. 

4. Creating the Stalking Horse: After analyzing data, information and opinions, analysts ask the 

question: “What position should Gartner take?” But the information gathering doesn’t end here; 

it’s really just begun. A “stalking horse” is a position released into the analyst community to be 

examined from divergent viewpoints, adjusted, tested and adjusted again, until it appears to be the 

strongest conclusion to offer clients. In creating a stalking horse, we initiate challenges, 

questions, more debate and achieve greater understanding. 

5. Validation: The final step validates our findings against multiple sources (both internal and 

external). We do a final search for input from all available channels. This is coupled with intense 

internal debate over our conclusions. Consensus on the position is reached, or the position is 

discarded. Updating our research process is an ongoing process because our research architecture 

demands it. Validation restarts the process to ensure that we keep pace with the rapid rate of 

change in the business and IT environments. 

3.0 Gartner Compliance with the State’s Narrative Questions 

3.1 Online Research 

Requirement 3.1.1. Describe the IT Research and Advisory service models that your company offers. 

Meets and Exceeds. As the technological landscape continues to evolve, so do the diverse set of roles 

within the IT and Business organizations. Through a dedicated service delivery plan, Gartner will work 

diligently to provide targeted, tiered membership options for every level of the State’s organization. These 

subscriptions range from self-service research and analyst access, to proactive, customized support 

provided through an experienced “Partner” who works with the user on achievement of previously 

identified goals. Our seasoned Analysts and “Partners”, through their own experience and knowledge, are 

able to relate to challenges and synthesize not only Gartner data, but also the particular government 

environment surrounding the State. By contextualizing Gartner research for the public sector, we enable 

our government clients to reduce cost, operate more effectively, mitigate risks and improve overall 

business outcomes. For detailed descriptions of all of the Gartner services available for this contract, 

please reference Appendix A — Gartner’s Products and Services.  

Requirement 3.1.2. Does your solution provide vendor-independent research and analysis? Explain. 

Meets and Exceeds. Gartner is the only IT research and advisory provider capable of delivering true, 

vendor-independent research and analysis. Access to our commercially available online research 

database illuminates intelligent solutions for adopting and implementing technology in order to unlock 

value across the organization. The Gartner industry-leading and technically superior Research Database 

serves as the basis for all Gartner services, and is unparalleled by any competitor: 

◼ Sheer volume, breadth and depth of our available research that is continually refreshed to 

constantly reflect current technology and business trends. 

◼ Globally recognized proprietary methodologies and 100% original research that bring value and 

actualized benefits unavailable from any competitor. 
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◼ Team of analysts, advisors, researchers and quantitative analysts with the experience and 

knowledge to provide you with truly insightful, strategic guidance on your most critical priorities. 

◼ Rigorous intelligence combined with a deeply collaborative approach to understand your business 

and your role within it. 

Gartner’s compilation of research is technically superior because of its unmatched originality: 

◼ Unlike our competitors, Gartner Research is 100% original — it is created by our own dedicated 

team of Research analysts, does not include any syndicated or third-party research, and provides a 

compilation of research and value not available elsewhere. 

◼ Gartner brings a unique perspective — Gartner insights are drawn from a fact base including our 

300,000 annual one-to-one client interactions, 21,000+ annual vendor briefings, and support of 

clients across 15,600+ distinct organizations in 100+ countries. 

◼ Our Research agenda is maintained through a rigorous update process to ensure it stays current 

and aligned with our clients’ most key initiatives. All research is archived after 18 months unless 

it is determined to still be relevant and current. 

◼ Gartner’s proprietary methodologies (described on the following pages) cut through the 

information overload to help clients arrive at the insights they need to chart the right course 

forward.  

◼ Gartner also brings the world’s largest database of IT key metrics data, with more than 2,000 IT 

metrics published annually by way of 90 Gartner IT Key Metrics research documents. Use of 

these metrics helps our clients enable improved budget and investment decisions with regard to 

the changing environments of business and IT. 

Table 7. Gartner Proprietary Methodologies 

Gartner Methodology How These Methodologies Add Value 

Gartner ITScores 

 

Gartner ITScores are holistic sets of interactive maturity assessments designed to 

help CIOs and IT leaders evaluate the maturity of both the IT organization as a 

provider of IT services, and the enterprise as a consumer of information 

technology. Unlike other IT maturity assessments, Gartner ITScore measures an 

organization’s capabilities within the context of enterprise culture, behaviors and 

capacity for leadership — factors that dramatically impact IT’s effectiveness and 

its ability to contribute real business value. 

Hype Cycles 

 

Gartner Hype Cycles, such as the Hype Cycle for Cloud Security, provide a 

customizable, graphic representation of the maturity and adoption of technologies 

and applications, and how they are potentially relevant to solving real business 

problems and exploiting new opportunities. Hype Cycles will help the State to: 

◼ Separate hype from the real drivers of a technology’s commercial promise 

◼ Reduce the risk of their technology investment decisions 

◼ Compare their understanding of a technology’s business value with the 

objectivity of experienced IT analysts 

Magic Quadrants Gartner Magic Quadrants are a culmination of research in a specific market, fully 

customizable for the State that give a wide-angle view of the relative positions of 

the market’s competitors. By applying a graphical treatment and a uniform set of 

evaluation criteria, Gartner Magic Quadrants quickly help clients digest how well 

technology providers are executing against their stated vision. Magic Quadrants 

will help the State to: 
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Gartner Methodology How These Methodologies Add Value 

 

◼ Get quickly educated about a market’s competing technology providers and 

their ability to deliver on what end users require today and in the future 

◼ Understand how a market’s technology providers are competitively positioned 

and the strategies they are using to compete for end-user business 

◼ Compare a technology provider’s strengths and challenges with their specific 

needs 

IT Market Clocks 

 

Gartner IT Market Clocks are decision frameworks that provide a full life cycle 

view of technology assets — whether capabilities, products or services. They help 

clients better evaluate technology assets, so they can prioritize IT investments and 

build technology roadmaps that support business plans. Gartner IT Market Clocks 

will enable the State to: 

◼ Gain a full life cycle view of your technology assets. 

◼ Evaluate and prioritize your IT investments. Build technology roadmaps that 

support business plans. 

Vendor Ratings 

 

Clients use this well-defined methodology to rate IT technology providers — 

large, small, public or private. Gartner Vendor Ratings assess all the different 

aspects of a technology provider, such as its strategy, organization, products, 

technology, marketing, financials and support, to enable the State to: 

◼ Manage provider portfolio risks while keeping an eye on up-and-coming 

players and alternate providers 

◼ Understand how providers’ products and services stack up and how they are 

positioned for long-term survival 

◼ Support key purchase, investment and renewal decisions 

Critical Capabilities 

 

Gartner Critical Capabilities completes the State’s view of the market with deeper 

insight into vendors’ product or service offerings and how these rate against 

common client-usage scenarios. This essential companion to the Gartner Magic 

Quadrant enables the State to: 

◼ Map provider strengths and challenges against specific business requirements 

◼ Narrow down and focus on the product and service criteria most important to 

you 

◼ Create your own experience with customized use cases based on your unique 

needs and requirements 

◼ Easily integrate information into your workflow and decision-making process, 

saving you time 

 

Requirement 3.1.3. Does your company receive any income for the advertisement, sponsorship, or the 

endorsement of technology products and services from IT suppliers and manufacturers? If yes, explain. 

Meets and Exceeds. Unlike our competitors (evidenced in Figure 3 below), Gartner Research is 100% 

original — it is created by our own dedicated team of Research analysts, does not include any syndicated 

or third-party research, and provides a compilation of research and value not available elsewhere. We 

never receive any income for the advertisement, sponsorship or the endorsement of technology products 

and services from IT suppliers and manufacturers. This causes an inherent conflict of interest, risking the 

objectivity of the research and insights provided. Instead, Gartner always brings a unique perspective — 

our insights are drawn from a fact base including our 300,000 annual one-to-one client interactions, 

21,000+ annual vendor briefings, and decades of real-world experience. 
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Figure 3. Unlike our competitors, we never publish any “sponsored” or paid, biased research 

 

Requirement 3.1.4. Explain how your company maintains objectivity. 

Meets and Exceeds. Client trust in Gartner’s rigorous standards to safeguard independence and 

objectivity is the basis of our business. As the world’s foremost authority where business meets 

technology, we provide insight based on the facts as our analysts see them, without unfair or undue 

influence. Gartner is the only research organization of its kind equipped with an ombudsman’s office 

designed to protect independence, objectivity and accuracy. This office is organizationally independent 

from the Gartner Research, Sales, Consulting and Events business units, to help ensure an unbiased 

evaluation of any claims or concerns. This commitment to ethics is one of the ways we establish trust 

across the entire community of technology users, providers and investors. 

The Gartner Office of the Ombudsman is responsible for: 

◼ Building on Gartner’s market-leading position for integrity, editorial independence and 

objectivity by being responsive to end-user and technology provider client and non-client issues, 

as well as internal compliance issues 

◼ Evaluating Gartner deliverables for balance and objectivity, as well as adherence to 

methodologies and standards 

◼ Actively soliciting commentary about Gartner objectivity directly from clients, non-clients and 

internal associates, documenting our responses, and recommending process and policy 

improvements where applicable 

◼ Delivering greater visibility into Gartner research processes and methodologies, resulting in 

increased understanding and confidence 

Requirement 3.1.5. Provide a list of topics covered by your published research. For each topic, provide 

the number of articles published within the last 5 years and identify the types of documents (research 

document, templates, toolkit, etc.) available. 
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Meets and Exceeds. Gartner publishes an average of 5,000 research documents each year, with over 

35,200 research documents published within the last five (5) years. Our collective online database 

consists of 145,000+ research documents, covering over 1,370 IT topics. Our unique templates and 

toolkits will provide contextualized insights into IT policies and plans including security, data 

classification, DR, BCP, Strategic plans and more.  

Across all functions, in every industry and enterprise size, Gartner helps illuminate intelligent solutions 

for adopting and implementing technology to unlock value across the State organization. To help you 

save time and empower your team to effectively upgrade processes, we provide practical toolkits and 

guides. These best-practice templates and step-by-step work plans address common challenges across 

functions. Gartner toolkits provide clients with pragmatic advice and decision-making tools they can 

readily adapt and apply to their daily activities. A toolkit includes at least one customizable tool in an 

adaptable format that can be used to get a job done better, faster and more easily. Gartner offers a vast 

selection of tools that leaders can use to: 

◼ Save time: Flatten learning curves quickly; edit rather than create 

◼ Save money: Avoid wasted labor and costly missteps 

◼ Mitigate risk: Avoid common pitfalls and actively manage risk 

◼ Improve quality: Master the drivers of performance and constant improvement 

Toolkits include sample RFPs, cost models, policies and other practical documents that can be adapted for 

clients’ use. The table below illustrates the wide array of tools available. 

Table 8. Gartner offers a variety of toolkits to meet the needs of IT leaders  

Type of Toolkit Samples 

Templates and Samples ◼ RFI/RFP/RFT templates 

◼ Sample plans, budgets, business cases and communications 

◼ Sample policies, requirements, metrics and agreements 

◼ Sample organizational structures and job descriptions 

◼ Sample forms, questionnaires and checklists 

Assessment Tools ◼ Interactive diagnostic tools 

◼ Readiness, maturity, risk and skills assessments 

◼ Audits and scorecards 

Decision Support Tools ◼ Vendor, product and service selection tools 

◼ Decision-oriented tools and calculators (e.g., buy vs. lease, insource vs. 

outsource, upgrade vs. replace) 

 

Table 9 below demonstrates our unparalleled depth and breadth within the last 5 years, into each of the IT 

topics outlined by the State and NASPO. 
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Table 9. Gartner’s research within the last 5 years  

IT Topic 

# of research 

docs within 

the last 5 

years 

# of tools & 

templates 

within the 

last 5 years 

# of best 

practices & 

case studies 

within the last 

5 years 

Planning and establishing IT policies, procedures, and best 

practices 

6,846 261 1,591 

Establishing and implementing IT governance 1,049 44 263 

Review of new and emerging Information Technologies 1,888 101 216 

Assistance with acquisition decisions for IT hardware and 

software 

2,435 105 444 

Software licensing and Asset Management 4,064 148 796 

Data analytics, data management, and business intelligence 11,252 512 2,460 

Information security 2,782 170 617 

Strategic planning and Enterprise Architecture 6,691 463 1,238 

Evaluations of industry issues, products, and major trends in 

the marketplace 

9,058 636 2,130 

IT Benchmarking 5,494 309 1,118 

Digital transformation and Digital Government Services 4,399 94 869 

IT talent, recruiting, and retention 7,376 425 1,719 

TelCom, IP telephony, and call center solutions 6,226 136 922 

Disaster recovery and business continuity 4,245 140 956 

Cloud computing 16,777 385 3,444 

Mobile device strategy and management 13,782 262 2,484 

Emergency response and radio communications 1,460 14 176 

Enterprise CRM 5,679 150 1159 

 

Requirement 3.1.6. Does your solution include government specific research on IT issues including 

government policy setting, best practices, and technology selection recommendations? If yes, please 

describe. 

Meets and Exceeds. No other IT research and advisory firm is capable of matching the level of 

government-specific research on IT issues including government policy setting, best practices, and 

technology selection recommendations. Our IT research database holds over 31,500 government-specific 

research documents, including 1,700+ published in the last 12 months alone. These documents 

include white papers, toolkits, best practices, templates, case studies, technology selection 

recommendations for the public sector and more. As with the rest of our research, the foundation of our 

expert, independent insight is built on the expertise of our dedicated teams of analysts. Gartner’s 

Government research team consists of 15 dedicated Government analysts who provide synthesized 

insights for visionary, strategic, practical and technical execution to deliver an unmatched level of 

expertise, compounded by their average 26 years of experience in the IT industry. Also contributing to 

our Government-specific research, are an additional 178 analysts who also provide insights relevant for 

IT issues within the public sector.  
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With clients in over 2,000+ global public sector organizations and 500 North American State and Local 

government organizations, only Gartner has the depth and experience required to consistently provide 

government-tailored insights needed for the State’s unique needs. We contextualize Gartner research and 

specifically help our Government clients reduce cost, operate more effectively, mitigate risks and improve 

business outcomes. Our dedicated Government Service Delivery Team and Government research practice 

enables an unrivaled level of insight into government research and resources on the most critical public 

sector topics. 

Requirement 3.1.7. Provide three (3) sample research articles that demonstrate the depth and quality of 

research. 

Meets and Exceeds. To demonstrate Gartner’s unmatched depth and breadth of research, we have 

provided three distinct research articles, tailored for government-specific insights, in the Appendix. Our 

three unique articles include CIO-focused strategic insights, peer-practitioner best practice case studies, 

and in-depth, technical research designed for IT professionals and architects. 

◼ “The 2020 CIO Agenda: Winning in the Turns” — CIO-focused strategic insights 

◼ “Performance Measurement for Data and Analytics Leaders Tool (Utah GOMB)” — Peer-

practitioner best practice case studies 

◼ “How to Successfully Design and Implement a Data-Centric Security Architecture” — In-depth, 

“how-to” technical research designed for IT professionals and architects. 

Please reference Appendix B — Sample Research Articles for the above-mentioned sample research 

articles. 

Requirement 3.1.8. Describe how information received from your clients is protected. 

Meets and Exceeds. Clients entrust Gartner with confidential information to help them make information 

technology decisions. The Gartner Code of Conduct and other corporate policies make clear that it is 

every associate’s responsibility to safeguard both Gartner’s and our clients’ confidential information. 

In addition, prior to commencing employment at Gartner, all employees are required to sign a document 

called “Agreement Regarding Certain Conditions of Employment” that among other things requires them 

to maintain the confidentiality of all non-public information of both Gartner and our clients. 

Gartner also takes steps to maintain the physical and cyber security of our information systems and 

premises. All systems containing confidential information of Gartner and our clients are password 

protected, and access to databases is limited to those employees who have a legitimate, business-related 

need for access. In addition, all personnel are required to use a security badge with a photo ID to enter any 

of our buildings. 

Requirement 3.1.9. Are you willing to sign a Non-disclosure agreement when performing research for an 

upcoming solicitation? 

Meets Requirement. Gartner is amenable to executing a nondisclosure agreement and/or adding 

language addressing confidentiality in any order for the provision of Research Services to a Client. 

Requirement 3.1.10. Describe the process your company uses to identify and prioritize new research 

topics. 

Meets and Exceeds. The Gartner business model, which positions us at the heart of technology users, 

providers and investors, engages all our constituents in the agenda-setting process: 
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◼ 300,000 annual one-to-one interactions with clients in 15,600+ distinct organizations, as well as 

23,000 annual Vendor Briefings, expose trends and highlight new issues. Search statistics and 

Web page views on the 140,000+ documents on gartner.com further inform our agenda. 

◼ Focus group and survey results help us refine the agenda, such as the responses to our annual CIO 

Agenda Survey from 3,102 CIOs from 89 countries in every major industry sector and level of 

government. Personal interactions at events provide additional insight, which feeds into our 

quarterly review and recalibration processes. 

◼ User councils and advisory boards, designed to gather critical feedback about our ongoing 

research, meet regularly with representatives of all our constituent groups worldwide. 

We ensure that all senior experts within Gartner provide input on our research agenda. Associates from 

other Gartner business units, such as Executive Partners and Client Managers from Executive Programs, 

contribute insight into the client implementation strategies they see occurring in the field. Gartner product 

managers share the market analysis they conduct to support the development of new research offerings. 

Gartner sales executives share the challenges their clients are facing. 

We also track trends and gather ideas from secondary research and multiple sources throughout industry 

and academia. While all of the above sources drive our agenda decisions, there are instances when formal 

agenda managers recommend that we explore a picture that is larger or more significant than what is 

revealed from our standard data collection process. 

Moreover, the agenda process is designed for change. For example, analysts constantly test their models, 

resulting in new ideas or ways of looking at things. Unforeseen market events, management 

announcements from key users or providers, or merger and acquisition activities can also trigger 

adjustments to the agenda. 

Requirement 3.1.11. Describe the quality review and assurance process that is performed prior to a 

research article being published by your company. 

Meets and Exceeds. Gartner research is the highest-quality research in the industry. We ensure this in 

part through our Fact-Based Research principles and our Document Quality Framework. Fact-Based 

Research has three components: 

1. Research transparency ensures that our positions are defensible and clear. This means showing 

sufficient evidence to support the claims and advice we give, and giving enough detail in the data 

for readers to understand how this research applies to them. 

2. Finding data involves exploiting the many databases available to support the research we 

deliver. 

3. Using data involves utilizing available sources of information to support research positions and 

in a clear and transparent way.  

The Document Quality Framework is intended to provide a common understanding of the key factors that 

contribute to high research quality so that:  

◼ Authors can build in the important contributing components of high-quality research prior to 

management review and publishing 

◼ Peer reviewers can provide thoughtful, relevant feedback using a common research quality 

framework 

◼ Team managers can uphold research quality and consistency across their teams 

The Written Research Quality Framework is built on seven research quality components: 

http://intranet.gartner.com/research/creatingresearch/fbr/research_transparency.html#rt
http://intranet.gartner.com/research/creatingresearch/fbr/finding_and_accessing_data.html#atd
http://intranet.gartner.com/research/creatingresearch/fbr/using_data.html
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◼ Peer and external review  ◼ Transparency  

◼ Clarity  ◼ Methodology  

◼ Actionable  ◼ Accuracy and reliability  

◼ Relevancy   

The framework provides a robust structure for analysts, peer reviewers and team managers to assess and 

give feedback on the quality, content and compliance of the document in a structured manner, and 

includes guidelines on how documents should be rated.  

Requirement 3.1.12. Describe the general availability and browser compatibility of your solutions’ web 

portal. 

Meets and Exceeds. We will provide users with access to “on-demand” subscribed research content and 

more, through an intuitive, tailored online portal available at https://www.gartner.com/en. Users will have 

access to a personalized, intelligent web-based home page called My Gartner that recommends the most 

relevant research and resources based on each users’ key initiatives, activities, job role and profile 

information. My Gartner is accessible anytime from anywhere and provides access to independent, expert 

advice whether a user is at their desk, in a meeting or on the move. My Gartner delivers timely research 

and resources to inform mission-critical decisions based on the user’s key initiatives. Powered by the 

patented Gartner Recommendation Engine that delivers targeted content on the basis of role, profile, 

workflow timelines, preferences and key initiatives, My Gartner delivers unmatched functionality to 

enable a smooth customer experience: 

◼ The My Gartner Alerts feature allows clients to automate the delivery of the latest research 

directly to their email address and to the Alerts area of gartner.com. Users can define topics and 

how they want to receive them, and then gartner.com will send matches as soon as they are 

published. Alerts will save users time by delivering timely, accurate and relevant research to 

support their current initiatives and priorities. 

◼ My Gartner TRACK is a patented engine that proactively delivers timely, targeted resources. 

Users will be able to input their top initiatives, vendors or IT markets to track and receive the 

most relevant and customized content and notifications. Recommendations are based on users’ 

preferences and actual usage, so users can be confident that displayed content will be directly 

relevant to its challenges. 

◼ Users can save and organize research in their personal library; it automatically synchronizes with 

the My Gartner home page. 

◼ Browse personalized recommendations based on each users’ preferences and recent activity, get 

access to special reports as soon as they are available, and learn about important upcoming 

events.  

The Gartner online database is an incredibly sophisticated tool that lets clients intuitively access research 

in a modern interface, maximizing value and making the Gartner user experience technically superior: 

◼ The My Gartner Mobile app enables maximum flexibility with on-the-go access to Gartner 

research. A seamless experience syncs with gartner.com activities, provides a “Recommended for 

You” feed, has a handy search function and provides a quick overview of documents with a 

summary view and a “Time to Read” estimate. 

◼ Gartner ensures that our database is continually reliable. Our monthly service level is 99.5% 

availability, and our account executives and technical support representatives are available to 

ensure each client receives the most value from their online experience. 

https://www.gartner.com/en


 

IT Research and Advisory Services  Technical Proposal for State of Minnesota and NASPO 
ValuePoint 

20 November 2019 — Page 17 

 

 

© 2019 Gartner, Inc. and/or its affiliates. All rights reserved. 
Gartner is a trademark of Gartner, Inc. or its affiliates.  
For RESTRICTED use of State of Minnesota and NASPO ValuePoint only 
 

My Gartner is transparent and easy to use; the portal seeks out and delivers relevant research that each 

user needs, just when they need it, to inform all critical business decisions. The Gartner Recommendation 

Engine uses penetrating logic for fast insights relevant to recent activity and concerns, and gets smarter 

with repeated usage. 

Through My Gartner, users will be able to easily navigate and discover relevant research documents, 

analysts, events, webinars and professional development resources. Users will be able to search within 

many unique parameters to more refined searches. The advanced search tool enables users to search by 

date range, content type, initiatives, industries, region and more. For additional information regarding the 

value of our My Gartner portal, please reference the My Gartner Quick Reference guide. Gartner content 

can be accessed by major browser types including current versions of Chrome, Internet Explorer, Safari 

and Firefox.  

Requirement 3.1.13. Describe the functionality and capabilities of your solution’s web portal. Include 

Information search. 

Meets and Exceeds. Each licensed user utilizing Gartner research and advisory services will be able to 

search, identify, and access Gartner’s research database by keyword search through our proprietary My 

Gartner portal. In this portal, users can search holistically about a desired topic, or narrow down their 

search criteria to find more specific results. Using the “Advanced Search” function, users can isolate 

between one or more variables, searching by vertical or horizontal practice/industry, initiatives/topics, 

research content type, date range, region, and/or enterprise size. The figure below illustrates an example 

of the customization users can expect with My Gartner’s “Advanced Search” feature. 

Figure 4. My Gartner Search Features 

 

In addition to the expansive search parameters and capabilities of My Gartner, users can also find 

suggested research, new research relevant to the user’s pre-defined priorities, access Gartner Peer 

Connect, monitor their activity and usage and much more. Gartner users generate over 3.1 million end-

user searches per year and 3.7 million end-user document page views, which give business leaders in 

http://www.gartner.com/imagesrv/pdf/my_gartner_quick_reference_overview.pdf
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high-tech and telecom enterprises intelligence about their customers, competitors and markets to help 

them grow their business and deliver products that better meet the needs of their clients. 

Requirement 3.1.14. Describe the formats and options available for users to save research documents for 

later use. 

Meets Requirement. Through the My Gartner portal, authorized users will be able to print and download 

published research documents. Downloadable formats include .pdf and Microsoft Office file formats 

(depending on the document type.) On each research document, authorized users will be able to save the 

research to their dedicated Gartner library, share with team members who are also licensed Gartner seat 

holders, download, print, and see the readership analytics associated with the document. 

Requirement 3.1.15. Describe any limitations regarding sharing research documents with other licensed 

and/or unlicensed parties. 

Meets Requirement. On each research document, authorized users will be able to save the research to 

their dedicated Gartner library, share with team members who are also licensed Gartner seat holders, 

download, print, and see the readership analytics associated with the document. While most licenses offer 

unmetered access, certain licenses may restrict access by view count or documents accessed. For 

additional information regarding Gartner’s usage policy, please visit 

https://www.gartner.com/technology/about/policies/usage_policy.jsp.  

Requirement 3.1.16. Describe the training and format(s) available to users of your online research 

services. 

Meets and Exceeds. Upon the start of services, each user will be able to log-in using their unique 

credentials. Gartner will provide all license holders with a customized, user-friendly My Gartner portal, 

catered to serve the needs of each user. During the initial Service Kick-Off (SKO), our dedicated Service 

Delivery teams will provide hands-on training sessions which demonstrate how to maximize the services 

available through our online My Gartner portal. Available for additional support and training are online 

resources via the My Gartner Help Page and technical support at client.response@gartner.com.  

Requirement 3.1.17. Describe any limitations regarding reassigning user access and/or subscriptions. 

Meets Requirement. Users will receive a unique Username and Password, which is for their personal use 

only, and may not be shared inside or outside of their organization. Gartner does not permit systematic 

"recycling" of a single Gartner User License. There are two exceptions where their Username and 

Password may be reassigned to another within the organization: 

◼ If their job responsibilities substantially change so that you no longer require access to the 

Gartner Services; or 

◼ If they permanently leave the organization 

Gartner understands that situations may arise during the normal course of business and acknowledge the 

need for potential transfers or reassignment of a particular subscription. As the process of transferring 

subscriptions or licenses is defined in a case-by-case situation, the respective customer would deal 

directly with the aligned Account Representative in supporting the transfer of subscriptions, within 

reason. Additional details relating to the process of transferring subscriptions can also be found in the 

Gartner Usage Policy under “usernames and passwords” subsection. 

Requirement 3.1.18. Does your solution include any peer-focused functionality such as forums, 

collaborative discussion, product or vendor reviews? If so, explain. 

Meets and Exceeds. Only Gartner provides the largest network of IT professionals in a private, online 

portal. Gartner offers many different ways for peers to collaborate, including through Gartner 

https://www.gartner.com/technology/about/policies/usage_policy.jsp
mailto:client.response@gartner.com
https://www.gartner.com/en/about/policies/usage-policy
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Conferences, various peer forums, local briefings and roundtables, one-on-one facilitated conversations 

and peer group teleconferences. We connect you with true peers, allowing you to broaden your 

perspective, avoid risky or expensive pitfalls, and expedite the solving of shared challenges. Interfacing 

with other C-level executives and heads of functions offers uniquely useful perspectives into your most 

important challenges.  

Gartner Peer Connect 

Gartner Peer Connect is a global community of Gartner clients connecting with each other for decision 

support on their mission critical priorities, objective vendor advice and more. Only Gartner offers a 

private online peer community, free from any IT vendor or marketer participation. This means that 

the advice you receive through this community can be trusted as objective and is not compromised by 

biased salespeople trying to sell a specific solution. 

Peer Connect offers trusted advice, practical insights and unbiased opinions. Over 71,000 Gartner clients 

participate on Peer Connect, including over 13,600+ global government members and 7,100+ U.S. 

public sector members. You can search and select people to schedule a private one-on-one discussion. 

Forums provide the opportunity for users to request feedback, and 80% of questions are answered in 48 

hours or less. Clients leverage this collective wisdom to save time and money, avoid costly mistakes and 

implement their initiatives more effectively. 

Peer Connect is also accessible through a mobile-friendly website to help users derive even more value 

from their community membership through increased convenience — busy members can now stay 

connected anytime and anywhere, on any device. 

Beyond providing a private forum for asking and answering questions, Peer Connect also includes the 

following features to inform decision-making and support implementations: 

◼ Templates — Ready-to-use tools and templates submitted by members  

◼ Articles — Advice and crowd sourced strategies for tackling key initiatives 

◼ Case Studies — Learn proven methodologies from the forward-looking, real world insights of 

CIOs and IT leaders 

◼ Expert Days — Interact with leading analysts and follow conversations to identify what topics are 

trending 

Gartner Peer Insights 

Gartner Peer Insights empowers users to make informed, confident software and service evaluation, 

purchase and implementation decisions based on firsthand experiences from peers. This feature consists 

of ratings and reviews of IT software and services written by IT professionals and technology decision-

makers to help peers make more insightful product choices and purchase decisions. Evidence of the 

technical quality of information shared and exchanged through Gartner Peer Insights is reflected in its 

high participation rate with over 71,000 clients participating in its public community.  

IT professionals leverage Gartner Research and insights when making purchase decisions, but it is 

valuable and reassuring to learn from the firsthand experience of someone who has already undergone the 

process of making a software investment.  

Gartner Peer Insights provides a platform to proactively collect the firsthand product experiences of IT 

professionals and other technology decision-makers from over 15,600+ enterprises worldwide. With the 

help of our new product comparison tool, users can also view side-by-side assessments and ratings for 

easy comparisons of multiple products. Together, Gartner Research and Gartner Peer Insights 
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provide clients with the knowledge and tools they need to make critical decisions based on a full 

spectrum perspective of markets, vendors, products and services. 

Table 10. Gartner Peer Insight provides the State with value reviews and ratings from a trusted source. 

Benefit from lessons learned. Tap into the collective knowledge and experience of IT 

professionals just like you. Free of vendor influence, Gartner Peer Insights offers detailed 

perspectives for every phase of the IT life cycle — from evaluation and implementation to 

service and support. 

Save valuable time. Find ratings, reviews and advice on IT solutions ― when you need 

them. Gartner Peer Insights ensures that you quickly get thorough, easy-to-consume 

answers to your critical questions. The State will be able to see consolidated and 

summarized data, such as averaged feedback across respondents. 

Move forward with confidence. Gartner Peer Insights complements the in-depth, 

unbiased insights provided by Gartner research with firsthand experiences of IT 

professionals who have already used the solutions you are considering. 

 

Reviews found on Gartner Peer Insights are from verified users, and no outside IT vendors or marketers 

are allowed to participate. Reviewers are verified through a multi-step process including completion of a 

profile with their email, job role, title and details about their organization. Our authentication process 

allows Gartner to preserve the integrity of this information source, while continuing to present unique and 

valuable opinions. Gartner keeps Insights recent by limiting reviews of IT solutions to those used within 

the past three years. To provide clients with the most current and relevant information, Insights are 

archived two years after submission.  

Requirement 3.1.19. Complete Attachment B – Policy Driven Adoption Assessment concerning the 

company’s policy on accessibility. 

Meets Requirement. We have attached and submitted the completed Attachment B — Policy Driven 

Adoption Assessment in the required section of the Swift Portal. 

3.2 Advisory Services 

Requirement 3.2.1. Describe the Advisory Services included in your proposed solution offerings. 

Meets and Exceeds. In addition to the world’s largest database of IT research documents, Gartner’s 

advisory services, as well as the foundation of the IT research itself, is based on our 2,000+ analysts. 

Gartner works with our clients to ensure they directly leverage our more than 2,000 dedicated Research 

analysts, who are available for unlimited discussions, meetings and document reviews. The value our 

clients gain from one-to-one interactions with our analysts cannot be matched by our competitors: 

◼ Gartner analysts bring to bear decades of experience, including hands-on roles in the public 

sector. 

◼ Access to Gartner analysts is unmetered and is available through phone, Web or email. 

◼ The document and contract review services conducted by our analysts lead to millions of dollars 

of savings for our clients. 

The qualifications and experience of our Research analysts are technically superior and provide unique 

perspective not available elsewhere: 
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◼ Gartner has more than 2,000 research analysts who collectively engage in 300,000 one-to-one 

client interactions each year and more than 5,600 annual contract reviews for 15,600+ distinct 

client organizations worldwide. 

◼ Our industry-leading analysts bring deep subject matter expertise, and many are former IT 

leaders or CIOs. Sixty percent of our analysts have more than 20 years of industry experience, 

and 50% have postgraduate degrees. 

◼ Gartner has 15 government-focused analysts who bring specific experience working with all 

department-level public sector agencies. They have an average of 21 years of experience with 

backgrounds as ex-public-sector CIOs or directors, having led critical and wide-reaching 

initiatives. 

In addition to general inquiries, Gartner analysts are available to provide review of documents of 20 pages 

or fewer. Our analysts provide more than 20,000 strategy reviews and 5,600 contract reviews per year. 

Gartner clients gain analyst insight on these documents through a 30-minute review session that results in 

real value —many reviews have led to multimillion-dollar savings for government clients, such as: 

◼ Gartner’s expert analyst insight enabled a government client to save more than $30 million on a 

software contract renewal 

◼ Gartner reviewed a contract for disaster recovery hosting, resulting in $13 million in savings over 

five (5) years 

◼ Gartner advice helped a government client negotiate with its 3PL provider for $2 million in cost 

avoidance per year 

Gartner also provides contract negotiation advice through three indispensable services: 

◼ Pricing Proposal and Comparative Analysis — Identify obscure fees and pay only what you 

need. 

◼ Business Terms and Conditions Review — Find clauses that can lead to unexpected charges, 

limit your usage rights or add risk. 

◼ Negotiation Strategy — Gain effective negotiating strategies to achieve important concessions 

and real cost savings. 

Requirement 3.2.2. Describe the available methods of engaging with your IT Analysts and Advisory Staff. 

Meets and Exceeds. Gartner offers an unparalleled suite of complimentary and “a-la-carte” services to 

engage with our expert IT analysts, which complement our independent and expert IT research. These 

services include: 

3.2.1 Analyst Inquiries  

Gartner provides truly unlimited access to our Research analysts. Not only do we not meter usage, but we 

actually encourage the use of our analyst time as often as possible for each advisor-level client: 

◼ Gartner advisor-level clients can request an inquiry at any time. They can ask questions or obtain 

research about your most pressing issues or areas of interest. Gartner can help through every stage 

of planning, implementing and managing your technology initiatives. 

◼ Clients can request a particular analyst or can let our account team connect them with the right 

analyst for their needs. Leveraging our global team of more than 2,000 analysts ensures we are 

quickly delivering the right expertise at the right time. 
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◼ Gartner understands that flexibility is key. We offer analyst inquiry through phone, Web or 

email. Inquiries can be discussions or written responses, and clients can request multiple inquiries 

at once. 

3.2.2 Events  

As the world’s leading IT conference provider, Gartner provides a global conference experience that 

delivers new thinking not found anywhere else. Available complimentary with applicable licenses or 

available for individual purchase, Gartner conferences attract more than 55,000 IT and business 

executives, including 8,000 CIOs and 1,500 industry-leading technology providers, to over 75+ 

conferences each year in 22 locations.  

Gartner Conferences strategically align to specific IT and business roles that mirror those of the Gartner 

research offerings to continuously maximize our value to clients. These roles include: 

◼ Applications 

◼ CIOs & Senior IT Executives 

◼ Data & Analytics 

◼ Enterprise Architecture 

◼ Infrastructure & Operations 

◼ Marketers 

◼ Program & Portfolio Management 

◼ Security & Risk Management 

◼ Sourcing & Vendor Relationships 

◼ Supply Chain  

Designed to address the actual challenges and scenarios our clients face, each conference features an 

engaging agenda fueled by comprehensive feedback from Gartner clients and cutting-edge research 

aligned to your organizational role, project or initiative. These multi-day seminars present in-depth 

analysis and unbiased insight on a variety of key initiatives and hot topics critical to the success of the 

business. 

Gartner conferences provide the opportunity for individuals and teams to advance projects and key 

initiatives aligned to their organization’s mission critical priorities through relevant learning and 

insightful advice. Attendees can: 

◼ Get objective, independent research — Our conferences are a direct extension of the Gartner 

industry-leading research services and have the breadth and depth of content that no other 

conference producer in the world can match. 

◼ Gain a different perspective — In private one-on-one meetings with Gartner analysts, along 

with peer group roundtables and interactive workshops, attendees are exposed to new ways of 

thinking and the latest industry best practices — critical ingredients in formulating effective IT 

and business strategies. 

◼ Make efficient use of time — In a few days, accomplish what would take months to do on your 

own. You can earn certification credits at select conferences, making your trip more cost-

effective, or bring your team to accelerate the implementation of projects that increase business 

value. 

◼ Review relevant solutions — Unlike tradeshows, solution providers at Gartner conferences are 

carefully selected to ensure that they are truly relevant to the roles our events serve. Typically 

represented by senior-level executives, the exhibitor component allows attendees to engage in 

time-efficient, meaningful conversations designed to build robust shortlists. 

◼ Engage in powerful networking — Gartner conference attendees represent the most forward-

looking and influential IT community in the world. As a result, the value of the contacts they 

make and the networking they experience is almost impossible to replicate. 
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Gartner will host 20 multi-day conferences in North America in 2019, as shown in Table 11. 

Table 11. Gartner’s North America Conferences span multiple job roles and geographic regions 

Event Name Date Location 

CIO Leadership Forum March 10 — 12 Phoenix, AZ 

Data & Analytics Summit March 18 — 21 Orlando, FL 

CIO Leadership Forum March 31 — April 2 Hollywood, FL 

Marketing Symposium/Xpo April 29 — May 1 San Diego, CA 

Supply Chain Executive Conference May 13 — 16 Phoenix, AZ 

Enterprise Architecture & Technology Innovation Summit May 14 — 15 Orlando, FL 

Digital Workplace Summit May 29 — 30 Orlando, FL 

Tech Growth & Innovation Conference June 3 — 5 San Diego, CA 

Symposium/ITxpo June 3 — 6 Toronto, Canada 

CFO & Finance Executive Conference June 10 — 11  Washington, D.C. 

Program & Portfolio Management Summit June 17 —19 Washington, D.C. 

Security & Risk Management Summit June 17 — 20 National Harbor, MD 

Catalyst Conference August 12 — 15 San Diego, CA 

IT Sourcing, Procurement, Vendor & Asset Management 

Summit 

September 4 — 6  Dallas, TX 

CSO & Sales Leader Conference September 17 — 19 Las Vegas, NV 

Symposium/ITxpo October 20 — 24 Orlando, FL 

ReimagineHR October 28 — 30 Orlando, FL 

Supply Chain Planning Summit November 4 — 5 Denver, CO 

Application Strategies & Solutions Summit  December 3 — 5 Las Vegas, NV 

IT Infrastructure, Operations & Cloud Strategies 

Conference 

December 9 — 12 Las Vegas, NV 

Identity & Access Management Summit December 10 — 12 Las Vegas, NV 

 

The Security & Risk Management Summit, Identity & Access Management Summit and PPM & IT 

Governance Summit conferences offer accreditation to enhance and further professional development. 

3.2.3 Webinars  

Gartner upskills your organization by systematically increasing your knowledge, equipping you to make 

the right decisions and implement the right process improvements. Webinars are one way that Gartner 

upskills your organization, at no additional cost. All of the State’s personnel — including non-license 

holders — can participate in more than 300 live Gartner Webinars each year and will have access to a 

library of on-demand Webinars on gartner.com. This extends the value of Gartner to the entire 

organization, without travel or training expenses. 

Our Webinar topics are relevant to the State and surround IT management with emerging technologies, 

trends and vendors. After a presentation by a Gartner analyst, State participants will be able to ask 

questions of our subject matter experts. This will provide the State with an exceptional professional 
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developmental opportunity. There is no alternative IT research provider that offers such an extensive 

selection of topics. Other vendors’ lists are likely to include non-IT Webinar topics like marketing, which 

are not relevant to the State’s managers. 

3.2.4 Workshops  

Through certain licenses and services, the State will have access to increased opportunities for strategic 

dialogue in the form of workshops designed to empower the user’s ability to achieve a defined initiative. 

During these supplemental sessions, Gartner analysts assist in validating or formulating decisions and 

providing input and recommendations with a more hands-on context. Workshops may incorporate the 

following steps:  

Define the Problem — Analysts develop an 

intimate understanding of State’s problem and 

assess the team’s capability through in-depth 

benchmarking analysis. 

Structure the Problem — We break down the 

larger problem together by clearly defining the 

steps needed to achieve a desired outcome.  

Prioritize Issues — Through structured meetings 

and workshops with our experienced analysts, we 

help you prioritize and communicate to the 

business at large. 

Develop a Work Plan — Leverage our expert-

driven, objective Gartner research and resources 

to plan the steps needed for execution. 

Develop the Staff — We highlight and identify 

the Gartner resources needed to arm your team 

and improve the staff’s skillset and capability. 

Stay on Track — Through Team Meetings, our 

Partners and Analysts help you stay on-course and 

pivot when needed as roadblocks and issues 

inevitably arise. 

Execute the Plan — In addition to building 

internal capability through Gartner’s insights, 

executive-level analysts or “partners” may serve 

as the sounding board, providing an unbiased 

perspective to ensure the State achieves its 

defined initiative. 

Requirement 3.2.3. Identify any duration (time) limits on Advisory sessions. 

Meets and Exceeds. Gartner offers a variety of advisory sessions ranging from one-on-one analyst 

inquiries to team based, analyst-driven workshops. One-on-one analyst inquires can range from 30 

minutes to 60 minutes, however advisory-level clients can schedule an unlimited amount of inquiries. 

Workshops may last for up to four (4) hours. 

Requirement 3.2.4. Identify any restrictions on who can attend an Advisory session. 

Meets Requirement. All advisory-level license holders will have unlimited access to Advisory sessions 

and analyst inquiries. For non-advisory-level license holders in a Gartner Team research solution, 

participants may also attend analyst inquiries lead by their respective Team Leaders.  

Requirement 3.2.5. Identify the average lead time for engaging with an analyst after the initial request by 

a user. 

Meets and Exceeds. The service-level time scales detailed below are subject to the availability of 

individual Analysts. Gartner will endeavor to meet client requests within these guidelines. 

1. General Inquiry: 
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─ Inquiry requests acknowledged by email back to the requestor (Licensed User): target 

service level = three (3) business hours or less 

(Note: This is the time by which the client can expect a “confirmation of receipt of request,” not the time by which the client can 

expect scheduling of the Inquiry.) 

2. Request for specific existing published documents (to be emailed as PDF documents to the 

client): 

─ Urgent request: target service level = one (1) business day 

─ Normal request: target service level = two (2) business days 

3. Time taken to schedule an Analyst call, from receipt of a correctly completed request: 

─ Urgent call scheduled: target service level = one (1) business day 

─ Normal call scheduled: target service level = two (2) business days 

(Note: This is the time by which the client can expect a response containing the scheduling of the Inquiry.) 

4. Time from receipt of a correctly completed request to completion of the Analyst call: 

─ Urgent call scheduled: target service level = two (2) business days 

─ Normal call scheduled: target service level = five (5) business days 

(Note: If a specific Analyst is requested for the call and is unavailable, Gartner cannot be held to these time scales. Every effort 

will be made to schedule an alternative Analyst.) 

Requirement 3.2.6. Identify the number of analysts and advisory staff by their primary topic areas as 

identified in 2.1.5 above. 

Meets and Exceeds. Table 12 below demonstrates the number of analysts and advisory staff experienced 

in each of the primary topics. 

Table 12. Number of analysts and advisory staff available for each primary topic area  

IT Topic Number of Analysts 

Planning and establishing IT policies, procedures, and best practices 163 

Establishing and implementing IT governance 198 

Review of new and emerging Information Technologies 212 

Assistance with acquisition decisions for IT hardware and software 122 

Software licensing and Asset Management 37 

Data analytics, data management, and business intelligence 288 

Information security 51 

Strategic planning and Enterprise Architecture 108 

Evaluations of industry issues, products, and major trends in the marketplace 52 

IT Benchmarking 49 

Digital transformation and Digital Government Services 121 

IT talent, recruiting, and retention 79 

TelCom, IP telephony, and call center solutions 119 
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IT Topic Number of Analysts 

Disaster recovery and business continuity 53 

Cloud computing 327 

Mobile device strategy and management 150 

Emergency response and radio communications 4 

Enterprise CRM 67 

 

Requirement 3.2.7. Identify the minimum qualifications and experience requirements for your analysts 

and/or advisory staff. 

Meets and Exceeds. Our Human Resources Department works to ensure that we attract and retain the 

industry’s top talent to deliver results for our clients, while also following fair, equitable and uniform 

procedures in our global recruiting activities. We actively embrace and encourage qualified applicants of 

all backgrounds to join us, without regard to race, national origin, gender, age, religion, disability, sexual 

orientation, veteran status or marital status.  

 

Gartner Analysts are unmatched in experience. Our 2,000+ analysts are the most senior, qualified 

evaluators in the industry;  

◼ Our analysts have an average of 15 years of experience at the time of hire.  

◼ 60% of our analysts have more than 20 years of industry experience.  

◼ 50% of our analysts have a postgraduate degree.  

Our Global Recruitment Policy applies to all associates of Gartner, Inc., regardless of employment status 

and includes these guiding principles:  

◼ All employment selection undertaken by Gartner will be based on the ‘merit principle’. This 

means that equal skills and equal qualifications result in an equal chance of selection, training and 

of progress (and, therefore, equal access to benefits and opportunities).  

◼ Gartner and our associates comply with the Company’s policies and applicable law with regard to 

equal employment opportunity and non-discrimination.  

◼ We ensure that decisions on employment further the principles of equal employment opportunity.  

◼ Recruitment is based on the applicant’s ability to succeed in the role and ongoing potential for 

progression and achievement.  

◼ All applicants are treated in a professional and ethical manner throughout the recruitment process.  

Requirement 3.2.8. Describe any analysts or advisor groups within your company that are focused on 

providing expertise to state and local government customers. 

Meets and Exceeds. Only Gartner has a dedicated team of government analysts who create and manage 

our government research agenda. We establish the agenda based on the collective insights obtained on 

analyst inquiries, through annual surveys and briefings. Gartner has 15 dedicated, government-focused 

analysts who bring specific experience working within multiple levels of government. Our government 

team of analysts have an average of 26 years of experience as public-sector IT executives, having led 

critical and wide-reaching initiatives and programs. In addition to a dedicated team for government 

insights, another 178 analysts also provide insight relevant to the public sector. The research and 
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advisory support provided has an unmatched relevancy to the public sector, thanks to the 2,000+ distinct 

public sector organizations around the globe. 

Requirement 3.2.9. Does your proposed solution provide reviews of policy, standards, strategic plan, or 

other information technology documents prepared by state and local governments? If yes, explain. 

Meets and Exceeds. All advisory level will have unlimited access to Gartner’s contract and document 

review services. This unparalleled and intimate experience allows our experienced analysts to use their 

decades of experience to provide insight and feedback on the requested contracts or technical documents. 

These technical documents may include policy, standards, strategic plans or other IT documents prepared 

by State and Local governments. Our analysts review both the documents and understand the client’s 

context behind each document to provide in-depth analysis and feedback. Reviews of technical 

documents may also consist of red-line edits and changes. 

The evolving complexity of contractual agreements and technical documents impact virtually every 

aspect of the State’s organization. From the implementation-level staff to the Sourcing and Procurement 

Leaders and IT leaders — the terms, conditions and subtext affect day-to-day operations with significant 

technical and financial influences. Only Gartner provides a team of over 30 analysts specializing in 

contract review, each with experience in conducting 100-250 contract reviews in 2018 alone. Included 

with every Gartner advisory level subscription, the State will have access to contract and document 

review with a dedicated team that conducted reviews of 130+ unique vendors in 2018.  

Figure 5. Sharpening Your Pencil with Gartner’s Contract and Document Review Services 
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3.2.5 Contract Reviews 

Sourcing and procurement management groups in many Government 

organizations often undergo significant staff turnover. This inevitably 

leads to unfamiliar contract terms and conditions placed in front of 

procurement during the renewal or review process. Gartner’s Contract 

Review analysts assess between 10 and 250 unique contracts per year: 

This experience makes them uniquely equipped to identify the most 

challenging terms and conditions for each client and vendor. In 2018, 

Gartner Research conducted over 11,200 contract reviews. By utilizing the 

Contract Review services provided with the State’s subscription, users will 

make confident decisions knowing they are backed by Gartner’s seasoned 

analysts, who will review and provide contextualized feedback based on 

the State’s needs and requirements. 

A Contract Review will help the State by: 

◼ Identifying cost optimization opportunities 

◼ Improving Terms and Conditions to reduce risk 

◼ Verifying all pertinent aspects of the contract are included 

◼ Validating a deal’s value with stakeholders 

3.2.6 Proposal and Document Reviews 

In addition to providing in-depth review of contractual agreements, Gartner will also provide the State 

with hands-on reviews of technical documents. Our analysts leverage years of industry experience to 

review and provide red-line markups and strategic insight into: 

◼ RFPs, RFIs, BPAs and other Solicitation Documents — We provide reviews to shorten the 

acquisition process by analyzing the set of requirements, terms and conditions and regulations. 

By utilizing our document review services for its solicitations, the State will have expert support 

to ensure its end users are obtaining the required services or products at a fair price. 

◼ Reference Architectures, Roadmaps and Technical Documents — The complexity and level 

of technical detail involved in technical, architectural frameworks are critical for any organization 

undergoing a project implementation or integration. Our analysts provide reviews of your most 

critical or technical documents that mitigate potential risks during the implementation phase 

undertaken and identify potential opportunities to improve delivery times. 

3.2.7 Additional Proposed Services — Applied Research  

Gartner appreciates that in the RFP Section 2, Item C Scope of Work, NASPO encourages responders to 

propose additional tasks or activities that will substantially improve the results of the program. In 

response to this request, we describe in this section our Applied Research consulting services that are a 

natural extension of the Gartner Research offerings.  

There may be times when organizations require hands-on support and additional expertise to accomplish 

the goal of their program. This may occur if organizations lack the expertise or the resources required to 

apply the best practices provided through Gartner’s IT Research and Advisory Services. In such instances, 

Gartner Consulting may be used to substantially accelerate and improve program outcomes through 

solutions offerings that are extensions of our Research. 

Top 10 Vendors 
Covered in 2018 

1. Microsoft 
2. Oracle 
3. SAP 
4. Cisco 
5. IBM 
6. Salesforce 
7. Dell 
8. Workday 
9. ServiceNow 
10. VMware 
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Gartner seamlessly integrates Consulting Applied Research services with Gartner IT Research and 

Advisory services through our One Gartner delivery model. The One Gartner delivery model maximizes 

access to Subject Matter Experts by blending Research and Advisory Partners with Consultant SMEs. 

Gartner Consulting thereby serves as an extension of Gartner Research, helping clients translate insights 

into actions to achieve superior performance and build organizational capabilities. 

Figure 6. Gartner can provide continuous support to resolve our clients’ strategic issues. 

 

Gartner Consulting applies Gartner Research through pre-defined solutions that are extensions of our 

Research, to help our clients use and manage IT to improve business performance, as outlined in 

Table 13. We bring together research insight, benchmark data, problem-solving methodologies and 

hands-on experience to improve our clients’ return on their IT investments. 

Table 13. Gartner Consulting Research-Powered Solutions 

Practice Solutions 

Application Strategy ◼ Application Strategy – including Enterprise Resource Planning (ERP) 

◼ Digital Business Product Strategy  

◼ Portfolio Transformation 

◼ High Performance Software Delivery (HPSD) 

◼ Application Performance Management Program – Fast Function Point Analysis 

(APMP FFPA) 

◼ Project/Program Assessment & Oversight 

Benchmarks  ◼ IT Spend Transparency  

◼ Novel Benchmarks  

◼ Price Benchmarks  

◼ Score Solutions 

Data and Market Analytics ◼ Data and Analytics Strategy  

◼ Artificial Intelligence (AI) Strategy  

◼ Data and Analytics Program Deployment and Operation 

◼ Qualify and Quantify the Market Opportunity and Relevancy with Buyers 

◼ Position Offerings and Enhance Customer Experience  

Digital Business & IT ◼ Digital Business/IT Strategy 

◼ Digital Business Technology Platforms 

◼ Digital KPI 

◼ Digital Innovation 

◼ Digital Execution Support 
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Practice Solutions 

◼ IoT (Internet of Things) 

◼ Blockchain 

◼ Digital Workplace 

Digital Talent and 

Organization 

◼ Operating Model  

◼ Organizational Design 

◼ Governance 

◼ Job Architecture 

◼ Digital Skill Assessment & Talent Strategy 

◼ Agile Culture 

◼ Organizational Change Leadership 

Infrastructure Platforms and 

Operations 

◼ Infrastructure Platforms and Operations (IP&O) Strategy & Vision 

◼ Cloud and Data Center Strategy 

◼ IT Service Management (ITSM) and Operations Transformation 

◼ Technology Strategy & Architecture 

Security ◼ Gartner Threat and Resiliency Assessment 

◼ Maturity Assessment and Benchmark 

◼ Identity and Access Management  

◼ Security Discovery Workshops 

◼ Security Strategy  

◼ CISO Scorecard 

◼ CSOC Design and Implementation 

◼ Security Sourcing 

Sourcing and Vendor 

Ecosystems 

◼ Sourcing Strategy 

◼ Vendor Selection and Negotiation  

◼ Vendor Management  

◼ Security Sourcing Strategy 

◼ ContractScore 

Gartner Contract 

Optimization Service 

◼ Software License Cost Optimization 

◼ Services Cost Optimization  

 

Our solutions address the breadth of your business needs from defining key strategies to achieve business 

objectives, developing enterprise plans to manage IT risk, and managing an organization’s most critical 

initiatives. Table 14, below, illustrates how our Practices are well aligned with NASPO’s identified IT 

Topics. 
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Table 14. IT Topic Alignment with Gartner Consulting Practices 
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Planning and establishing IT policies, procedures, and 

best practices 

X 

  

X X X 

   

Establishing and implementing IT governance X 

   

X X 

   

Review of new and emerging Information Technologies 

  

X X 

     

Assistance with acquisition decisions for IT hardware and 

software  

       

X X 

Software licensing and Asset Management 

 

X 

     

X X 

Application/system development X 

  

X 

     

Data analytics, data management, and business 

intelligence 

  

X 

      

Information security 

      

X 

  

Strategic planning and Enterprise Architecture X 

   

X X 

 

X 

 

Evaluations of industry issues, products, and major trends 

in the marketplace 

X X X X X X X X 

 

IT Benchmarking 

 

X 

       

Digital transformation and Digital Government Services X 

  

X X 

    

IT talent, recruiting, and retention 

    

X 

    

TelCom, IP telephony, and call center solutions 

     

X 

   

Disaster recovery and business continuity X 

        

Cloud computing 

 

X 

 

X X X 

   

Mobile device strategy and management 

   

X 

 

X 

   

Emergency response and radio communications 

     

X 

   

Enterprise CRM X 

  

X 

     

 

Gartner works with clients through all stages of the project life cycle to help solve their greatest 

challenges. We help organizations make critical decisions on their IT direction, define the initiatives and 

roadmap to achieve that direction, and support them through implementation to ensure these key 

initiatives are delivered successfully and meet the original objectives. 
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According to a client satisfaction survey recently conducted by an independent third party, clients select 

Gartner Consulting for the following reasons: 

◼ Gartner Consulting has the base of knowledge to address their technical and strategy issues as 

evidenced by our continuous services, research databases, benchmarking databases, conferences 

and word-of-mouth references. 

◼ Gartner Consulting is seen as a better alternative to the larger consulting firms due to the quality 

of staff assigned to projects, specificity of results, faster completion times, cost and objectivity 

(no downstream implementation services). 

◼ The value and credibility of the Gartner name in association with the information, 

recommendations and strategies submitted to senior management is enormous. 

Specifically, Gartner Consulting provides: 

◼ A focus on long-term planning and technical architectures.  

◼ A unique and robust methodology. Our methodology indicates an understanding of the 

requirements of a long-term plan and presents a roadmap for attaining a client’s goal. In addition, 

our use of a standard model for architecture development reduces the risk of architectural 

oversight or project delays. 

◼ A team whose members are balanced among: (1) management and technical consulting, (2) 

information technology assessment, (3) strategic analysis, (4) market planning and (5) primary 

research. 

◼ Nationally known professionals in the key technical areas required for the project. Gartner 

professionals are highly respected in the industry and provide proven expertise. 

In order to demonstrate how our Applied Research offerings help to address the IT topics identified in the 

RFP, we have provided selected solutions in the tables below, outlining the key client questions 

engagements seek to answer, methodologies and activities employed, artifacts delivered to clients, tools & 

assets to accelerate results, and, ultimately, benefits to Gartner’s consulting clients. 

Solution Highlights 

Application Strategy 

Table 15. Solution Highlight — Project/Program Assessment & Oversight  

Key Questions 

Methodology & 

Activities Deliverables 

Unique Tools & Assets, 

Research Linkage 

◼ How do we ensure 

that the project and  

program 

strategy/direction are 

successfully 

implemented? 

◼ How can we achieve 

our business 

objectives and also 

turn our project/ 

program around? 

◼ Project Oversight 

involves: Project 

Monitoring, Quality 

Assurance, Executive 

Reporting and 

Periodic Risk 

Assessments 

◼ Project Assessment 

involves: Strategic 

Advice, Executive 

Reporting, Risk 

Management and 

Process Review 

◼ Comprehensive 

health check and risk 

assessment. gap 

analysis and 

recommendation. 

◼ Status and progress 

monitoring against 

set project objectives, 

schedule, and 

milestones 

◼ Technical 

Assessment such as 

code review, 

◼ Value-focused 

project oversight 

methodology 

◼ Deliverable specific 

QA checklists 

◼ Risk assessment 

framework 

◼ Other tools: 

Architecture 

Assessments, App 

Analyzer, FFPA 
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Key Questions 

Methodology & 

Activities Deliverables 

Unique Tools & Assets, 

Research Linkage 

◼ How do we 

proactively identify 

and mitigate risk?  

◼ How do we ensure 

the proper quality of 

produced artifacts? 

◼ Technical 

Assessment and QA 

planning 

configuration review, 

user experience 

assessment, and data 

quality assessment 

Benefits to NASPO Clients 

◼ Continuous, full-time, on-the-ground support including project monitoring and quality assurance 

◼ Matured project governance capabilities 

◼ Comprehensive assessment to validate clients, with an accurate picture of project status, progress 

◼ Evaluate project success and risk factors, and develop tactical, actionable recommendations 

 

Figure 7. Project/Program Assessment & Oversight Sample Solution Deliverables 

 

Data and Market Analytics  

Table 16. Solution Highlight — Data and Analytics Strategy Definition 

Key Questions 

Methodology & 

Activities Deliverables 

Unique Tools & Assets, 

Research Linkage 

◼ How can I derive 

greater business 

value from my data 

assets? 

◼ How do we make 

objective, repeatable, 

decisions? 

◼ How do I set up a 

Data & Analytics 

program that is 

adopted by the 

business and is 

sustainable? 

◼ Enterprise 

Assessment and 

Analysis —

identification of 

business goals and 

pain-points 

◼ Vision and Strategy 

Development — 

prioritization of value 

and goals leading to 

strategic direction 

◼ Target State Design 

◼ Findings and 

maturity assessment 

–opportunities and 

themes, comparison 

against best practices 

◼ Vision and strategy 

— business 

outcomes, associated 

D&A goals, metrics 

◼ Target state — 

governance, 

organizational 

roles/structures, 

◼ Analytical 

Capabilities Explorer 

◼ Common Strategy 

and Operating Model 

with research 

◼ Direct relationships 

with analysts 

◼ Strong research KIs 
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Key Questions 

Methodology & 

Activities Deliverables 

Unique Tools & Assets, 

Research Linkage 

◼ How do I integrate 

disparate data, 

improve data 

consistency and 

quality? 

◼ Gap Analysis and 

Roadmap 

Development 

processes and 

technology 

◼ Implementation 

roadmap 

Benefits to NASPO Clients 

◼ Define the exact business-centric, data-enabled outcomes and activities required to deliver them 

◼ Standardized maturity assessment that provides a baseline and feature comparison 

◼ Sustainable target state data operating model and technology model 

◼ Realistic implementation roadmap 

 

Figure 8. Data and Analytics Strategy Sample Solution Deliverables 
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Digital Business & IT  

Table 17. Solution Highlight — Digital Business/IT Strategy 

Key Questions 

Methodology & 

Activities Deliverables 

Unique Tools & Assets, 

Research Linkage 

◼ What should be the 

overarching vision 

for Digital business 

for our industry and 

for our enterprise? 

◼ Which Business/IT 

capabilities are 

required to achieve 

our digital business 

goals? And How? 

◼ Which initiatives 

should we execute 

and when? 

◼ How do we articulate 

the returns on Digital 

investment to the 

business leaders?  

◼ Visioning workshop 

with business and IT 

stakeholders to build 

vision & value 

propositions 

◼ Identify and assess 

target state of 

Business and IT 

Capabilities required 

to achieved business 

vision 

◼ Develop a target 

operating model 

including functions, 

processes, 

organization and 

governance 

◼ Develop Roadmap 

identifying priority of 

initiatives 

◼ Relevant Industry 

Trends & Digital 

Business Vision 

◼ Digital Business IT 

Capabilities 

Definition and 

Assessment 

◼ Operating, Sourcing, 

and Technology 

Models 

◼ Digital Roadmap: 

Priority initiatives & 

action plan 

◼ High Level 

investment business 

case 

◼ Repository of 

Industry and 

Technology point of 

views, trends, use 

cases, case studies, 

Visions & Charters 

◼ Hype Cycles (by 

technology and 

industry) 

◼ Repository of Digital 

Business Use Cases, 

Innovation Use Cases 

Benefits to NASPO Clients 

◼ Establish industry-specific Vision and Case for Change across the enterprise to initiate the Business/IT 

transformation journey 

◼ Define the Business/IT Capabilities and enabling operating model needed to achieve a Digital Vision 

◼ Build a business case and a roadmap to develop identified Business/IT Capabilities  
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Figure 9. Digital Business/IT Strategy Sample Solution Deliverables 

 
 

Infrastructure Platforms and Operations  

Table 18. Solution Highlight — Technology Strategy & Architecture 

Key Questions 

Methodology & 

Activities Deliverables 

Unique Tools & Assets, 

Research Linkage 

◼ What technology 

capabilities are 

needed and how 

should they be 

architected to meet 

business needs? 

◼ How do we transform 

our technology 

portfolio to address 

emerging trends? 

◼ What should be the 

preferred standards 

and architectures for 

key infrastructure 

technologies and 

platforms? 

◼ Identify enterprise 

context and derive 

infrastructure 

requirements 

◼ Identify technology 

architecture options 

and evaluate against 

requirements 

◼ Iterate on target state 

patterns with client 

stakeholders 

◼ Identify gaps 

between current and 

target architectures 

and determine related 

actions 

◼ Network and Unified 

Communications 

Architecture & 

Strategy 

◼ Compute and Storage 

Architecture & 

Strategy 

◼ IT Operations 

Management 

Architecture & 

Strategy 

◼ Contact Center 

Architecture & 

Strategy 

◼ Gap Assessment and 

Execution Roadmap 

◼ Gartner Technology 

Taxonomy 

◼ Gartner Consulting 

Architecture Pattern 

Library 

◼ Garner Research 

Tools including 

Magic Quadrants, 

Market Clocks, Hype 

Cycles 

◼ Assessment and 

Alternatives Analysis 

tools 

Benefits to NASPO Clients 

◼ Develop future-state vision and strategies to better align infrastructure capabilities to the needs of the 

business and to leading practices 

◼ Optimize investments, address change drivers and improve agility, reliability, flexibility, quality for 

compute, storage, network and other technologies 

◼ Address the impact of emerging trends including Software Defined Networking, IOT, AI, and Digital 
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Figure 10. Technology Strategy & Architecture Sample Solution Deliverables 

 
Security  

Table 19. Solution Highlight — Security Maturity Assessment and Benchmark 

Key Questions 

Methodology & 

Activities Deliverables 

Unique Tools & Assets, 

Research Linkage 

◼ How mature is my 

cyber security 

function and how 

does it compare with 

peer organizations? 

◼ What domains do 

peer organizations 

spend their cyber 

security budget and 

how can we better re-

architect our cyber 

security budget? 

◼ What are the key 

initiatives that I need 

to have in place to 

achieve my target 

level of maturity – 

and do I have the 

right resources to 

make it happen? 

◼ Obtain a view of the 

current state of the 

organization through 

document reviews 

and SMEs and key 

stakeholders 

interviews. 

◼ Provide a view on the 

target level of 

maturity the 

organization should 

target given Gartner’s 

insight within the 

respective industry 

◼ Detailed report 

articulating the 

current state of 

maturity and 

comparison with peer 

organizations. 

Current gaps 

identified with 

recommendations on 

what the client needs 

to do to address those 

gaps and achieve its 

target maturity state. 

◼ Current spend on 

cyber security 

benchmarked to the 

spend from peer 

organizations. 

◼ Gartner’s industry 

leading benchmark 

and maturity 

database. 

◼ Leading research 

database and access 

to research analysts 

to ensure that the 

recommendations are 

inline with trends the 

Analysts are seeing 

within the cyber 

security industry. 

Benefits to NASPO Clients 

◼ Identify the client’s current state of maturity and compare with peer organizations. 

◼ Financial analysis on cyber security spend and how it compares to peer organizations. 

◼ Provide detailed recommendations aligned with best practice and industry trends.  



 

IT Research and Advisory Services  Technical Proposal for State of Minnesota and NASPO 
ValuePoint 

20 November 2019 — Page 38 

 

 

© 2019 Gartner, Inc. and/or its affiliates. All rights reserved. 
Gartner is a trademark of Gartner, Inc. or its affiliates.  
For RESTRICTED use of State of Minnesota and NASPO ValuePoint only 
 

 

Figure 11. Security Maturity Assessment and Benchmark Sample Solution Deliverables 

 
Gartner Consulting applies these Research aligned solutions to meet the specific needs of each client 

situation. Typically, following an informal or formal request for consulting services by the State, Gartner 

will develop a scoping document and approach for discussion with key stakeholders. Such a document 

contains in general the following: 

◼ Gartner’s Understanding of the specific task at hand 

◼ Gartner’s Perspective on the assessment topic 

◼ A detailed Scope of Work outlining activities, deliverables as well as roles and responsibilities 

◼ A staffing plan that includes a staffing model tailored to the assessment requested 

◼ A project schedule including start date, end date, critical activities and milestones 

◼ Proposed Costs 

Figure 12. Gartner Standard Approach for a typical assessment  
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Once Gartner and the State have agreed on scope and pricing of an engagement, we will meet with State 

and other stakeholders to develop a project plan, align expectation for tasks, activities, deliverables, and 

project schedule. Depending on the engagement, Gartner will bring a best-practice approach to the client 

and customize as needed for the State. During the initiation phase, we will also discuss the best staffing 

approach with our stakeholders to ensure that the State will benefits from the most relevant and 

appropriate Gartner Subject Matter Experts. For each engagement, Gartner will assign a Project Manager 

who will be responsible for managing the day-to-date activities and be the State’s single point of contact 

for the duration of the engagement. 

3.3 Reporting 

Requirement 3.3.1. Does your proposed solution provide reporting of a user’s previously accessed 

content, advisory engagements, and any other activities associated with their service? If yes, explain. 

Meets and Exceeds. Gartner’s dedicated Service Delivery teams, led by the assigned Account 

Representative/Executive, will deliver regular usage reports in the form of Impact Assessments. These 

reports detail the number of total research documents accessed, the number of analyst inquiries, contract 

and document reviews conducted, the number of executive interactions (for executive-level license 

holders), and the number of event attendances. Through careful analysis of these reports, our Service 

Delivery teams demonstrate how each client is utilizing our IT research and advisory services and 

identifies resources that each client may not be utilizing yet. 

Requirement 3.3.2. Describe any other reporting functionality or capabilities that your solution offers. 

Meets and Exceeds. In addition to all the statistics mentioned above, Gartner’s usage reports and Impact 

Assessments also identify each client’s Mission Critical Priorities derived from the Service Delivery 

team’s initial service kickoff, and also highlights the most commonly accessed Key Initiatives and topics 

from each client’s usage. This helps locate any topic areas that aren’t being addressed, and also illustrates 

the main IT-related areas each client is focusing on. Our Impact Assessments also highlight detailed value 

statements that describe how Gartner’s services have already provided a client’s return on investment 

(ROI). 

Requirement 3.3.3. Provide a sample user utilization report. 

Meets Requirement. Gartner has provided a sample user utilization report in the form of an Impact 

Assessment, which demonstrates a client’s usage of research, analyst inquiries, event attendances, topics 

covered, and value delivered. This sample user utilization report is of an existing client, with all 

confidential information such as users and client organizational information redacted. For Gartner’s 

sample user utilization report, please reference Appendix C — Sample Utilization Report. 

3.4 Diversity and Inclusion 

Requirement 3.4.1. Describe how your company, if awarded a contract, will further the State’s goal of 

fostering economic development and reducing economic disparities through diversity and inclusion. 

Points may be awarded to companies articulating strong policies supporting small, diverse, and veteran-

owned businesses in areas such as hiring practices, supply chain management, subcontracting, etc. Detail 

your company’s demographic breakdown and any other information pertinent to efforts in this area. 

Meets and Exceeds. Gartner is an Equal Opportunity Employer. Our continued success will depend on 

our ability to recruit, retain and develop the best people in order to meet the needs of the business in a 

highly competitive market. Gartner is also committed to ensuring workforce diversity. This means that we 

aim to have: 

◼ The principle of equal opportunity underpin all associate policies and practices 



 

IT Research and Advisory Services  Technical Proposal for State of Minnesota and NASPO 
ValuePoint 

20 November 2019 — Page 40 

 

 

© 2019 Gartner, Inc. and/or its affiliates. All rights reserved. 
Gartner is a trademark of Gartner, Inc. or its affiliates.  
For RESTRICTED use of State of Minnesota and NASPO ValuePoint only 
 

◼ Selection based on merit matching an individual’s competencies with those required for the job 

◼ Career development opportunities provided on an equal basis 

◼ A workplace free of harassment and discrimination 

Our Equal Employment Opportunity Policy applies to all associates of Gartner, regardless of employment 

status. Our objective is to ensure that all associates and job applicants receive fair and equitable treatment 

in all aspects of Gartner Human Resources (HR) policies and procedures, including non-discriminatory 

advertising, non-discriminatory testing, recruitment and selection, terms and conditions of employment, 

pay and benefits, promotion and training, regardless of gender, race, age, disability, color, nationality, 

ethnic or national origin, religion, marital status, sexual orientation, family commitments, religion, 

veteran status or trade union membership. 

All employment selection undertaken by Gartner is based on the “merit principle,” which means that 

equal skills and equal qualifications result in an equal chance of selection, training and progress as well as 

equal access to benefits and opportunities. In this regard, Gartner fulfills all legal and social obligations to 

ensure equity in, access to and participation in employment. 

Gartner upholds this policy globally, and we abide by all relevant local laws (such as Affirmative Action 

in the United States) when serving our clients in 90 countries. 

3.5 References 

Provide references for individual projects that include research and advisory services sought under this 

RFP and which represent three (3) of the larger accounts currently serviced by the responder. Each 

reference should contain the following information: 

Organization Name, Reference’s Current Point of Contact, Point of Contact E-mail, Point of Contact 

Phone Number, Reference’s Contract/PO Number, Contract Dates, Description of IT research and 

advisory services provided, Total Spend 

Meets and Exceeds. Specific to the needs and requirements of the State, the table below demonstrates 

Gartner’s experience in providing services of similar nature and complexity within the last five (5) years. 

Table 20. Reference # 1 — State of Utah Department of Technology Services 

Project Reference Response 

Organization Name: State of Utah Dept of Technology Services 

Reference’s Current Point of Contact: David Fletcher, Chief Technology Officer 

Point of Contact E-mail: dfletcher@utah.gov  

Point of Contact Phone Number: +1 801 538 3476 

Reference’s Contract/PO Number: Contract #196204 

Contract Dates: 1/1/19-12/31/19 plus four optional renewal years 

Description of IT research and advisory 

services provided: 

The State of Utah/Department of Technology Services (The State or 

DTS) entered into a contract with Gartner, Inc. (Contractor) to 

provide DTS with subscription services for information technology 

research, product evaluations, expert advice, decision models and 

other information beneficial for the research, development, and 

implementation of technology projects and services throughout DTS 

and other agencies in which DTS supports. This includes: 

A. Research 

Gartner provides research services in the following areas: 

mailto:dfletcher@utah.gov
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Project Reference Response 

CIO Leadership and Performance, Cloud Computing, IT Service 

Management, Emerging Technologies, Digital Workplace, Digital 

Government, IT Contract Management, Data and Analytics, 

Strategic Planning, Business Case Development, Customer 

Experience, Agile Software Development, Artificial Intelligence, 

Internet of Things, Enterprise Architecture, IT Portfolio and Project 

Management, Identity and Access Management, Geographic 

Information Systems and Location Intelligence, Information Security 

and Privacy 

 

B. Research Analysts 

Contractor shall provide analysts that can respond to user inquiries 

that have expertise in all areas listed above. 

 

C. Research Library 

Contractor shall have a robust research library that is available to the 

State through various service options. Content is to include all 

categories listed in above section. Users shall have the ability to 

manage custom libraries of research based on individual or group 

needs. 

 

D. Audience Options 

Contractor shall have research and advisory services that are tailored 

to the following audiences: 

Senior Management and Executives (non-IT), IT Executive/ 

Strategic Planner, Enterprise and IT Architects, IT Technician,  IT 

Project Manager, Academic Researcher 

Total Spend: 2019 YTD: $305,400 

 

Table 21. Reference #2 — Nevada Department of Administration 

Project Reference Response 

Organization Name: Nevada Dept of Administration 

Reference’s Current Point of Contact: David Axtell, Chief Enterprise Architect 

Point of Contact E-mail: daxtell@admin.nv.gov  

Point of Contact Phone Number: +1 775 684 5824 

Reference’s Contract/PO Number: Contract #18964 

Contract Dates: 9/12/2017 – 8/8/2021 

Description of IT research and advisory 

services provided: 

Gartner makes available all of its Research and Advisory services 

and Consulting to all State Agencies, the Nevada System of Higher 

Education, the Court System, the Legislative Counsel Bureau and all 

Political Subdivisions within the State of Nevada. 

Total Spend: 2019 YTD: $3,553,800 

 

mailto:daxtell@admin.nv.gov
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Table 22. Reference #3 — Texas Department of Information Resources 

Project Reference Response 

Organization Name: Texas Department of Information Resources 

Reference’s Current Point of Contact: Hershel Becker, Chief Procurement Officer 

Point of Contact E-mail: Hershel.becker@dir.texas.gov 

Point of Contact Phone Number: +1 512 475 4617 

Reference’s Contract/PO Number: #0000006493 

Contract Dates: 11/1/2019 – 10/31/2020 

Description of IT research and advisory 

services provided: 

We provide support for Executive Team including (Executive 

Director, CIO, COO, CTO, CPO) through executive/leadership 

partners. We also have teams built out including an additional 7 

people to support the leaders of the agency. 

Total Spend: DIR Spends over $438,013 on this contract. They also have a 

securities contract, which is $341,979. Their CFO leverages us for 

RPA project, which is another $44,413. Total Gartner spend across 

DIR is $824,405. 

 

4.0 Acceptance of Contract Conditions 

Gartner requests the following clarifications and/or additions to the terms and conditions contained in the 

NASPO Value Point Master Agreement. 

1. Attachment “A” clause 2 entitled Definitions. Gartner requests the definition “embedded 

Software” and “Product” be deleted in their entirety. 

Gartner does not provide Software of any type to Clients. This agreement is issued to provide potential 

Clients with access to Gartner owned Research and Advisory Services on a subscription or term based 

license basis.  

  

2. Attachment “A” clause 6 entitled Administrative Fees sub-paragraph b, Gartner requests this 

clause be deleted in its entirety and replace with the following language. 

“Any administrative fee accessed or charged by any Client via its Participating Addendum will be an 

uplift to the fees contained in this Agreements pricing addendum.” 

Gartner does not discount Services to any public sector client(s) with the one exception being the U.S. 

Federal Government via our GSA IT Schedule 70 and its aligned agreements. 

 

3. Attachment “A” clause 8 entitled “NASPO Value Point Co-operative Programs Marketing, 

Training and Performance Review subparagraph b. Gartner requests the deletion of this 

subparagraph in its entirety. 

Gartner does not agree to share aspects of other client agreements with NASPO or any other Client. 

 

mailto:Hershel.becker@dir.texas.gov
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4. Gartner requests the deletion in their entirety of Attachment “A” clause(s) 16, 17, 18, 19, 20 , 30 

and 33 entitled Inspections and Acceptance, Payment , Warranty, Title of Product and License of 

Pre-existing Intellectual Property; Defaults and Remedies. And Indemnification. All of these 

items are addressed by the comment seven (7) attachment entitled “Special Research & Advisory 

Terms Addendum” 

Gartner is providing Clients with access to Gartner owned Research and Advisory Services on a 

subscription or term based license basis. The terms are standard for all subscription holders. 

 

5.  Attachment “A” clause 22 entitled Records Administration and Audit. Gartner requests this 

clause be amended to read as follows: 

In the event NASPO, a Client or their respective authorized agents carry out an audit or investigation that 

relates to this contract, the Contractor undertakes to fully cooperate and facilitate the audit and/or 

investigation work and at the request of NASPO provide NASPO or its authorized agents with access to 

the Contractor’s personnel as well as any information and documents that may be required in connection 

with such audit and/or investigation. Should such audit and/or investigation determine that any funds paid 

by a Client have been paid in error per the terms of the Contract; the Contractor shall reimburse such 

funds forthwith. Where the Contractor fails to reimburse such funds, NASPO and or Clients reserves the 

right to seek recovery and/or to take any other action as it deems necessary. 

Gartner provides all Services on fixed price subscription basis. Hence the audit provision has been 

tailored to acknowledge this fact. 

 

6. Attachment “A” clause 38 entitled “Leasing or Alternative Financing Methods”. Gartner requests 

deletion of this clause in its entirety as it is not applicable. 

 

7. Gartner requests the addition of the attached “Special Research & Advisory Terms Addendum” 

The parties mutually agree, notwithstanding terms and conditions that may appear elsewhere in the body 

of the NASPO Agreement of any Participating Addendum the following terms are applicable to and shall 

control the provisions of all subscription based Research and Advisory Services provided by Gartner to 

all Client(s): 

 

1. An individual Service Agreement (SA) for subscription-based research and related services (the 

“Services”) once issued is non-cancelable, and may be terminated only for material breach by 

either party, upon 30 days prior written notice, if the breach is not cured within the notice period. 

2. Ownership and Use of the Services. Gartner owns and retains all rights to the Services not 

expressly granted to Client herein. Only the individuals named in this SA (each a “Licensed 

User”) may access the Services. Each Licensed User will be issued a unique password, which 

may not be shared. Client agrees to review and comply with the Usage Guidelines for Gartner 

Services (“Guidelines”), which are accessible to all Licensed Users via the “Policies” section of 

gartner.com. Among other things, these Guidelines describe how Client may substitute Licensed 

Users, excerpt from and/or share Gartner research documents within the Client organization, and 

quote or excerpt from the Services externally. 

3. DISCLAIMER OF WARRANTIES. THE SERVICES ARE PROVIDED ON AN “AS IS” 

BASIS, AND GARTNER EXPRESSLY DISCLAIMS ALL WARRANTIES, EXPRESS OR 
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IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION, ANY 

IMPLIED WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE OR AS TO 

ACCURACY, COMPLETENESS OR ADEQUACY OF INFORMATION. CLIENT 

RECOGNIZES THE UNCERTAINTIES INHERENT IN ANY ANALYSIS OR 

INFORMATION THAT MAY BE PROVIDED AS PART OF THE SERVICES, AND 

ACKNOWLEDGES THAT THE SERVICES ARE NOT A SUBSTITUTE FOR ITS OWN 

INDEPENDENT EVALUATION AND ANALYSIS AND SHOULD NOT BE CONSIDERED 

A RECOMMENDATION TO PURSUE ANY COURSE OF ACTION. GARTNER SHALL 

NOT BE LIABLE FOR ANY ACTIONS OR DECISIONS THAT CLIENT MAY TAKE 

BASED ON THE SERVICES OR ANY INFORMATION OR DATA CONTAINED THEREIN. 

CLIENT UNDERSTANDS THAT IT ASSUMES THE ENTIRE RISK WITH RESPECT TO 

THE USE OF THE SERVICES. 

4. Client Confidential Information. Gartner agrees to keep confidential any Client-specific 

information communicated by Client to Gartner in connection with this SA that is (i) clearly 

marked confidential if provided in written form, or (ii) preceded by a statement that such 

information is confidential, if provided in oral form, and such statement is confirmed in writing 

within 15 days of its initial disclosure. This obligation of confidence shall not apply to any 

information that: (1) is in the public domain at the time of its communication; (2) is 

independently developed by Gartner; (3) entered the public domain through no fault of Gartner 

subsequent to Client's communication to Gartner; (4) is in Gartner's possession free of any 

obligation of confidence at the time of Client's communication to Gartner; or (5) is communicated 

by the Client to a third party free of any obligation of confidence. Additionally, Gartner may 

disclose such information to the extent required by legal process.  

5. Miscellaneous  

a. Assignability. This SA and the rights granted to Client hereunder may not be assigned, 

sublicensed or transferred, in whole or in part, by either party without the prior written 

consent of the other party, except to a successor to substantially all of the business or assets 

of a party by merger or acquisition. Where consent is required, it will not be unreasonably 

withheld. 

b. Use of Name, Trademark, and Logo. Absent the prior written consent of the other party, 

neither party shall use the name, trademarks, or logo of the other in promotional materials, 

publicity releases, advertising, or any other similar publications or communications. 

c. No Third Party Beneficiaries. This SA is for the benefit of the parties executing the SA 

only.  

 

8. Gartner requests the addition of the attached “Consulting Terms Addendum” to address any Ad 

Hoc Consulting project(s) that may be performed: 

a. Ownership of Deliverables: For Consulting Projects, Contractor shall assign to Client 

ownership of any project Deliverable(s) originally created for and submitted to the Client, 

provided, however, that Contractor may use, reproduce, display and distribute excerpts and 

data from the deliverables, either alone or together with other material, in the ordinary 

course of Contractor’s business, so long as such excerpts and data do not identify Client by 

name or contain any of the Client’s confidential or proprietary information, and provided 

further that Contractor retains all right, title and interest in and to its processes, 

benchmarking data and data collection tools, assessment models and pertinent 

methodologies such as Strategic Planning, Contractors copyrighted proprietary research 
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and other pre-existing materials and data, such as Data Collection Templates and Survey 

Tools for Applications and Infrastructure, and benchmark comparisons (“Preexisting 

Intellectual Property”). 

Nothing contained in this Agreement shall preclude Contractor from rendering services to 

others or developing work products that are competitive with, or functionally comparable 

to, the Services. Contractor shall not be restricted in its use of ideas, concepts, know-how, 

data and techniques acquired or learned in the course of performing the Services, provided 

that Contractor shall not use or disclose any of Client’s confidential information.  

b. Indemnification: Contractor agrees to indemnify, defend and hold harmless the Client , its 

employees, officers and agents, from and against any third party claims, demands, loss, 

damage or expenses (including reasonable attorney’s fees and court costs) relating to the 

bodily injury or death of any person or damage to real and/or tangible personal property 

directly caused by the negligence or willful misconduct of the Contractor, its personnel, or 

agents during the course of the provision of Services under this Agreement. 

Upon notification of a claim against Client alleging any Contract Deliverable infringes a 

copyright, patent or trade secret of any third party, Contractor will defend such claim at its 

expense and will pay any costs or damages that may be finally awarded against Client. 

Contractor will not indemnify Client however, if the claim of infringement is caused by 

(1) Client’s misuse or modification of the Deliverable; (2) Client’s failure to use 

corrections or enhancements made available by Contractor; (3) Client’s use of the 

Deliverable in combination with any product or information not owned or developed by 

Contractor (4) Information direction, specification or materials provided by Client. If any 

Deliverable is, or in Contractor’s opinion is likely to be, held to be infringing, Contractor 

shall at its expense and option either: (a) procure the right for Client to continue using it, 

(b) replace it with a noninfringing equivalent, (c) modify it to make it noninfringing, or (d) 

direct the return of the Deliverable and refund to Client the fees paid for such Deliverable. 

c. Preexisting Materials: Client shall retain its rights in any proprietary material that Client 

supplies to Contractor. If the Client provides Contractor with materials owned or controlled 

by Client or with use of, or access to, such materials, the Client grants to Contractor all 

rights and licenses that are necessary for Contractor to fulfill its obligations under each 

Statement of Work. Contractor grants to Client for internal purposes only a worldwide, 

royalty-free, perpetual license to use, reproduce, display, distribute copies of, and prepare 

derivative works of any Contractor “Preexisting Intellectual Property” embodied in the 

Deliverables.  

d. Limitation of Liability: Neither party shall be liable for any consequential, indirect, 

special or incidental damages, such as damages for lost profits, business failure or loss 

arising out of use of the Deliverables or the Services, whether or not advised of the 

possibility of such damages. Except for liability for personal injury or death or for damage 

to property caused by the negligence or willful misconduct of Contractor or its employees, 

Contractor’s total liability arising out of this Agreement and the provision of the Services 

shall be limited to the fee paid by the Client under the specific Statement of Work under 

which such liability arises.  

e. Warranty: a) The Client warrants that Contractor’s use of any materials furnished by the 

Client in connection with a Statement of Work does not infringe any copyright, trademark, 

trade secret or other right of any third party. (b) Contractor warrants that the Deliverables, 

in the form provided to the Client, do not infringe any copyright, trademark, trade secret or 



 

IT Research and Advisory Services  Technical Proposal for State of Minnesota and NASPO 
ValuePoint 

20 November 2019 — Page 46 

 

 

© 2019 Gartner, Inc. and/or its affiliates. All rights reserved. 
Gartner is a trademark of Gartner, Inc. or its affiliates.  
For RESTRICTED use of State of Minnesota and NASPO ValuePoint only 
 

other right of any third party. (c) ALL SERVICES ARE PROVIDED ON AN “AS IS” 

BASIS. CONTRACTOR DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, 

STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION, ANY 

IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A 

PARTICULAR PURPOSE. THE INFORMATION IN THE DELIVERABLES HAS 

BEEN OBTAINED FROM SOURCES THAT CONTRACTOR BELIEVES TO BE 

RELIABLE. ALL DELIVERABLES SPEAK AS OF THE DATE OF DELIVERY TO 

THE CLIENT. 

f. Third-Party Beneficiaries: This Agreement is for the benefit of the parties only. None of 

the provisions of this Agreement are for the benefit of, or enforceable by, any third party. It 

is the intention of Contractor and the Client that no third party shall have the right to (i) rely 

on the Services provided by Contractor, or (ii) seek to impose liability on Contractor as a 

result of the Services or any Deliverables furnished to Client. 

5.0 Other Forms 

5.1 Affidavit of Non Collusion 

Please reference the pages below for our completed Affidavit of Non Collusion. 
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5.2 Conflicts of Interest Form 

Not Applicable. Gartner does not have any relationships which create, or appear to create, a conflict of 

interest with the work that is contemplated in this RFP. 

Appendix A — Gartner’s Products and Services 

Gartner products are complementary and offer maximum flexibility for the State’s agencies and bureaus 

by providing a wide range coverage while offering individual subscriptions or team solutions.  

The services described below are subscriptions provided to other similar public sector organizations, 

based on the similar requirements listed in the RFP’s requirements. The services described are only 

suggestions, and Gartner will work together with the State to align our services to match to the specified 

needs and requirements of each member’s usage and expectation. 

Team Plus Solutions are new Gartner products designed to provide license holders with access to the 

former CEB research that complements the traditional Gartner IT offerings. Team Plus has all the value 

of Gartner Leadership Teams, with an added focus on actionable research for CIOs and their teams to 

make sure they have end-to-end support to build smarter strategies and stronger business outcomes. 

Available research includes best practice case studies, ignition guides, new tools and templates, and an 

annual executive retreat (Executive Programs only). Team Plus is available through Gartner Executive 

Programs Leadership Team Plus, Gartner Enterprise IT Leadership Team Plus and Gartner IT Leadership 

Team Plus. 

Gartner Executive Programs is targeted toward CIOs and senior executives to provide strategic insight 

for the organization to execute against its mission effectively and efficiently. Gartner also offers 

Executive Programs Leadership Team to extend the benefits of Gartner insight to the Senior Executive’s 

team while driving collaboration and consistency. Leadership Teams can be made up of one leader and up 

to 10 members with any combination of five member types. The flexibility allows the most effective team 

for the State’s needs. Users also have unlimited analyst inquiry, which can be used for contract or 

document reviews. The Gartner Executive Programs family of products includes: 

◼ Executive Programs Leadership Team Plus: Leader, Partner, Delegate, Advisor and Cross 

Function 

◼ Executive Programs Leadership Team: Leader, Partner, Delegate, Advisor, Cross Function, Role 

and Essentials 

◼ Gartner for Executive Programs: Member  

◼ Some Add-ons are also available for purchase 

Gartner for Enterprise IT Leaders is targeted toward senior IT leaders and provides subject matter 

expertise through research, analyst inquiry and the alignment of a leadership partner — a peer with 

subject matter expertise in the role of the license holder (i.e., Security and Risk Management, Sourcing 

and Vendor Management, Enterprise Architecture, Infrastructure and Operations, or Applications). 

Inquiries may be used for contract or document reviews. The product family includes: 

◼ Gartner for Enterprise IT Leadership Initiative Team: Leader, Advisor 

◼ Gartner for Enterprise IT Leadership Team Plus: Leader, Advisor and Cross Function 

◼ Gartner for Enterprise IT Leadership Team: Leader, Advisor, Cross Function, Role and Essentials 

◼ Gartner for Enterprise IT Leaders Individual Access 

Gartner for IT Leaders is targeted toward IT managers and provides unlimited access role-based 

research and the opportunity to connect with 42,000 peers through Gartner Peer Connect. A Client Partner 

is aligned as a service delivery partner to ensure that each user receives maximum value through research 
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selections. Inquiries may also be used for contract or document reviews that lead to hard-dollar and time 

savings. Gartner for IT Leadership Team can be customized with one leader and up to 10 members in any 

combination of five member types to maximize value. The product family includes: 

◼ Gartner for IT Leadership Team Plus: Leader, Advisor and Cross Function 

◼ Gartner for IT Leadership Team: Leader, Advisor, Cross Function, Role and Essentials 

◼ Gartner for IT Leaders: Individual Access Advisor and Reference 

Gartner for Technical Professionals delivers detailed research for technical practitioners such as 

software engineers, computer programmers and network architects. Gartner for Technical Professionals is 

licensed a department structure with access for up to 40 named users. This subscription provides access to 

different research from the other services. Gartner also provides time-saving Reference Architecture to 

customize and build the right architecture for the IT organization, and Gartner Cloud Decisions, which 

uses an interactive dashboard to help our clients make smarter cloud decisions. Inquiries may be used for 

review of technical documents such as architecture designs. It is available in Advisor and Reference. 

Gartner for Finance Leaders provides a unique integration research and tools to understand and solve 

finance challenges. Peer benchmarks, diagnostics, best practice insights and case studies provide insight 

into effective resource allocation and issues diagnosis. Tailored for finance decision makers, Gartner for 

Finance Leaders provides expert advice and insight in Finance technology to help you select and secure 

value from your tech investments. The product family includes: 

◼ Gartner for Finance Leaders Team: Leader, Advisor and Reference 

◼ Gartner for Finance Leaders Individual Access 

Gartner for Customer Service & Support Leaders provides insight into key success metrics for 

Customer Service and Support leaders. Under constant pressure to improve service quality while also 

managing down the cost of service operations, our resources provide insight into CRM technologies, 

Operations and Management Systems, Customer Service Experience Management and more. The product 

family includes: 

◼ Gartner for Customer Service & Support Leaders Team: Leader, Advisor and Reference 

◼ Gartner for Customer Service & Support Leaders Individual Access 

Gartner for Chief Human Resources Officers provides the best of Gartner insights, research, and tools 

in a product bundle that is delivered through seat-based access by an assigned service delivery team. The 

offering is designed for chief human resources officers (CHROs) and heads of HR and their leadership 

teams. Clients benefit from personalized service from an assigned service delivery team, including a 

senior partner with experience as a CHRO or similar, peer forums and networking opportunities. Gartner 

for Chief Human Resource Officers provide privileged access to the world’s largest network of senior HR 

leaders and their business partners, provides access to proprietary data assets covering HR budget and 

staffing, employee turnover, span of control, total rewards and more to help you benchmark key HR 

metrics. Our proprietary research methodologies combine peer-sourced best practices with quantitative 

research and expert advice. The product family includes:  

◼ Gartner for Chief Human Resource Officers Team: Leader, Advisor and Reference 

◼ Gartner for Chief Human Resource Officers Individual Access 

Gartner for HR Leaders provides HR leaders with the tools and resources needed to succeed while 

operating in an environment of constant changes. CEOs, Boards, and investors are increasingly aware that 

Talent is key to moving the business forward; in fact, the percentage of companies that talk about talent 

during earnings calls has increased by 25% since 2010. HR's top priority is developing and executing a 

Talent strategy that propels rather than hinders corporate growth. Through Gartner for HR Leaders, top 
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HR leaders will be empowered to continuously improve HR capabilities and key processes while building 

a corporate culture that supports the evolving needs of their organizations. The product family includes:  

◼ Gartner for Human Resources Leaders Team: Leader, Advisor and Reference 

◼ Gartner for Human Resources Leaders Individual Access 

Gartner for Legal & Compliance Leaders provides general counsel, compliance and ethics, and 

privacy leaders with privileged access to key diagnostics including State of the Function, Risk 

Assessment and Talent Assessment for all Legal and Compliance functions. General counsel, compliance 

and ethics, and privacy leaders we work with tell us they are under constant pressure to implement 

processes that reduce and mitigate risks and increase program effectiveness. Success is more difficult to 

achieve when legal budgets are decreased or held flat, and business leader’s demand faster and less risk-

adverse guidance. The regulatory and enforcement landscape continues to evolve and business leaders 

face pressure to make faster decisions. With Gartner for Legal & Compliance Leaders, leaders will 

receive personalized service targeted for support of evolving legal and compliance priorities. The product 

family includes:  

◼ Gartner for Legal & Compliance Leaders Team: Leader, Advisor and Reference 

◼ Gartner for Legal & Compliance Leaders Individual Access 

Gartner for Marketing Leaders provides the expert advice, objective research and proven tools to 

increase your marketing impact. We help the world’s leading brands benchmark performance with data-

driven insights, prioritize investments and areas of improvement, execute mission critical priorities with 

speed and confidence, stay ahead of trends that matter and connect with marketing peers. Gartner for 

Marketing Leaders delivers unrivaled marketing guidance through high-touch service and unlimited 

access to Gartner for Marketers research, including benchmarks, toolkits, case studies and survey 

findings. The product family includes:  

◼ Gartner for Marketing Leaders Team: Leader, Advisor and Reference 

◼ Gartner for Marketing Leaders Individual Access 
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This document was revised on 6 November 2019. The document you 
are viewing is the corrected version. For more information, see the 
Corrections page on gartner.com.

This report addresses the question: How can CIOs help their enterprise 
acquire the capabilities needed to thrive during crises and transformations?

“The 2020 CIO Agenda: Winning in the Turns” was written by 
members of the CIO research group, led by Andy Rowsell-Jones (vice 
president and distinguished analyst), assisted by Tomas Nielsen (vice 
president and research director), Jan-Martin Lowendahl (vice president 
and distinguished analyst) and Chris Howard (vice president and 
distinguished analyst).

Foreword
Disruptions of various kinds will accelerate in most 
industries. In this dynamic business environment,  
the enterprises that come out ahead will exhibit  
10 capabilities that keep their organization aligned, 
enable leaders to anticipate opportunities and  
threats, and make the organization adaptable  
to changing conditions.

Andy  
Rowsell-Jones 

Tomas Nielsen Jan-Martin 
Lowendahl 

Chris Howard
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Virtually all enterprises experience 
a market transformation or other 
crisis that requires a fundamental 
change in how they do business. 
The 2020 Gartner CIO Survey 
uncovered the critical success 
factors that enable enterprises 
to come out of a crisis stronger 
than before and ahead of the 
competition.

Executive 
Summary
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2020 sees the continued 
march of digitalization, making 
it commonplace. Digital itself 
is no longer a differentiator. 
The number of enterprises that have reached 
the scaling and refining stages of their digital 
journey has increased markedly (see Figure 1). 

Forty percent of respondents from around the world 
have reached scale for their digital endeavors, up 
from 17% in 2018 and 33% last year. But the vast 
majority of enterprises are optimizing existing 
business models, not transforming themselves. 
Thus, even digitalized enterprises can remain 
vulnerable to a crisis that demands fundamental 
change. IT budget growth remains stable, although 
it varies widely by region (see Figures 2 and 3).

Figure 1. Stage of Digital Maturity
Percentage of Respondents
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20%21%

16%

28%

18%
16%

26%
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n = 3,025 (2018); 3,102 (2019); 1,070 (2020)
Q. Which of these best describes the stage of your organization’s digital initiative — i.e., your organization’s digitalization efforts?
Source: 2020 Gartner CIO Survey
ID: 407791
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Figure 3. Expected Change in Enterprise IT Budgets, 2018-2020
Averages

Figure 2. Expected Change in Enterprise IT Budgets, 2012-2020
Global Average IT Budget Change
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Q. By what percentage do you expect your organization’s IT budget to increase or decrease from <current year> through <next year>?
Source: 2012-2020 Gartner CIO Surveys
ID: 407791

n (2020) = 991 (Total); 345 (North America); 354 (EMEA); 111 (Latin America); 181 (APAC)
n (2019) = 2,643 (Total); 1,082 (North America); 777 (EMEA); 232 (Latin America); 552 (APAC)
n (2018) = 2,659 (Total); 1,099 (North America); 880 (EMEA); 233 (Latin America); 447 (APAC)
Base: Excludes don’t know/no answer.
Q. By what percentage do you expect your organization’s IT budget to increase or decrease from 2019 through 2020?
Source: 2018-2020 Gartner CIO Surveys
ID: 407791
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Uncertainty has become the watch word for business leaders. You can’t read much about business 
these days without coming across the word “disruption,” especially technology-driven disruption, 
but “turns” can come in many forms, such as acquisitions, cost pressures and shifts in consumer 
demand (see Figure 4).

n = 1,070
Q. Has your organization faced any of these situations in the past four years? 
Source: 2020 Gartner CIO Survey
ID: 407791

0% 25% 50%

Organizational Disruption

Severe Operating Cost Pressure

Adverse Regulatory Intervention

Funding Shortfall

Shifting Consumer Demand

IT Service Failure

Labor Disruption

External Disruption of 
Business Environment

Cybersecurity Issue

Product/Service Failure

Other Disruptive Business Situation

47%

38%

34%

31%

31%

30%

29%

28%

25%

20%

3%

Figure 4. Types of Disruptions Over the Past Four Years
Percentage of Respondents; Multiple Responses Allowed
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“A lot of our discussion has been around this 
idea of coming out of the turns and being better 
prepared for the straightaways going forward.”

Mike Pfister, CIO, ConocoPhillips

Turns disrupt. For enterprises that came out behind or far behind where they were before the turn, 
the turn robbed them of their ability to respond. Unless enterprises are fit, turns deaden their ability 
to flex as the environment changes (see Figure 5). A crisis doesn’t just hit their revenue and profit 
temporarily; it erodes the fundamentals of running a business. 

Figure 5. Impacts of Turns
Percentage of Respondents Behind Where They Would Have Been

n = 926-945 (respondents whose organizations have experienced any disruption in the past four years)
Q.  What was the effect of the disruption, on your enterprise’s abilities? Showing “Far behind where we would have been had it not been for the 

disruption” and “Behind where we would have been had it not been for the disruption.”
Source: 2020 Gartner CIO Survey
ID: 407791
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The losers attract less talent, launch initiatives 
more slowly and have less money to invest in 
the business. Their IT budgets are set to grow 
0.9% on average in 2020, compared with 2.8% 
average IT budget growth for all organizations. 
In other words, the losers suffer permanent 
structural damage.

However, not all enterprises failed the turn 
test. Some enterprises came out ahead after 
a turn, especially if their leadership had some 
experience of previous disruptions (as our case 
studies show). 

We ran the 2020 Gartner CIO Survey to find 
out what distinguishes the enterprises that get 
stronger after a crisis — and what clients can do 
to become that kind of organization.

How We Identified  
the Fit Enterprises
We hypothesized that fitness does not 
require unique skills or scarce resources but 
rather excellence in a few critical areas that 
any enterprise could attain. To isolate these 
areas, we needed to understand what sets 
apart companies that thrive amid disruption 
from those that fall behind. We asked survey 
respondents whether their organization faced 
various kinds of disruption within the past four 
years and how severe the crises were on a 1-7 
scale (7 was most severe). Respondents that 
rated the average severity of their crises at 5 or 
greater experienced high severity.

We then asked how well the enterprise 
performed after these crises on 12 markers 
of performance — respondents answered on 
a scale from “far behind” (1) to “far ahead” (5). 
Enterprises that experienced crises of high 
severity and came out ahead count as “fit.” We 
call those that came out behind after a severe 
crisis “fragile” (see Figure 6).
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n = 959 (x-axis); 926+ (y-axis)
Q.  How severe were these disruptions? Rating on a scale of 1–7. Respondent experienced the disruption (x-axis). What was the effect of the disruption 

on your enterprise’s abilities? Multiple responses allowed, all answering (y-axis).
Source: 2020 Gartner CIO Survey
Note:  The 2020 CIO Agenda report identifies a cohort of respondents who are “Fit,” based on self-reported experience of a disruption and outcomes 

following a disruption. The question “How severe were these disruptions?” probed the level of intensity of each situation the respondents claimed 
to have faced. A follow-up question probed how the organization is doing following the disruption, testing if the organization is “Far behind,” “Far 
ahead” or somewhere in between on 12 markers of performance. 

ID: 407791
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Figure 6. Severity vs. Effect of Disruption

What Does It Mean to Be Untested?
Roughly one-quarter of our survey sample falls into the fit category, and one-quarter falls into the fragile 
category. We call the remaining half “untested.” As with the fit and fragile enterprises, the untested 
respondents divide equally between enterprises that perform well and those that underperform. Both kinds 
of untested enterprises should take this survey as a warning. They may have a terrific business model and 
execute it superbly. But if they have built their organization to optimize that model, they are exposed in a 
crisis, when the fundamentals of the business change. The very stability that maximized results from the old 
business model hampers the enterprise’s attempts to make the changes that the crisis demands. We could 
have called the untested category “vulnerable.”
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Figure 7. Top 10 Attributes That Set Fit Enterprises Apart
Gap Between Fit and Fragile

the biggest difference. They grouped into three 
categories: aligned, anticipating and adaptable.
Fitness matters: Fit enterprises emerged from their 
crises better able to fund business initiatives, attract 
the right talent and so on, while others emerged 
less capable in these areas. The profit margins of 
fragile enterprises shrank over the past five years 
whereas fit enterprises maintained their margins.

We compared fit enterprises to fragile ones 
on 49 capabilities spread over nine categories:

This analysis enabled us to determine where the 
fit cohort is most effective and outperforms the 
fragile one (see Figure 7). We gave effectiveness 
and outperformance equal weight and identified 
the top 10 capabilities — the ones that make 

Fit enterprises increased their revenue at 
a compound annual growth rate of 5% over 
the past three years, compared with 3.5% 
for fragile enterprises.
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• Providing Clear and Effective Leadership

• Making Disciplined IT Investment Decisions

• Articulating a Clear and Consistent Vision to 
Employees, Consumers and Partners

• Having a Clear and Consistent Overall 
Business Strategy

• Forging a Strong CIO and CEO Relationship

• Using IT to Gain Competitive Advantage

• Anticipating Opportunities and Threats to 
Keep Us Ahead of Change

• Being Willing to Take on Risks for Long-
Term Growth, Even If That Could Decrease 
Current Year Profits

• Enabling the Enterprise to Navigate Change

• Fostering and Changing the Culture in IT

• Strategy
• Executive leadership
• CIO relationships
• IT leadership
• Governance

• Risk
• Finance
• Process
• Technology
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Don’ts and do’s: Only about one-quarter of 
respondents proved to be fit. What differentiates 
fit from fragile enterprises? Leaders might 
instinctively feel that the enterprise should 
batten down the hatches ahead of a crisis — 
for example, by slashing costs and reducing risk. 

The cautious approach will actually hurt the 
enterprise, our survey found. It will either 
undermine or distract from the activities that 
will help in a crisis. Instead, enterprises that want 
to become fit should focus on:

1. Alignment
2. Anticipation
3. Adaptability

CIOs think that they know what these terms mean, 
but most don’t. Enterprises have made incremental 
progress in these areas, but not nearly enough. 

The survey results reveal the specific capabilities 
that enable fit enterprises to excel in the three 
areas. These are the ingredients an enterprise 
needs to become fit. CIOs should tackle them in 
the order shown above, starting with alignment, 
the area where fit enterprises most outperform 
fragile (see Figure 8). Enterprises that acquire 
these capabilities before a crisis hits don’t suffer 
permanent damage from it but actually grow 
stronger and more competitive.

Alignment Must Be Dynamic
In periods of stability, “alignment” means 
that everyone in the organization pulls in 
the same direction. During crises, however, 
alignment means that the organization can stay 
together while it shifts to a new direction. Most 
organizations built for stability fall out of step 
when they attempt a change, because the old 
way has been drilled into staff and executives 
lack the ability to transmit the urgency of the 
new direction. The survey revealed that fit 
enterprises have great business leadership, 
exhibiting capabilities that promote dynamic 

alignment and reach into the IT organization. 
Even if the crisis doesn’t revolve around 
technology at all, the solution will often be to 
make the enterprise more deeply, strategically 
digital. The survey identified five components 
of dynamic alignment (in order of the size of the 
gap between fit and fragile enterprises):
• Effective leadership — Fit leaders know what 

direction the enterprise must move in, and can 
instill the confidence among employees, investors, 
the community and other stakeholders to take 
it. This is the capability where fit enterprises 
most outperformed fragile ones. Fit respondents 
scored their enterprise an average of 5 out of 7 
for “provides clear and effective leadership,” well 
above the 4 average of fragile respondents.

• Disciplined investment — Fit leaders excel at 
“making disciplined IT investment decisions” — 
the third-biggest gap between fit and fragile 
survey respondents. Fit enterprises spend 
more of their money on IT that makes a 
difference to business outcomes. By contrast, 

n = 1,070
Note:  Odds ratio for each performance area. Odds ratio/p-value: 

Aligned 1.47, 1%; Anticipating 1.39, 2%; Adaptable 1.12 28%; 
None of these 0.02, 0%. Percentages may not total 100% due 
to rounding.

Source: 2020 Gartner CIO Survey
ID: 407791

39% 
Anticipation

12% 
Adaptability

47% 
Alignment

Figure 8. Impact of Each Category 
on Fitness
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fragile enterprises devote their IT budget to 
increasing operational efficiency.

• Compelling vision — Fit leaders can change 
the message. Great leaders know how to 
articulate a clear and consistent vision to all 
stakeholders, including employees, customers 
and partners. As one CIO put it, “You can put 
your investment plans into hibernation during 
a downturn, but your employees don’t put 
their career goals on hold.” The leaders who 
can guide an enterprise through a crisis are 
visionaries. They see the future themselves, 
no matter how difficult the turn, and they can 
make everyone else see it and believe it, too.

• Clear strategy — Not surprisingly, having a clear 
and consistent overall business strategy ranks as 
one of the most distinctive traits of fit enterprises. 
A distinguishing factor seen in fit enterprises 
is strategies that do not over-optimize for their 
current environments. “Plan for the worst and 
adapt to the good times” is a common mantra. 
Fit enterprises have a continuous strategy-setting 
process — not a once-a-year exercise — that 
constantly adjusts to changing market conditions.

• Robust relationships — In fit enterprises, the IT 
organization has built strong relationships with 
senior executives, especially those who have 
a strategic rather than operational focus, and 
especially the CEO. Strong relationships with 
executives enable the CIO and IT organization 
to change direction as soon as the CEO decides 
it. Gartner analysts observe that in fragile 
enterprises, it can take up to two years for the 
CIO to learn about a change in business strategy.

Anticipation Means  
Taking More Risk
Fit enterprises do not simply wait for 
circumstances to force a change in direction. Fit 
leaders actively search for emerging trends or 
situations that require a change, and are willing to 
do what it takes to act on these discoveries. Thus, 

fit leaders significantly outperform fragile ones. 
In fit enterprises, the IT organization also plays a 
critical role in executing the new business strategy:
• IT as differentiator — Not surprisingly, fit 

respondents rated their enterprises much 
more highly on “using IT to gain a competitive 
advantage.” Fit enterprises increasingly view 
IT as a point of leverage for the business. In 
fragile enterprises, the IT organization trails 
behind the business providing operational 
support; IT is ancillary to the business.

• Balanced risk taking — Fifty percent of fit 
respondents said that their leaders are “willing 
to take on risks for long-term growth, even if 
that could decrease current year profits.” Most 
executives don’t want to sacrifice their current 
sales for future revenue, but they have to if 
they expect to come out ahead in a crisis. This 
is the capability with the second biggest gap 
between fit and fragile enterprises.

• Anticipating change — By a large margin, 
fit respondents report that their leaders 
“anticipate opportunities and threats to keep us 
ahead of change.” In other words, the leaders 
of fit enterprises pay attention to the forecasts 
of the strategic planning and competitive 
intelligence departments. In fact, these leaders 
eagerly look for opportunities and threats, 
because they know that their enterprise 
can take advantage of them to surpass the 
competition. Turns can hit the unprepared 
hard, making them possible acquisition targets.

Adaptability Is the IT 
Organization’s Chief 
Responsibility
On the other side of these strong relationships 
with corporate executives stands an IT leadership 
with the ability to act on the business’s terms. In 
fit enterprises, IT executives do not merely take 
orders and keep costs down. Fit IT leaders turn 
the IT organization into an instrument of change 

“Historically, Tower was a traditional insurer behaving in more conservative, 
traditional ways. The customer-focused Tower of today is far better placed to 
thrive in today’s digital world and make the most of the challenges in the market.”

Peter Muggleston, CIO, Tower Insurance
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for the enterprise. The survey identified a couple 
of key ways in which the IT leadership of fit 
enterprises outperforms that of fragile enterprises:
• Enterprise agility — On average, fit 

respondents rated their IT leaders much 
higher on “enabling the enterprise to navigate 
change.” Enterprises must build a technology 
platform that will make them more agile before 
a crisis occurs in order to thrive after it. Such 
a platform requires a technical architecture 
that simplifies and decouples components 
so that it can shift to support new operating 
models, business models and ecosystem 
partners quickly.

• Fluid culture — Fit respondents also said 
that their enterprises excel at “fostering a 
culture of change within the IT organization” 

(although this same capability is exhibited 
across the enterprise). For the CIO, this means 
that an IT organization built for operational 
efficiency in a stable environment cannot 
adapt quickly to changing business conditions. 
A fit IT organization does not simply need to 
change if the occasion arises. Its people need 
a mindset that values continual learning and 
agility over technical expertise and mastery of 
a particular set of skills or processes.

Before you read on, take a few minutes to rate 
your own enterprise on these 10 capabilities 
so that you can compare it to the fit enterprises 
we describe in detail next (see Figure 9).

Source: Gartner
ID: 407791
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Balanced Risk Taking

Anticipating Change

Enterprise Agility

Fluid Culture

Figure 9. Rate Your Enterprise on the 10 Fitness Capabilities
On a Scale of 1-7
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Alignment Must 
Be Dynamic

16 The 2020 CIO Agenda: Winning in the Turns



In periods of stability, 
“alignment” means that 
everyone in the organization 
pulls in the same direction. 
During crises, however, 
alignment means that 
the organization can stay 
together while it shifts to a 
new direction. Fit enterprises 
exhibit five capabilities that 
enable them to maintain 
alignment: leadership, 
investments, vision, strategy 
and relationships.

Effective Leadership
Fit enterprises have great leaders. If enterprises 
could choose only one thing at which to excel,  
it should be leadership. Fit enterprises stand 
out in their executive leadership more than in 
any other broad topic we surveyed. Competent 
managers can keep an enterprise moving 
forward in a stable business environment. 

When the environment changes, the enterprise 
needs leaders who can figure out what’s 
happening and then make fundamental shifts 
in the organization to address it. Without great 
leaders, the enterprise suffers in a crisis.

What makes for great leadership? Fit leaders 
know what direction the enterprise must move 
in during a transformation. This is the capability 
where fit enterprises most outperformed fragile 
ones. Fit respondents scored their enterprise 
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an average of 5 out of 7 for “providing clear and 
effective leadership,” well above the 4 average 
of fragile respondents (see Figure 10).
Leadership in a crisis comprises six elements 
that form into two parts — knowledge and trust 
(see Figure 11).
Knowledge: Leaders must figure out where the 
enterprise should go next. Fit leaders don’t make 
preserving the current state of the business and 

operations their priority. During a transformation, 
many of the old assumptions about business 
no longer remain valid. Therefore, fit leaders 
seek to confront the new reality squarely. That 
means acknowledging that the environment now 
dictates what is possible for a business, and how 
quickly it needs to move.

Fit leaders don’t guess or follow hunches 
about the future. Instead, they gather as much 

n = 218 (Fit); 226 (Fragile)
Q.  How would you rate your enterprise’s executive leadership on these capabilities? How would you rate your enterprise on these attributes? Please 

indicate the nature of your/your organization’s CIO’s relationships with the following people or groups. 
Source: 2020 Gartner CIO Survey
ID: 407791
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information as they can. Data becomes critical 
to overcoming preconceptions so that leaders 
can identify the new business conditions. Not 
surprisingly, fit survey respondents gave their 
leaders significantly higher marks for “making 
timely, data-driven decisions” — 38% of CIOs in 
fit organizations ranked their leaders as effective 
or very effective versus only 21% of CIOs at 
fragile organizations.

Trust: Trust in leaders becomes much more 
important in a crisis. Without that trust, 
employees lose focus or move in different 
directions. The enterprise becomes paralyzed. 
To thrive in a crisis, employees must believe 
that leaders know how to find the right 
direction. That is, leaders don’t necessarily 
have to know the right direction immediately, 
but they do have to know what must be 

n = 218 (Fit); 226 (Fragile)
Q. How would you rate your enterprise on these attributes? Which of these exist in your enterprise?
Source: 2020 Gartner CIO Survey
ID: 407791
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done next. “What must be done” may involve 
launching many experiments to determine 
the right direction and communicating this 
clearly. The adage “Repeat yourself 50 times 
and people will begin to get the message” 
applies especially during a crisis. Fit survey 
respondents rated their leaders higher 
on “Accurately communicating business 
needs to IT” (where 49% of CIOs rated their 
leaders as effective or very effective) than did 
fragile respondents (where only 30% did). 
Consequently, fit leaders:

• Speak honestly to workers about the crisis 
and the risks to the organization.

• Explain what is known and not known, and how 
the enterprise will find the way forward.

• Don’t express unwarranted confidence or make 
promises they are not certain they can keep.

 Recommendations
• What to read: “Develop Good Decision 

Models to Succeed at Decision 
Management,” G00341367

• Who to talk to: W. Roy Schulte
• What to do next: 

 – Improve decision support for business 
executives.

 – Identify areas where they need more 
data, better data, faster data or clearer 
presentation of data to fuel decision 
making.

 – Consider whether the IT organization can 
do more to automate routine decisions so 
that executives have more time to focus 
on critical business decisions.
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Disciplined Investment
The capability above describes dynamic 
alignment — the ability of the various parts of a 
fit enterprise to change direction in coordination. 
Naturally, dynamic alignment extends into the IT 
organization. In fit enterprises, IT organizations 
exhibit two capabilities that support alignment: 
investments and relationships.

Fit leaders excel at “making disciplined IT 
investment decisions” — the third-biggest gap 
between fit and fragile survey respondents. Fit 
respondents rated their organizations 4.8 out of 7 
versus 3.8 for fragile respondents. IT investments 
involve trade-offs among competing priorities 
(see Figure 12). The interesting and surprising 
insight is that fit organizations are more likely to 
have centralized resource allocation processes, 

n = 218 (Fit); 226 (Fragile)
Q.  Please indicate your level of agreement with the following statements: Our enterprise has a technology funding model that is flexible enough to 

respond quickly to changes in our business environment, percent that agree or strongly agree (5/6/7). What is the primary funding source for new 
business opportunities or innovation, including investment in building new business capabilities (includes test/learn) and initiatives that expand your 
enterprise’s current line of business? What is the primary funding source for new digital foundations, including data and analytics initiatives (e.g., 
cloud-based infrastructure, APIs, platforms, investing in data quality improvement, data/analytics governance)?

Note: Totals may not equal 100% due to rounding.
Source: 2020 Gartner CIO Survey
ID: 407791
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“We want to be fully in the cloud. We want to be, on a platform-as-
a-service level, consuming and assembling standard services with 
the least moving parts. The same thing applies to our ERP, to our 
productivity and collaboration tools. 

All of our back-office processes are being simplified and standardized, 
making them suitable for workflow or robotics or machine learning. 
These tools are becoming quite simple these days. It doesn’t take a 
specialist team to write a workflow or a low-code app.”

Peter Muggleston, CIO, Tower Insurance
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not the devolved budgets that might have been 
expected. In a crisis, you need someone to make 
the decisions, not a decentralized committee.

Creating disciplined investing involves 
several factors:

• Agreement between business and IT leaders 
on technology priorities. In fit enterprises, 
the business jointly owns technology. Business 
leaders work with the IT organization to 
design technology projects that support their 
objectives. Business leaders invest some of 
their own budget, time and people into making 
these projects work. They view the success of 
the projects as essential to their own success.

• More emphasis on IT to drive business 
outcomes versus operations. In fit enterprises, 
the IT organization has shifted its resources 
toward technology that will grow or transform 
the business. Cloud computing, outsourcing 
and other methods free up money and people 
from operational support. The IT organization 
can then put those resources to work — for 
example, in projects that use emerging 
technologies for competitive advantage.

• Executives’ commitment to the IT strategy. 
In fit enterprises, the CEO and other senior 
executives view IT as critical to business 
performance. They do not view IT as a 
cost center. Executives make technology 
investments because they are indispensable 
to the enterprise’s success. Accordingly, 
senior executives will not slash technology 
investments in a crisis unless the business 
strategy that they support has to change, too.

Compelling Vision
The leaders who can best guide an enterprise 
through a crisis are visionaries. They see the 
future themselves, and they can make everyone 
else see it, too (see “Unleash Your Inner Futurist 
to Survive Digital Transformation,” G00377797).
Great leaders know how to “articulate a clear 
and consistent vision to employees, consumers 
and partners.” According to our survey, fit 
enterprises outscored fragile ones an average 
of 4.8 to 3.8 out of 7 — one of the largest gaps 
in the survey. Vision requires more than clarity 
and credibility. Vision speaks to how vividly 
leaders imagine the future. After all, the future 
is not only an opportunity that the changing 
business environment offers; it is also a new 
reality that the enterprise shapes for itself. 
Fit leaders generate excitement within their 
organization. They unleash its creativity.
A crisis throws old certainties into doubt — 
products, processes, roles and more. Fit leaders 
create a new certainty for stakeholders through 
their vision. A vision differs from a goal. A goal 
represents a specific, measurable target, and 
managers can plot a series of concrete steps 
to achieve it. By contrast, a vision is merely a 

• What to do next: 
 – Build a business capability model for 
the future of the enterprise. Business 
capability modeling represents how 
enterprises combine resources, 
competencies, information, technology, 
processes and their environments to 
create unique competitive possibilities 
and deliver value to customers or citizens.

 – Use the business capability model to show 
the IT organization more clearly what the 
business needs. The process of creating 
it will enable the CIO to develop closer 
relationships with business executives.

 Recommendations
• What to read: “Three Tips to Build Business 

Engagement in IT,” G00711570

• Who to talk to: An Advisor or your 
Executive Partner
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story about the future. The path to it does not 
yet exist. The fit leader tells a story about the 
organization’s future that stakeholders can read 
themselves into.

Fit leaders do not prescribe the steps that 
the organization will take. Instead, fit leaders 
provide inspiration and general guidelines, 
and clear a path for innovation to occur 
across the organization. 

Most organizations built for stability fall out of 
step when they attempt a change, because the 
old way has been drilled into staff and executives 
lack the ability to transmit the urgency of the 
new direction. Vision also requires time — time 
for its creation and time for its dissemination. 
Fit businesses are more likely to dedicate 
resources to value optimization and leadership 
than are their fragile, more cost-oriented peers 
(see Figure 13).

Clear Strategy
In the survey, “Having a clear and consistent 
overall business strategy” ranks as one of the 
most distinctive traits of fit enterprises after 
vision (5 out of 7 versus 4 for fragile enterprises). 
A clear and effective leader needs a clear and 
consistent business strategy.
Increasingly, digital technology will drive that 
strategy. Even when the crisis does not involve 

 Recommendations
• What to read: “Ten Practical Lessons 

CIOs Can Learn From Venture 
Capitalists,” G00331738

• Who to talk to: Erik Van Ommeren
• What to do next: 

 – Hone your listening skills — a critical 
component of leading in an environment 
of constant change. Genuine listening 
requires openness to what is being said, 
including a willingness to be corrected.

 – Be prepared to listen generously and learn 
from your employees as much as you are 
prepared to instruct them.

In times of change, process 
adherence must give way 
to experimentation.
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n = 218 (Fit); 226 (Fragile)
Q. For each row, move the slider to the statement that best describes your focus as CIO or the focus of your IT organization.
Source: 2020 Gartner CIO Survey
ID: 407791
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n = 218 (Fit); 226 (Fragile)
Q. How would you rate your enterprise on these attributes? Which of these exist in your enterprise?
Source: 2020 Gartner CIO Survey
ID: 407791
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technology, the solution will often be a digital 
one. Fit enterprises take crises as opportunities 
to re-imagine what their enterprise should be. 
Most enterprises have started down the path 
toward digital business, and a crisis will convince 
many to speed up their journey. Successful 
digital businesses exhibit growth rates and 

resilience that look attractive to leaders in a 
crisis. For this reason, fit enterprises outperform 
fragile ones in converging their digital and 
business strategies, especially by creating and 
monetizing information assets, as signaled by the 
importance of information management, topping 
the list (see Figure 14). 
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But strategy is an outcome, not a cause of 
fitness. Fit enterprises know when to change 
their strategy and have the ability to do so. In 
other words, fit enterprises excel, above all, in 
the strategy-setting process. In fragile enterprises, 
strategy is a once-a-year activity that culminates 
in the board of directors approving initiatives 
and budgets that won’t be revised for another 12 
months. Thus, fragile enterprises respond slowly 
to dramatic changes in business conditions. 
By contrast, fit enterprises have started to turn 
strategy into an ongoing process that continually 
adjusts to changing market conditions.
Fit enterprises are more flexible in funding their 
strategy than fragile ones. The survey asked 
respondents to rate their organization on the 
proposition: “Our enterprise has a technology 
funding model that is flexible enough to respond 
quickly to changes in our business environment.” 
On average, fit respondents scored 4.3 (on a 1-7 
scale), compared with 3.5 for fragile ones.
Enterprises that successfully navigate a crisis 
must enact their new strategy quickly. They 
cannot wait for the annual budget process to work 
itself out before investing in it. Often, that means:
• Starting with a large number of possible solutions
• Running several rounds of experiments 

and proofs of concept to narrow down 
the best solution

Thus, the enterprise must spend at least a 
little money on experiments before their value 
can be known — in fact, with the knowledge 
that most of these investments will fail. Then 
the budget must ramp up automatically after 
every round to enable the successes to be 
scaled further. This approach contradicts the 
conventional approach to IT budgets that more 
fragile enterprise use where the sponsor must 
prove ROI before the CFO hands over money 
for the project.

 Recommendations
• What to read: “Unleash Your 

Inner Futurist to Survive Digital 
Transformation,” G00377797

• Who to talk to: Frank Buytendijk

• What to do next: 
 – Work proactively to improve the ability 
of CEOs and other corporate executives 
to execute the strategy-setting process.

 – Develop better data and analytics 
to anticipate crises and offer better 
insight as to what the enterprise 
should do in response.

“In the old world, you would have already worked out what you were 
going to do. So, you have to know before you spend the money 
that it’s already a good idea. Whereas, in the future, I would want a 
business team to be able to say, ‘Let’s try that.’ If I already completely 
digitized my back office, then I’ve empowered those teams to test 
and learn, and to see what that experience looks like for the customer. 
We define the field of play and then let teams test and learn.”

Peter Muggleston, CIO, Tower Insurance
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Robust Relationships
Gartner has found that, in some enterprises, 
it can take up to two years for the CIO to learn 
about a change in business strategy. Such a 
delay would hurt the enterprise in a crisis that 
demands a rapid change in direction. This 
kind of delay can only come about because 
the CIO lacks a strong relationship with senior 
business executives.

In fit enterprises, the CIO enjoys strong 
relationships with senior executives, especially 
those who have a strategic rather than 
operational focus, including:

• The board of directors

• The head of sales

• The chief procurement officer (a critical role 
for dealing with severe cost pressures)

Above all, the CIO has a strong relationship 
with the CEO. In 50% of fit enterprises, the 
CIO reports to the CEO; that happens in 
only 38% of fragile enterprises. Of all the 
capabilities tracked in the survey where there 
is a statistically significant difference between 
fit and fragile respondents, fit enterprises score 
highest on the CIO-CEO relationship — 5.8 out 
of 7 compared with 5.3 for fragile enterprises. 
This closeness enables the CIO and IT 
organization to change direction as soon as 
the CEO decides on a new business strategy 
(see Figures 15 and 16).

A close relationship with the CEO presupposes 
a strategic role for the CIO. Many CIOs have 
an operational focus and report to the COO or 
CFO. Thus, they may not interact much with 
the CEO or have a voice in strategy-setting. 
Digital business has given CIOs an opportunity 
to evolve into a more strategic role and hence 
develop a closer relationship with the CEO. 
The 2018 Gartner CIO Survey found that CIOs 
are spending significant time on executive 
leadership (versus IT leadership) — 40% on 

average, 50% for top-performing enterprises 
(see “2018 CIO Agenda: Global Perspectives 
on the New Job of the CIO,” G00346865). Doing 
so makes the enterprise fitter even apart from 
digital business.

Don’t Get Distracted by: Operational 
Relationships
The survey found no statistical difference 
between fit and fragile enterprises in terms of 
the CIO’s relationship with other executives who 
have operational roles, including the CFO, COO, 
chief HR officer (CHRO), business unit heads, and 
customers or citizens. A relationship with the CEO 
makes you fit for the future. A relationship with 
the CFO makes you cost-conscious.

 Recommendations
• What to read: “Three Actions for New CIOs 

to Build Solid Rapport With C-Level During 
Their First 100 Days,” G00373185

• Who to talk to: Daniel Sanchez Reina
• What to do next: 

 – Develop closer relationships with enterprise 
leaders who have strategic roles.

 – Set up meetings for a two-way exchange 
on issues of strategic importance.

 – Listen carefully as they articulate their 
needs, and offer them real choices of IT 
solutions that honestly reflect the trade-
offs that have to be made (for example, 
efficiency vs. customer satisfaction).
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Q. To whom do you report?/To whom does your CIO report? Are you/Is your CIO a formal member of your organization’s executive management team? 
Source: 2020 Gartner CIO Survey
ID: 407791

Figure 16. CIO Reporting Relationships 
Percentage of Respondents (Longitudinal View)
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Fragile: 57%

Fit: 50%
Fragile: 38%

n = 218 (Fit); 226 (Fragile)
Q. Please indicate the nature of your/organization’s CIO’s relationships with the following people or groups.
Source: 2020 Gartner CIO Survey
ID: 407791
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Anticipation 
Means Taking 
More Risk
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Fit enterprises do not wait 
for circumstances to force 
a change in direction. Fit 
leaders actively search for 
emerging trends or situations 
that require a change, and fit 
leaders do what it takes to act 
on these discoveries. 

Thus, fit leaders significantly outperform in three 
areas: anticipating, taking risks and gaining 
advantage (see Figure 17).

IT as Differentiator
Fit enterprises increasingly view IT as a point of 
leverage for the business. In fit enterprises, the 
IT organization plays a critical role in executing 
the new business strategy. Not surprisingly, 
fit respondents rated their enterprises much 
more highly (4.69 out of 7) on “Using IT to 

n = 218 (Fit); 226 (Fragile)
Q.  How would you rate your enterprise’s executive leadership on these capabilities?
Source: 2020 Gartner CIO Survey
ID: 407791
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gain competitive advantage” than their fragile 
counterparts (3.6). As illustrated in Figures 18, 19 
and 20, underpinning this are:

• Leadership dedicated to modernizing IT’s core

• Deployment of contemporary technologies

• Investment shifts to pay for the work 
that is necessary

These results imply that fit and fragile enterprises 
conceive of the IT organization differently. In 
fragile enterprises, the IT organization plays its 
traditional order-taking role, where IT is ancillary 
to the business. It provides operational support 
to execute the strategy that the business defines. 
In fit enterprises, IT organizations more likely 
work with the business to define technology-
driven business strategies. Possibly, the IT 

organization proactively suggests new strategies 
to the business. Thus, the IT organization 
becomes more important, but expectations also 
rise. IT must make a material difference to the 
enterprise’s financial performance.

Don’t Get Distracted by: Cost Reduction
In most enterprises, a crisis usually means 
budgets cuts for the IT organization. However, 
fit IT organizations do not have to make reactive 
spending cuts, because their enterprises already 
practice disciplined IT investments. 

 Recommendations
• What to read: “The Art of the One-Page 

Strategy,” G00281842
• Who to talk to: Heather Colella
• What to do next: 

 – Embrace the agile servant-leadership 
practice of “leading from behind” to enable 
greater autonomy, creativity and self-
management across IT.

 – Begin with a bimodal organizational design 
and start to form clusters or pods with 
teams of between five and seven cross-
functional people, maintaining small team 
sizes and allowing them the time and space 
to develop into high-performing, strongly 
bonded teams.

 – Extend the pod and team design 
progressively across the whole of IT.
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n = 218 (Fit); 226 (Fragile)
Q.  How would you rate your IT organization regarding these attributes? How would you rate your enterprise’s IT leadership team on these capabilities? 

Please indicate your level of agreement with the following statements.
Source: 2020 Gartner CIO Survey
ID: 407791
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Figure 18. Using IT to Gain Competitive Advantage — Leadership
Percentage of Respondents Answering 5/6/7
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Articulating the Business Value of IT

Our Enterprise Is Good at Removing 
Technical Debt — It Is Actively Following a 

Robust Legacy Modernization Roadmap
Our Enterprise Has a Modernized 

Architecture That Supports Internal 
Use of APIs and Microservices

Our Enterprise Has a Modernized 
Architecture That Supports External Access 

of APIs and Microservices by Third Parties
Our Enterprise Seeks to Understand 

Use Cases for New/Emerging 
Technologies Before Investing

Efficiently Serving Our Customers

Capacity to Embed Security Controls Into 
Technologies and Workflows Right From Initial 

Design All the Way Through Deployment
Mastery of Iterative Development Using 

Techniques Such as DevOps That Follow a 
Rapid Test/Learn/Revise Development Cycle

Our Enterprise Will Increase Its 
Focus on IT Cost Reduction in 2020
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Q. What are your organization’s plans in terms of the following digital technologies and trends?
Source: 2020 Gartner CIO Survey
ID: 407791
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Figure 20. Investment Shifts
Percentage of Respondents

IT Project Budget (n = 207)

IT Budget by Functional Areas (n = 246)

IT Budget by Asset Category (n = 247)
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Balanced Risk Taking
Fit enterprises take more risks in order to change 
their competitive position. They play for bigger 
stakes. The extra risk they assume has a larger 
potential payoff for the business. Fit leaders look 
at risk, innovation and technology through that 
lens. When fit enterprises invest in technology, 
they aim at a direct business outcome — higher 
sales, faster growth, wider margins, new markets 
and better customer experience.

Fit leaders act. Acting in anticipation of changes 
that have not yet become obvious entails 
greater risk than assuming a stable business 

environment and staying the course. In a 
changing environment, accepting more risk is 
safer. Without taking risks, the enterprise cannot 
learn and adapt to new conditions. For this 
reason, fit enterprises make a deliberate choice 
to accept a higher risk profile. In the survey, we 
asked respondents to rate their organizations 
on “willingness to take on risks for long-term 
growth, even if that could decrease current year 
profits.” Fit respondents scored their enterprises 
higher (4.4 out of 7) than fragile respondents 
(3.5). Attitudes to risk have changed over 
time, as Figure 21 shows. On a scale of 1 (avoid 
risk) to 7 (embrace risk) the average among 

n = 218 (Fit); 226 (Fragile)
Q. How would you describe your enterprise’s overall risk tolerance, both today and 24 months ago?
Source: 2020 Gartner CIO Survey
ID: 407791
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Figure 21. Change in Risk Appetite
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fit enterprises is 4.0 versus 3.3 among fragile 
enterprises. It is interesting to note that fragile 
enterprises today are where fit enterprises were 
two years ago with respect to attitudes to risk.
Fit enterprises will trade today’s profits for 
greater success tomorrow. By contrast, most 
executives don’t want to sacrifice their current 
sales for potential revenue of an unproven 
product. Most executives don’t want to invest 
in new systems and ways of operating before 
the business case for them becomes ironclad. 
But executives must do these things if they want 
to come out ahead in a crisis. It often takes a year 
or two to develop new products. It can take years 
to rearchitect systems and change business 
processes. Waiting to act until a crisis hits 
leaves the enterprise unable to respond quickly. 
Investing ahead of time insures the enterprise 
against change.

 Recommendations
• What to read: “A Practical Approach 

to Strategic Thinking on Risk, Urgency, 
Innovation and Agility for CIOs,” G00317302

• Who to talk to: Tina Nunno
• What to do next: 

 – Create clear and simple mental models 
to help senior executives articulate the 
enterprise approach to four common 
categories of strategic risk: recklessness, 
agility, urgency and innovation.

 – Become more aware of the enterprise 
mental models and the questions the 
organization asks to assess risk, to help 
avoid taking unnecessary bad risks and 
move the enterprise toward good risks.

37Anticipation Means Taking More Risk



Anticipating Change
By a large margin, fit respondents (4.7 out of 7) 
outperform fragile enterprises (3.8) in having 
leaders who effectively “anticipate opportunities 
and threats to keep us ahead of change.” Fit 
leaders assume that change characterizes the 
business environment, whereas fragile leaders 
assume the business environment will remain 
stable. These differing attitudes explain why 
fit enterprises accelerate out of a crisis while 
fragile enterprises languish. Fit enterprises 
expect change and prepare for it. Fragile 
enterprises are surprised by change. The stability 
of their business model and operating model, 
which enabled them to thrive up to that point, 
suddenly becomes a liability. It hinders the fragile 
enterprise in adapting to the new business reality.

The leaders of fit enterprises eagerly look for 
opportunities and threats because they know 
their enterprise can take advantage of them to 
surpass the competition. Forty-seven percent of 
fit respondents rated their enterprises effective 
or very effective, 22 percentage points ahead of 
the fragile respondents (25%), on “proactively 
reviewing and revising our strategy ahead of the 
rate of change of the environment” (see Figure 
22). Fit leaders aren’t frightened by the thought 
of shifting the business strategy, scrapping 
old business models, crafting new ones and 
restructuring operations; rather, they want to 
take these actions when circumstances warrant. 
The greater agility of fit enterprises gives them 
a competitive edge during a crisis, and fit 
leaders know it.

“We had made investments in some underpinning technology to 
allow us to keep an eye on the global economy. It was sort of a 
sentiment engine that was monitoring and measuring some of 
the things that were affecting either supply or demand. So, our 
economics group actually had some early insight, I’d almost 
call it precognition, to what was going on in the industry.”

Mike Pfister, CIO, ConocoPhillips
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n = 218 (Fit); 226 (Fragile)
Q. Which of these exist in your enterprise? How would you rate your enterprise on these attributes?
Source: 2020 Gartner CIO Survey
ID: 407791
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 Recommendations
• What to read: “Digital Society Infrastructure 

Will Set the Enterprise’s Business 
Context,” G00432864

• Who to talk to: Jorge Lopez
• What to do next: 

 – Develop a capability within the IT 
organization to track the business impact 
of technology-related trends.

 – Do not simply track individual emerging 
technologies. Instead, determine how 
combinations of technologies and 
social trends might alter the competitive 
landscape.

 – Feed these insights to the enterprise’s 
strategic planning team.

A related survey finding confirms this view. We 
asked respondents to rate their enterprise on 
how much it “encourages innovation, even if 
ideas cannibalize existing lines of business.” 
As with the previous question, this one offered 
respondents an explicit trade-off. Fit enterprises 
are more likely (40% are good or very good at 
this) to sacrifice existing businesses in a search 
for innovation than fragile ones (only 25%). 
This result helps to draw a distinction that the 
term “innovation” often obscures. Almost every 
enterprise claims it innovates, but in most cases, 
innovation means incremental improvements 
accomplished without disruption to existing 
products and processes. Fit enterprises 
have started becoming bolder, looking for 
step-change innovations that often replace 
established offerings — for example, Netflix’s 
streaming service cannibalizing its DVD rentals.
Fit leaders do not simply listen to the forecasts 
of the strategic planning and competitive 
intelligence departments. Many fit enterprises 
have functions that synthesize information 
about emerging trends into a picture of what 
the business environment could look like in 
the future (see “Digital Innovation Organization 
Gets BP Future-Ready,” G00448155). Thus, fit 
enterprises formalize or support the vision work 
that fit leaders excel at. Fit leaders are better at 
anticipating the future because they send people 
out to actively search for it.
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Adaptability Is the 
IT Organization’s 
Chief Responsibility
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IT leadership must be able 
to act on the business’s 
terms. In fit enterprises, IT 
executives do not merely 
take orders and keep costs 
down. The IT organization 
becomes an instrument of 
change for the enterprise. 

The survey identified two key ways in which 
the IT leadership of fit enterprises outperforms: 
agility and culture (see Figure 23).

Enterprise Agility
A fit enterprise such as we described earlier 
needs an IT organization whose capabilities mirror 
those of the business. IT leaders must be able to 
communicate a clear vision for the organization, 
the IT strategy must align with the business 
strategy, and so on. All of these capabilities add 
up to an ability to help the enterprise adapt to a 
volatile competitive environment.

n = 218 (Fit); 226 (Fragile)
Q. How would you rate your enterprise’s IT leadership team on these capabilities? 
Source: 2020 Gartner CIO Survey
ID: 407791
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We asked respondents to rate their IT leadership 
on “enabling the enterprise to navigate change.” 
Fit respondents rated their IT leaders, on average, 
4.8 out of 7 versus 4.1 for fragile ones. CIOs must 
think about this issue from two perspectives.

1. The IT organization must be able to keep up 
with the business (see Figure 24):
• Overall, IT leaders should share the capabilities 

of enterprise leaders, including clear and 
effective leadership, ability to inspire, strong 

n = 218 (Fit); 226 (Fragile)
Q.  How would you rate your enterprise on these attributes? Which of these exist in your enterprise? Did your enterprise change its business model  

as a result of the disruption?
Source: 2020 Gartner CIO Survey
ID: 407791

Figure 24. Elements That Aid Navigation of Change
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0% 35% 70%

Change of Business Model 
as a Result of Disruption

37%
26%

Presence of COO of IT
20%

19%

Distributed Hubs of Innovation Activities 
That Harvest and Scale the Best Ideas

20%
17%

Presence of Chief Digital Officer 22%
10%

Ability to Evaluate Change Using A/B 
Testing of Business Models, Products or 

Services to Deliver Enhancements

26%
21%

Dedicated Resources to Teach Agile 
Techniques to Teams and Stakeholders

23%
17%

Clarity and Effectiveness 
of IT Governance

60%
39%

Presence of a Digital 
Transformation Team

32%
23%

p 21%

p 12%

p 11%

p 9%

p 6%

p 5%

p 3%

p 1%

Difference 
Between Fit 
and Fragile

Fit
Fragile

44 The 2020 CIO Agenda: Winning in the Turns



relationships and willingness to take risks (see 
“2017 CEO Survey: CIOs Must Master These 
Leadership Traits That CEOs Want,” G00326829).

• Surprisingly, IT governance plays a role in 
becoming fit, too. The ability to coordinate 
resource allocation in times of disruption 
has survival benefits (see the Disciplined 
Investment section).

• IT leaders must have a strategic outlook. 
They need to engage with business leaders 
in discussions of business strategy and to 
contribute their own ideas, based on their 
technology expertise.

• The IT organization must be forward-looking, 
anticipating how emerging technologies 
and social trends will create new business 

conditions. The IT organization should educate 
the business about the opportunities and 
threats of this new environment.

• The existence of a digital transformation team 
also plays a role in becoming fit (see Figure 25). 
For those considering this direction, such teams 
seem to be most effective at driving fitness if they 
report to a business unit head outside of IT. Being 
as close as possible to the power pays dividends.

2. The IT organization must build a technology 
platform that will make the enterprise more agile. 
And it must be built before a crisis occurs if leaders 
expect the enterprise to thrive after it. Such a 
platform requires a technical architecture that 
simplifies and decouples components so that it can 

Presence of a Digital 
Transformation Team

32%
23%

Figure 25. Digital Transformation Team Reporting Line
Percentage of Respondents

n = 218 (Fit); 226 (Fragile)
Q. What is the structure of this team dedicated to digital business or digital business transformation? 
Source: 2020 Gartner CIO Survey
ID: 407791
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shift to support new operating models, business 
models and ecosystem partners quickly. The survey 
asked for “agreement” with the following two 
statements; the difference in the average scores for 
fit versus fragile is .06 for each of these attributes:
• “Our enterprise has a modernized architecture 

that supports internal use of APIs and 
microservices.”

• “Our enterprise has a modernized architecture 
that supports external access of APIs and 
microservices by third parties.”

The IT organization must also turn data into 
a business asset. Fit enterprises continue 
to integrate data from a growing number 
of sources, and to build analytic capabilities 
to yield insights for the business.

Fluid Culture
Great leaders and a great strategy don’t count 
unless the enterprise has workers who can 
execute it. In a crisis, workers must possess the 
ability to change established habits and think in 
creative ways to meet a new set of challenges. 
In a business environment undergoing more 
frequent transformations, the ability to change 
becomes the No. 1 capability of the workforce. 
Readiness for continual change becomes a 
cultural requirement (see Figure 26). The IT 

n = 218 (Fit); 226 (Fragile)
Q. Which of these exist in your enterprise? 
Source: 2020 Gartner CIO Survey
ID: 407791
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• Who to talk to: Bill Swanton
• What to do next: 

 – Shift the work of the IT organization further 
from an operational to a business focus.

 – Consider outsourcing, cloud computing, 
automation and other methods to support 
operations to free up resources for work 
that has a direct business impact.

 Recommendations
• What to read: “A Digital Business 

Technology Platform Is Fundamental to 
Scaling Digital Business,” G00342253
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organization plays a critical role in building 
this capability into the enterprise’s culture:
• Many changes in work practices are driven 

by technology.
• Digital dexterity helps workers across 

the enterprise to adapt to change.
• The IT organization can act as a model of agile 

work practices for the rest of the enterprise.
• The CIO already shares responsibility in this 

area with the CHRO in over 90% of enterprises 
(see “Digital Business Transformation: A CIO 
Perspective,” G00369598).

Fit IT organizations have already started to 
move in this direction. Thirty-eight percent of 
fit respondents said that their enterprises have 
a “culture that embraces appropriate risk taking 
and learning from failure” whereas only 21% of 
fragile enterprises do. An IT organization built 
for operational efficiency in a stable environment 
cannot adapt quickly to changing business 
conditions. A fit IT organization does not simply 
need to change if the occasion arises.
Another key finding is the importance of 
pervasive learning. An organization’s people 
need a mindset that values continual learning 
and agility over technical expertise and mastery 
of a particular set of skills or processes. On 
average, fit enterprises outscored fragile 
enterprises on a series of survey questions 
related to agile work, including:
• Use of APIs and microservices
• Mastery of iterative development
• Ability to evaluate change, using A/B testing
• Mastery of continuous integration and 

continuous deployment
• Product orientation (rather than 

project orientation)

The last capability is particularly important. A 
product orientation involves blended teams with 
a variety of business, IT and other functional 

skills versus a mainly IT team that communicates 
to the business through a business analyst, as 
in project work. Effective product teams have a 
culture geared toward innovation. Not every IT 
staff member has the ability to work in cross-
function teams. Most IT organizations need to 
improve in product orientation as well as the other 
agile practices, but fit enterprises have already 
opened a lead (see “3 Steps to Address Culture 
Issues When Scaling Product Management 
Approach,” G00385798).

 Recommendations
• What to read: “Shape, Shift and 

Share the Organization’s Culture for 
ContinuousNext,” G00378590

• Who to talk to: Elise Olding
• What to do next: 

 – Undertake a culture change initiative 
within the IT organization that emphasizes 
growth mindset and continuous learning.

 – Identify the new behaviors that you want 
to encourage in IT staff.

 – Jump-start change by using culture hacks 
to dramatize those behaviors.

“Another one of the things that we realized is that our employees’ 
career aspirations don’t hibernate; they expect the trajectory on their 
career development to stay the same regardless of crude prices.”

Mike Pfister, CIO, ConocoPhillips
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CIOs should take a hard look at the road 
ahead for the enterprise. Most industries 
will continue to see the rate of business 
disruption accelerate. CIOs should be aware 
of the natural human tendency to assume 
that the future will continue along the same 
lines as the past.
CIOs who see change as the coming reality 
can do a number of things to:
• Maintain alignment during change.
• Anticipate and act on change 

before it happens.
• Increase the adaptability of both the IT 

organization and the enterprise as a whole.

Conclusion
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Appendix:  
Survey Methodology
The 2020 Gartner CIO Survey was conducted online from 4 June 2019 through 5 August 2019 among Gartner 
Executive Programs members and other CIOs. Qualified respondents are each the most senior IT leader 
(CIO) for their overall organization or for a part of their organization (for example, a business unit or region). 
The sample includes 1,070 CIO respondents in 64 countries and across major industries (public and private), 
representing approximately $3.5 trillion in revenue/public-sector budgets and $67.5 billion in IT spending. The 
survey was developed collaboratively by a team of Gartner analysts, and was reviewed, tested and administered 
by Gartner’s Research Data and Analytics team.

Results do not represent global findings or the market as a whole, but reflect sentiment of the respondents 
and companies surveyed. Respondents come from a range of industries: education (20%), government (12%), 
manufacturing (12%), financial services (11%), professional services (6%), healthcare provider (4%), insurance 
(4%), retail (4%), utilities (4%), energy (3%), IT (3%), transportation (3%), health payer (2%), life science (2%), 
telecommunications (2%), media (1%), natural resources (1%), wholesale (1%), other (5%).

Further Reading
Gartner Executive Programs Reports

“Unleash Your Inner Futurist to Survive Digital Transformation,” G00377797
“The CIO’s Guide to Strategic Engagement,” G00359456
“Step Into the Leadership Gaps in the C-Suite: Behave for the Role You Want,” G00368488
“Adaptive Governance Is the Key to Digital Business Risk Management,” G00379101

Core Research
“Winning in the Turns: A CIO Action Guide,” G00421852
“How CIOs Should Communicate About Strategy to Impact Business Success,” G00431327
“A CIO’s Guide to Strategy Development,” G00350489
“Measuring the Impacts of Digital Disruption: Populating Gartner’s Digital Disruption Scale,” G00354870
“Future Paths for Technology Leadership in the C-Suite: How CIOs Are Redefining Their Role for Digital 
Business,” G00710544

“Toolkit: Five Situational Leadership Types: Executive Overview,” G00338432

Books
N. N. Taleb. “Antifragile: Things That Gain From Disorder.”
P. Schwartz. “The Art of the Long View: Planning for the Future in an Uncertain World.”

Peer Conversations
“If You Were the CEO,” Gartner Peer Connect, Community: IT, Forum: The Think Tank.
A conversation based on the question: “Given your knowledge of technology, if you were promoted to the 
position of CEO, what one change would you implement in your company?”
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GOMB) 
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Gartner for Data and Analytics 
Leaders 

Performance 
Measurement Tool for 
Data and Analytics 
Leaders



The SUCCESS Framework
Operational Excellence Training 

Utah’s State Governor’s Office of Management and 

Budget  (GOMB) has kindly allowed Gartner’s Chief 

Data and Analytics Officer Research Team to 

reproduce the syllabus they used to train their 

agency leaders in performance management. The 

presentation is Utah GOMB’s and has been lightly 

edited by Gartner’s research team. Comments in 

blue boxes like this one contextualize Utah GOMB’s 

framework.

www.gomb.utah.gov



In 2013 Governor Gary R. Herbert challenged cabinet-level state agencies in Utah to 
improve overall performance by 25% in four years. Utilizing the SUCCESS Framework, 
Utah state government exceeded this goal and ultimately achieved 27.4% improvement. 

The work of improvement is never complete. As of September 2019, the Governor 
challenged state agencies to achieve another 25% improvement.

“Everything we do in Utah state 

government is focused on achieving a 

triple win, which is a win for taxpayers, 

customers and employees. The 

SUCCESS Framework has helped the 

state unlock hidden capacity and 

create more value for every taxpayer 

dollar invested. Our unique approach 

to measuring success helps us 

uncover if we are truly making an 

impact.”

KRISTEN COX
Executive Director

Utah Governor’s Office of Management 

and Budget (GOMB)

“Utah’s culture embraces 

excellence and continuous 

improvement. System after system 

in state government is finding 

significant and measurable 

improvement due to innovation, 

hard work and application of the 

concepts found in the SUCCESS 

Framework.”

GOVERNOR GARY R. 
HERBERT
State of Utah

THE JOURNEY



The SUCCESS Framework:

• Ties performance measures to the system’s goal

• Defines a system’s quality, throughput, and cost

• Integrates performance elements into a single ratio

• Establishes baselines

• Focuses on results rather than activities 

• Provides a consistent methodology and strategy

• Drives decision-making, operations, and strategy

• Uses fewer measures

• Incentivizes the right behavior 



Objectives:

• Learn to distinguish different types of measures

• Review common process measures

• Learn how to develop system level measures  

• Identify the right performance measures

• Tell your story with QT/OE



Identify the throughput of your system 

Identify quality measure(s) 

For both throughput and quality:

A Describe the measure

B Identify the source data

C Determine a baseline period (use fiscal year if possible) 

D Determine a baseline value 

E Determine a reporting start date (usually right after baseline period)

F Identify a point of contact

Identify the operating expenses for the system and provide baseline values 
(baseline period should match the baseline period for throughput)

Begin tracking and reporting the measure, update or modify if necessary

Steps to Develop QT/OE

Make sure your baseline value is thoughtful and 

representative. All other QT/OE ratios are only 

meaningful in relation to this initial measurement. 



Throughput

A measure of output. What the system actually produces or its end product. 

Measure by the volume of work completed by the system. Units of production 

should focus on the end product and not on component parts. 

Quality 

The effectiveness or the degree to which the system is successful in producing a 

desired result. Accuracy, speed, reliability, and program effectiveness are 

dimensions of quality. 

Operating Expenses 

The sum of total costs associated with producing quality throughput. Total costs 

include personnel, direct, indirect, and overhead costs.

QT/OE

A productivity measure that captures both efficiency and effectiveness as a 

product of "output" divided by "input". Output is defined by both the quality (Q) and 

quantity (or throughput) of productivity (T). Operating expenses (OE) describe 

input. All three efficiency variables must have quantifiable measures that directly 

guage system performance. Must be viewed in the context of a trend.

Baseline Change The change in QT/OE from baseline value to current value 

Glossary of Terms



Measure:

A quantifiable indicator used to determine 

how well an organization is achieving its 

goal.   



What is your goal?

“Show me how you measure me and 

I’ll show you how I behave”

Eli Goldratt 



Performance Measures 
are Challenging

• We often have too much data and not enough “insight”

• Measurements often focus on compliance and not 

true performance 

• Measures rarely focus on managing the workflow

• Some outcomes take a long time or are difficult to measure 

• Stakeholders are often confused by the data 

“this red line 

indicates the change 

in this red line over a 

period of time.”



Available 
Time and Attention

Available 

Information/Data

S
h

o
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a
g
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The Right Performance Measures: 

• Align resources, actions and behaviors towards the goal

• Help us understand how the system is performing over time, 

and when intervention or change is necessary 

• Tell us how we are doing today

• Identify improvement opportunities 

The best performance measures should drive 

strategy and decision-making, not simply 

measure activity or compliance. Refer to our case 

study, Metrics for Fair and Transparent 

Performance Narratives (Cafcass), for more 

detail. 



Hierarchy of Measures:

To what end do we exist?

Are we achieving that goal?

Which means best achieves that 

goal? Is our process functioning? 

What should change?

How are we each contributing to our 

shared goal?

Use the hierarchy of measures to show your 

employees how each individual contributes to 

your shared goal. 



Performance Measure vs. Operational Indicator

Performance Measure

• Cover a broad scope 

• Have a clear and direct connection to a 

system’s goal or purpose

• Effective in helping leaders discern 

progress towards the stated goal or 

purpose. 

Operational Indicator

• Smaller scoped measures 

• Help managers understand how their 

system is functioning and where leaders 

may need to focus to improve system 

performance

• Support system performance measures

The ideal measurement approach includes a profile that contains both performance 

measures and operational indicators. 

If you find your team extremely busy 

but progress slow, you may have 

confused operational indicators with 

performance measures. 



Process Measures:

• Focus on improving the flow 

and quality of work

• They help us know how we 

are doing today  

Process measures are often, but 

not always, operational indicators. 



Status Measures:
Point in time metrics –

don’t show movement or progress 

• Requests fulfilled

• Services provided

• Activities completed 

Status measures are often, but not 

always, operational indicators. 



Aligning Quality, Throughput and Cost

• Most performance measures are one-

dimensional

• Measures generally assess one 

element of performance without 

understanding how the measure relates 

to other performance elements

• For example, if an organization’s output 

improves but there are decreases in 

volume, the system may not actually be 

performing better—it may simply be 

responding to decreased demand



System Measures Focus 
on How Well the Overall 
System is Performing 
According to:  

• Throughput (what we do)

• Quality (how well we do it)

• Cost (for the best possible price) 

Observing the whole system, rather than just its 

status or process, is the most consistent way to 

get accurate performance measures. 



Quality describes the effectiveness or the degree to 

which we are successful in producing a desired 

result

Throughput is a measure of output.  It is what the 

system actually produces or its end product.  It is 

measured by the volume of work completed by the 

system (or people served)

Operating Expenses are the sum of total costs 

associated with producing quality throughput

QT/OE is a ratio 

that measures 

value – we want 

it to improve over 

time 

Effectiveness and efficiency 

= QT / OE



Translating QT/OE

It is important to craft a baseline 

measure against which to measure 

future performance. 

• The equation Q × T ÷ OE captures the outputs a system 

produces today, but once results in a near-meaningless 

value like .000021658

• This ratio is only helpful when viewed in the context of a 

trend.

• QT/OE encourages us to improve against our historic 

performance. Compare ongoing performance trends to 

those of a baseline period. 



Improve the trend by influencing quality, 

then speed to maximize outputs. 

Quality is the utmost indicator for whether a system is 

meeting its ultimate goal.

Ideally your quality measure will always 

be a ratio between 0 and 1 indicating 

the number of things at that point in time 

which met the quality standard. It is 

NOT the percent change in quality from 

the baseline, but rather an independent 

indicator. 



• Quality measures are often the most 

difficult to identify 

• For long-term quality outcomes, a 

leading or proximate measure is often 

necessary 

• Improving the quality portion of the ratio 

is almost always the focus of 

improvement efforts (typically we don’t 

control system volume or demand).

Identifying Quality Measures

Think carefully before choosing a timeliness measure as a 

dimension of quality. They will have an undesired 

multiplying effect on QT/OE since increased speed will 

also result in increased volume (throughput). 



Examples of Quality Measures:

• Transactional environments:  Reliability standards, accuracy of 

decisions

• Project environments:  Ability to meet time, scope and 

budget expectations 

• Regulatory environments: Reliability standards, actionable or 

implemented findings, quality 

reviews

Identifying good quality measures is difficult. A good 

measure should verify whether throughput is beneficial. 

For example, a D&A team may measure the number of 

algorithms which are deployed with minimal errors. 



Illustrative QT/OE Measure

• Goal: To create an enterprise data standard with minimal disruption to business 

partners

• Throughput: (Monthly) Number of attributes rationalized into a common standard

• Quality: A blended percentage measuring the process complexity added by new 

rationalized attributes. Each business unit is given a rank between 1 and 4, with a 

Rank 1 unit having all new processes automated and a Rank 4 unit being tasked 

with 5-6 new manual steps. Each impacted business unit is assigned a ratio, and 

those percentages are averaged together to produce the final quality ratio. 
– Rank 1 = 1

– Rank 2 = 0.8

– Rank 3 = 0.4

– Rank 4 = 0.1

Try to identify performance metrics that 

measure team or initiative maturity, not 

simply compliance. 



The ratio can also be inverted to calculate a unit cost 



Communicating to Stakeholders

• It is important to tell your story using data that is simple and 

easy to understand

• Communicate status or progress by describing the component 

parts of QT/OE separately.

By combining many performance indicators into a single 

holistic ratio, you can quickly measure change over time. Or 

you can break down OT/OE into component parts to provide 

a more complete picture of progress towards your goal.



“Over the past 18 months 

we have improved our 

reliability by 34% (quality 

measure), 

while absorbing 18% more 

workload (throughput)

for the same costs 

(operating expenses).” 



Examples of how you can use QT/OE as a 

single ratio to measure performance change 

or break down change into component parts. 



Connecting to Employees

It is important to convey quality and throughput measures to individual or team 

performance. This helps staff understand how their individual work contributes to 

the overall goal and target.  

A Simple Example: 

Throughput = Number of reports completed

Quality = Number of reports that are error free

Ambitious target = 50 reports (team of 10)

Individual performance expectations = complete 5 reports/month

Refer to our case study, Metrics for Fair and 

Transparent Performance Metrics 

(Cafcass),for information on developing 

transparent and contextualized performance 

metrics. 



www.gomb.utah.gov
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How to Successfully Design and Implement a
Data-Centric Security Architecture
Published: 22 July 2019  ID: G00390767

Analyst(s): Joerg Fritsch, Mike Wonham

Security and risk management technical professionals must implement
data-centric security architecture to mitigate threats and compliance issues
affecting data. DCSA controls discover, classify, protect and monitor data
throughout its life cycle, whether on-premises or in the cloud.

Key Findings
■ The exponential growth in data generation and usage across multiple data silos is rendering

current data security methods obsolete, requiring significant changes in both architecture and
product selection approaches.

■ The Gartner data-centric security architecture (DCSA) modeling approach combines
methodologies and techniques from SABSA and threat modeling. It provides the basis for a
common specification of controls that permits rationalization and innovation.

■ Data-centric controls form a superset that includes data-level controls and infrastructure-level
controls. Data-level controls bind to the data itself. By contrast, infrastructure-level controls are
provided by the infrastructure or enforced at the data silo.

■ Vendors are rapidly adding data-centric security capabilities, responding primarily to increased
data theft and the ever-changing compliance landscape. Some vendors have already achieved
broad coverage suitable for the implementation of a DCSA.

Recommendations
Security and risk management technical professionals dealing with application and data security
should:

■ Adopt a holistic approach to increase the agility, effectiveness and completeness of data
security and protection, by using the framework provided in this research.

■ Apply the methodology provided in this research to ensure that data security architectures and
policies account for how data flows and is impacted by users, business processes, applications
and big data analytics.



■ Identify the data security control families required to mitigate the risks and threats to each
sensitive data type, and apply them consistently across data silos and applications.

■ Shortlist and prioritize products that orchestrate data security controls consistently across all
silos that store the sensitive data.
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Protecting data has long been the primary goal for security organizations, as evidenced by the
classic confidentiality, integrity and availability (CIA) triad. Yet, security controls focus on users and
systems, and are rarely architected to focus on the data itself.

Data is an asset class that is difficult to secure comprehensively, unless a broader view of its life
cycle is taken. The challenge organizations are facing today is that, unlike a server, data is pervasive
and does not stay in a single silo. Data has become an infinitely mutable and movable resource that
is stored and processed in a decentralized ecosystem of data silos, often for many different
business purposes.

This semichaotic environment can frequently lead to the implementation of duplicate security
controls in different silos or, worse, within a single environment. Besides the financial and
operational implications, this situation can introduce inconsistencies in control outcomes, leading to
a lower level of risk management.

Key challenges for data security include:

■ Continual increases in the volume, velocity, variety
1
 and business value of data.

■ The increasing tension between the various regulatory requirements for data security and
privacy and the business requirements for agility, flexibility, sharing, deep insight and partnering
with other organizations.

■ The need to automate and scale data processing using artificial intelligence (AI) and machine
learning (ML) techniques.

■ The decentralization of storage into an ecosystem of distinct and unrelated data silos, where
traditional system-centric approaches to data security lose their efficacy.

■ The increasing number and complexity of privacy regulations and laws requiring mandatory
compliance, based on the Organisation for Economic Co-operation and Development’s eight

privacy principles.
2
 Examples include the General Data Protection Regulation (GDPR) and the

California Consumer Privacy Act (CCPA).

■ An upward trend in the number and scale of data breaches, throughout 2018 and 2019, that
may have been subject to regulatory response, such as punitive fines.

Gartner’s research into data security reveals that:

1. Clients are increasingly wanting to become more effective at protecting the data in a fluid data
life cycle, but they are discovering that their classical security architectures are falling short.

2. Vendors are increasingly promoting data-centric security controls, but the application of these
controls is often fragmented, and integration is not obvious.

3. Many nonsecurity vendors are including security functionality in their solutions. This
functionality is focused on securing data only in the vendor’s own managed environment. Such
functionality is found typically in SaaS, but capabilities are increasingly available in IaaS
environments.
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These three factors raise the following question, which this research aims to answer:

How can technical professionals design and implement a data-
centric security architecture that consistently protects data
regardless of where it is stored or processed?

Ways to Use This Research

There are two ways to use this Gartner research:

1. Apply the Gartner guidance on DCSA modeling. In this case, you should
continue reading this document sequentially.

2. Obtain vendor insights. If you mainly want to learn about selected vendors with
products that implement the controls required in a DCSA, then you can skip to
Figure 14 in the Selected DCSA Vendors and Their Capabilities section.

The Gartner Approach
The Gartner approach to data-centric security architecture combines methodologies and
techniques from the Sherwood Applied Business Security Architecture (SABSA) and the threat
modeling process. It provides the basis for a coherent specification of controls that permits
rationalization and innovation. The data mapping, data classification and data flow modeling used in
this guidance are very similar to both the data flow modeling for threat modeling and the conceptual
and logical architectural layers in SABSA. After the modeling phase, we map the derived logical

architectural needs to actual controls that appear in the “physical”
3
 abstraction layer. The final stage

is supported by the product examination at the end of this guidance. This assessment matrix is
similar to a SABSA requirements traceability matrix — mapping from the previous framework steps
to tools.

While these references to SABSA may be helpful to readers familiar with SABSA, there is no
mandatory coupling between the DCSA and SABSA or the DCSA and formal threat modeling
frameworks! Use whichever approach to architecture and threat modeling you prefer — the
guidance we provide is transferable. The important thing here is to apply a formal and repeatable
approach to the different definitions, so that you can ensure a logically complete set of outcomes.

The Gartner approach to DCSA assigns controls from four adaptive control families to each data
silo. Figure 1 is an example of a data flow security graph (DFSG) representing a DCSA design for
Microsoft Office 365. A DFSG is a variant of the conventional data flow diagram. It uses extensions
to visualize the four data-centric control families of insight, confidentiality, monitoring and response,
and third-party governance. The DFSG, including data flows, silos and control family icons, is
explained in detail in The Guidance Framework section. The DFSG will be paired with a
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complementary document that describes the required versus available controls for the identified
enforcement points. In the Figure 1 example, these points are numbered one to 11, but different use
cases will necessarily have different outcomes.
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Figure 1. Example of a DCSA for an Office 365 Use Case
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The Guidance Framework
As illustrated in Figure 2 below, Gartner’s guidance framework is a five-step process for designing
and implementing a data-centric security architecture.

Figure 2. The DCSA Guidance Framework
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Each individual step builds on the outcomes from previous steps. However, it is important to
continue each step as an ongoing activity. Otherwise, changes in the business, environment and
architecture will not be reflected. The five steps are:

1. Data mapping. Probe the following questions:

■ What types of data do you have, and where?

■ What silos hold your data?

■ What are the reasons for keeping this data?

■ Who can and should be able to access this data?

■ Where might this data be legitimately stored and processed?

2. Data discovery and classification. Find the data in more detail, record what is found, and
codify its level of sensitivity and criticality to the organization. Assign owners to the data.

3. Data flow modeling. Describe how and why data moves through the system.

4. Data control examination. Examine data flows for typical data use cases. What DCSA controls
are applied to data in each silo, and are they sufficient for both present operations and any
known future plans?

5. Product examination. Examine the security products you have in place:

■ Which of the four DCSA control families do they address, and for what silo?

■ What products can easily be used across more silos?

■ What critical gaps must be alleviated by acquiring new technologies and products?

Gartner’s DCSA approach aligns to SABSA’s architectural layers, with Steps 1 to 4 identifying the
conceptual and logical security architecture and showing data security requirements and data flows.
Step 5 is comparable to SABSA’s physical and component architectures, ensuring that the correct
data security processes and technical controls are implemented and that vendor security tools are
examined for suitability. For more information about applying the SABSA methodology to your
security architecture, read the Gartner document “A Guidance Framework for Establishing Your
Approach to Security Architecture.”

The DCSA process will start with mapping out the data types and data silos in the organization, and
then building out diagrams that represent the current state of affairs. After the current state of
security solutions has been mapped out, the next step will be to validate it.

Prework

The exponential growth in data generation and usage, combined with the use of multiple data silos,
is rendering current data security methods obsolete. Successfully addressing security risk in this
environment requires significant changes in both architecture and product selection approaches.
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Before embarking on the journey to DCSA design, technical professionals should have a clear
understanding of the elements and the terminology.

Data-Centric Controls Include Data-Level Controls and Infrastructure-Level Controls

Data-centric controls form a superset that includes data-level controls and infrastructure-level
controls. Data-level controls bind to the data itself. Examples include tokenization, encryption and
the addition of metadata expressing the data classification of the data object. These controls are
also known as “data-level protection” or “object-level protection.” Infrastructure-level controls are
provided by the infrastructure or enforced at the data silo. Examples include data discovery, role-
based access control (RBAC) and behavioral controls.

Gartner observes that clients are demanding that infrastructure-level controls be brought closer to
the data. For example, data classification labels should move from the database to the column or
cell, or from the portal server (such as a wiki or Microsoft SharePoint server) to the portal pages.

Some clients think that data-centric controls should consist only of data-level controls, but others
have a broader view, exemplified by RBAC. RBAC can be a data-centric control (it protects access
to data), and it is considered a critical control for most environments. However, it does not “bind” to
the data. Rather, it focuses on providing access to folders, databases, systems and shares (the
infrastructure hosting the data). Therefore, RBAC is an infrastructure-level control. As with many
security controls, data-level controls can only be configured effectively when they work in tandem
with infrastructure-based controls, such as identity and access management (IAM) or security
information and event management (SIEM).

Data-Centric Control Families

Gartner groups the DCSA controls into four control families (illustrated in Figure 3). The first three
families cover technical controls, while the last family covers contractual controls.
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Figure 3. The Four Data-Centric Control Families, With Examples of Commonly Implemented Controls

■ Insight. Gaining detailed information as to what data is stored and where and how it is used,
along with some detailed insight into that data’s sensitivity and other metadata, is crucial to a
successful DCSA approach. These controls are explained in Step 1 of this guidance document.

■ Confidentiality protection. Confidentiality protection is one of the oldest and most commonly
addressed security requirements. A number of data-centric controls can be used to limit data
visibility and use to only authorized users and entities. To properly protect secrecy and privacy,
technical professionals must select appropriate architecture options that fit with their
application and data assets.

Key technologies used for confidentiality protection are access control, data masking and
encryption, EDRM, and DLP. To grant access to authorized users only, these technologies
depend on — and must integrate well with — managed IAM products.

■ Access control ensures that only authorized actors can access information. Access control
can be combined with other confidentiality protection controls, but does not need to be. For
example, the access controls built into an application front end do not need to be combined
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with encryption, whereas at the database level, transparent data encryption (TDE) may be
required to manage risk.

■ Data masking, encryption and EDRM controls protect the data, even when unauthorized
access to the silo or data object has been obtained. The additional layer of protection
depends on key management and cryptographic technologies to make data unreadable to
the unauthorized user. These technologies can be used in advanced ways to help
organizations share data with third parties when, for example, they need to comply with
privacy requirements. For more information on these controls, read the Gartner document
“Protecting PII and PHI With Data Masking, Format-Preserving Encryption and
Tokenization.”

■ DLP ensures that sensitive data is used and stored only in ways that the organization
deems acceptable. Within storage silos, DLP will identify data that needs additional controls
(perhaps deletion, encryption or redaction). It will also monitor various boundaries to
prevent data from leaving enterprise-controlled silos without appropriate safeguards. In this
latter form, DLP is typically deployed at the enterprise boundary, rather than at the silo
boundary. However, the use of cloud silos offers improved silo-to-silo control opportunities,
because a cloud environment can logically be seen as a subenterprise with easily controlled
boundaries.

■ Monitoring and response. Monitoring controls are important for maintaining the efficacy of
other controls, for validating compliance and for providing assurance of security.

■ Some controls, such as data activity monitoring (DAM) or user and entity behavior analytics
(UEBA), provide in-depth analysis capabilities, such as profiling of SQL queries or stored
procedures.

■ A SIEM tool can integrate control monitoring from a variety of other tools. More in-depth
information can be found in the Gartner document “How to Architect and Deploy a SIEM
Solution.”

■ All security controls must be supplemented by an incident response process to ensure that
any issues are addressed in a consistent and repeatable fashion from which learning can be
taken. More in-depth information can be found in the Gartner document “Solution Path for
Implementing Threat Detection and Incident Response.”

■ Third-party governance. Many organizations share data with third parties, known as “data
subprocessors,” in order to achieve their business goals. Examples of data subprocessors
include suppliers, customers, insurers or cloud service providers. Sharing data with third
parties, while having confidence in the confidentiality of such sharing, can be very difficult to
accomplish pragmatically. The importance of the contract between the two parties cannot be
overstated.

Typical contractual controls to cover data confidentiality (including privacy) will include:

■ Data sensitivity statement: This statement must describe not only any “sensitive data” that
may be included in a transaction, but also:
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■ Relevant parts of the department’s security policy describing what qualifies as
“sensitive data”

■ Details of any regulatory requirements that define sensitive data, including details about
penalties or damage clauses that may apply in cases of breach

■ Minimum control requirements for sensitive data

■ Control requirements mandated by regulation

■ Retention requirements and limitations

■ Action and notification:

■ Designated “data owners” within the third party who will have responsibility for
managing sensitive data

■ Evidence requirements for correct processing (including data destruction)

■ Definition of a breach

■ Specific reporting requirements for any breach

■ Audit, testing and inspection obligations and rights

■ Devolution:

■ Expectations and limitations of any further “downstream sharing”

■ Control obligations on the third party for fourth-party processing

■ Requirements for notification of fourth-party processing (including permissions)

Data Silos

The data silos considered in this guidance document are:

■ Relational database management systems (RDBMSs), such as on-premises databases,
Amazon Relational Database Service (Amazon RDS) or Microsoft Azure SQL Database

■ Nonrelational databases, such as key-value (KV) stores, document databases, graph
databases or Apache Hadoop

■ Files, such as unstructured data stored in traditional file storage or object storage (e.g., Amazon
Simple Storage Service [Amazon S3])

■ SaaS, such as data stored in Microsoft Office 365, Salesforce or ServiceNow

Most DCSA controls have evolved to the point of being virtually location-agnostic. Leading vendors
make adequate or even equivalent controls available for both on-premises and cloud-based data
silos. Whether a control is available for a data silo is not a question of on-premises versus cloud, but
of the service model and the capabilities made available by the data silo vendor. The majority of
controls will be available for IaaS services or combined IaaS+PaaS service offerings, because the
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client has more direct control over data storage techniques. For SaaS silos, capabilities will be
limited to the functionality provided within the SaaS API, and typically, only a narrow subset of an
on-premises or IaaS environment’s capabilities will be available.

Vendors offering solutions that are relevant to DCSA typically provide controls and policy integration
across all silos. While the reduction of user interfaces is certainly welcome, it is not a key element of
DCSA. In practice, vendors that advertise the proverbial “single pane of glass” frequently have
consoles that use, for example, snap-ins that are, in fact, dedicated consoles starting within the
same hub.

Instead, Gartner prioritizes automation, the availability of APIs and support for DevOps. Best-of-

breed DCSA products should have CRUD APIs
4
 or rich APIs with an even wider instruction set.

Gartner observes that mature clients use tooling from the DevOps toolchain — such as Puppet,
Chef or scripts on deployment servers — to create or update security policies. Other important
aspects of automation are, for example:

■ Detecting new data, such as data appended to existing data stores, that may need to be
masked or encrypted

■ Tracking the data as it is moved across silos

DCSA vs. Data Security Governance

Gartner research also promotes the idea of data security governance (DSG). It is important to
understand the difference and relationship between DCSA and DSG. Data security governance is an
approach to architecting a panorganizational data management capability that includes both data
governance and information security (illustrated in Figure 4).
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Figure 4. Coupling Data Security Governance With the Data-Centric Security Architecture

The DCSA approach focuses on the information security implementation aspects of this broader
organizational program. The key relationship between the two is data mapping, which forms Step 1
of the DCSA guidance model.

Step 1: Data Mapping

The data-mapping exercise provides the link between the DSG framework and the DCSA. In
organizations that have already implemented DSG in some form, this data mapping exercise will be
minimized. Such organizations will have already completed this exercise for the business data
management and security governance processes. For all other cases, a DCSA-specific data
mapping exercise is needed to properly scope and define how a DCSA may be implemented
effectively.

The first step in designing a DCSA is to ask the initial question, “What data categories do we expect
in our organization, and how are they supposed to be used?” The business owns the data. Business
units and process owners should know the following:

■ Why — and on what legal basis — they acquire the data, store it and process it
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■ How they process the data

■ How the data must be secured

In practice, however, you will find that business units and
process owners frequently do not know what data they have or
why!

A data-mapping exercise will provide this information. You’ll leverage this business information to
prioritize the use of tools for detailed discovery and classification, as explained in Step 2: Data
Discovery and Classification. The information gathered in this step will be helpful across many roles
and business units. For architecting and improving a DCSA, the gathered data:

■ Identifies compliance or risk hotspots that you need to prioritize during the subsequent
framework steps

■ Gives you a clear picture of what the business thinks it does versus the reality that you will find
out later

■ Creates visibility into business processes and applications, so that you can trace the required
data flows (see also Step 3: Data Flow Modeling)

■ Establishes the control requirements per data category

Tooling Up for Data Mapping

In your organization, you may find that the stakeholders you are talking to have done the data
mapping already, and that they maintain records about every data category in spreadsheets or
commercial tools. For example, your organization’s data protection officer (DPO) most likely
maintains the data map for your organization’s personal information. If no prior mapping is available,
then the business process owners should conduct the data mapping. However, it is not unusual for
this task to be delegated to the technical team designing the DCSA. Any outcomes from this activity
must be communicated to the business process owners and the DPO.

Products for enterprise metadata management (EMM) and IT risk management (ITRM) frequently
have data-mapping capabilities. EMM, DSG and ITRM represent a continuum, and many leading
products combine these capabilities. Products living along this continuum do not make a marketing
distinction between EMM, DSG, ITRM or any other adjunct category. The formal product
categorization does not matter. What matters is making the collection and maintenance of all
information that goes into the data mapping feasible at scale. DCSA products in this space include
Alex Solutions, IBM Data Risk Manager (illustrated in Figure 5) and Informatica Secure@Source.
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Figure 5. Visualizing Data Categories and How They Map to the Business Context in IBM Data Risk Manager

Playbook for Great Data Mapping

Avoid technological terms or discussion of details when you perform data mapping. Good data
mapping is technology-neutral. You can perform data mapping either as a tabletop enterprise
architecture exercise supported by many tools or as an exercise supported by one of the tools
mentioned earlier. In both approaches, you will need to pull the required information from many
stakeholders — a process that cannot be automated. The good news is that this process will make
you a very popular person. To make this exercise as easy as possible for you, Gartner has put
together a data-mapping playbook:

1. Identify all departments that are processing data (e.g., sales, marketing and billing).

2. Devise a questionnaire that probes the questions relevant for data mapping. The following
questions should be your starting point:
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■ What business activities use sensitive data?

■ Who are the data subjects?

■ Where is the data subject consent stored?

■ Is that consent record currently linked (technically) to the data?

■ If so, in what location is the linked data, and should any movement of that data outside
of that silo be prevented, tracked, etc.?

■ Who is the data controller?

■ Who are the data processors, if any exist besides ourselves?

■ What information types are held? Are any especially sensitive data types held?

■ Why is this information held/processed, and for how long is it held?

■ Under what circumstances should it be deleted?

■ Who receives any such data (if shared)?

■ Where is the data processed (including public clouds and any cross-border transfers)?

■ Counterpart question: For the data in scope, are there specific activities, data stores or
access controls that are either required or prohibited?

■ What is the physical location of the data storage and processing servers? Are there specific
limits in geographical location for any part of the dataset?

■ What roles have access to the servers and storage (such as system and database
administrators)? Who reviews those roles, and how is access technically controlled?

■ How was the data collected?

■ What are the technical security measures currently applied?

■ Note: You may want to avoid this broad question in a questionnaire, especially when it’s
aimed at business stakeholders. Instead, you should break this topic down into more
specific queries. By asking specific questions, you’re going to get more accurate
responses, which allow for follow-up. If you ask too open a question, you may get little
useful information back.

■ What are the documented security requirements? For example, security requirements could
be documented in corporate policies, procedures or contracts.

3. Meet with key stakeholders in every department — including IT and legal. This will help you
understand what people are responsible for the business processes and who the recipients of
the questionnaire should be. If possible, aggregate these people into a working group with
quarterly meetings.

Page 18 of 40 Gartner, Inc. | G00390767



4. Make a collaboration platform, such as Atlassian (Confluence) or Microsoft SharePoint, available
to share the questionnaire (including all other support materials) with the relevant stakeholders
and data owners.

5. Identify data categories in use by the organization. The data categories are the basis of your
data classification. Data categories typically align data with a business function or process,
rather than with a “sensitivity” label. For accurate data security, two pieces of information are
needed:

■ Classification by sensitivity informs the implementation of controls.

■ Categorization by business function shows the data owner, indicates typical data usage,
and supports control implementation by activity or user.

6. Locate applicable governance — such as policies, contracts and other formal arrangements —
and devise the data security requirements that must be provided by the DCSA. If such
documentation can’t be found, is demonstrably out of date or is incomplete, you must highlight
this deficiency to the data owner as a significant risk, especially where third parties are involved.
Continued sharing of personally identifiable information (PII) without appropriate governance
could place the organization at risk of a privacy breach or prosecution by a regulatory agency.

7. Institute a process that involves discussion with the data security officer (DSO), the DPO or the
legal counsel, for areas where establishing document ownership is difficult. For example, there
will be a number of “tribal” documents or data silos that the business may have, but for which
ownership — not to mention security responsibility — is ambiguous.

Step 2: Data Discovery and Classification

Basing your DCSA purely on the data-mapping exercise would not be realistic.

It’s not uncommon for business expectations in data
management to differ significantly from the reality.

So, after the mapping exercise, it’s sensible to test where sensitive data actually is, based on the
mapping information, using a data discovery process. It’s often useful to perform data classification
at the same time, but there is no mandatory tie between data discovery and data classification:

■ Data discovery products identify unprotected sensitive data and subsequently trigger the
appropriate data protection measures, such as classification and labeling, metadata creation,
data masking, data redaction, tokenization, or encryption. Examples are BigID, cloud security
access brokers (CASBs), Dataguise, Microsoft Azure Information Protection (AIP) or SecuPi.

■ Data classification products maintain classification-related metadata or data labels, including
down to the object level. Examples are Boldon James or TITUS. Many classification products
include discovery capabilities to some degree.
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Vendor terminology often blurs the two concepts. Data discovery products categorize their findings.
For example, a data discovery product may categorize primary account numbers (PANs) as
Payment Card Industry (PCI) data, Social Security numbers (SSNs) as PII, or source code as
intellectual property (IP). One could argue that this is data classification, but data classification, from
a security perspective, normally focuses on data sensitivity outcomes rather than data types.

Categorization by data type may be enough for many security purposes and can offer advantages
when organizations are deciding what actions to allow on what data — emailing PII may be treated
differently than emailing IP, for example. However, downstream security controls, such as DLP, are
often architected on the presumption that data is classified into one of three or four sensitivity types.
This is a simpler approach to what can be a complicated problem.

Discovery for unstructured data is more difficult but, frequently, also more important than discovery
for structured data. For structured data — such as relational data from databases or, for example,
files formatted as comma-separated values (CSV) or JavaScript Object Notation (JSON) — the
location and classification of sensitive data may already be known. In this case, the protection of
those columns or fields can occur programmatically with, for example, a labeling engine that
assigns visibility labels or cell-level security to those fields. With unstructured data, locating,
quantifying and classifying sensitive data becomes much more difficult, due to the huge variety of
storage options, layouts and file types, as well as the lack of control over consistent language
usage.

Tooling Up for Data Discovery and Classification

Data Discovery Tools

Data discovery capabilities can be acquired as:

■ Features of data protection products, such as data-masking products, DLP products, DAM
products, information rights management products or data encryption products. Examples are
Dataguise, IBM Guardium, Informatica Secure@Source, Amazon Macie or Google Cloud
Platform (GCP) DLP API.

■ Professional services coupled with the initial implementation of, for example, a tokenization
product, a data-masking product or a DAM product. For example, it would hardly make sense
to implement data masking for long-term retention of GDPR-governed data when you do not
know where your personal data is.

■ Stand-alone products, such as IBM InfoSphere Discovery or Informatica Secure@Source
(illustrated in Figure 6) for structured data, and IBM StoredIQ Suite or Varonis for unstructured
data.

■ Built-in SaaS capabilities from offerings such as Microsoft Azure Information Protection (AIP)
or Microsoft Cloud App Security (MCAS) in Microsoft Office 365, or Google Cloud Data Catalog.
Although SaaS environments can have built-in discovery, the level of capability varies by SaaS
offering.

Leading data discovery products have the following features:

Page 20 of 40 Gartner, Inc. | G00390767



■ Integrated security policies and workflows, such as invoking the appropriate masking or
encryption method after sensitive data has been identified.

■ Templates for well-known compliance frameworks, such as Payment Card Industry Data
Security Standard (PCI DSS) and Health Insurance Portability and Accountability Act (HIPAA).

■ Confidence levels that reflect the ambiguity of a finding. For example, “Los Santos” could be a
town name, a street name or a book title.

■ Multithreading and sampling capabilities for large databases and file stores.

■ Rich APIs that make all functions available programmatically.

Figure 6. Results of a Data Discovery Scan for Personal Data in Informatica Secure@Source

Data Classification Tools

Data classification tools come in two types: automated and user-driven. These are discussed in
detail in “Improving Data Security Governance Using Classification Tools.” Data classification is
increasingly available within discovery tools, although the capabilities vary.
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Classification can happen in two ways: repository storage or object labeling. There are a number of
vendors that provide API access to repositories of metadata, but there is little takeup of this
capability by other vendors. This means that the classification cannot be leveraged outside of the
tool’s repository. Therefore, the classification provides insight only.

The best method of integrating the various tools is to label the data object itself. Discovery vendors,
such as Varonis, TITUS and Spirion, provide this capability, either through native classification
engines or by leveraging Microsoft AIP APIs. User-focused data classification tools, such as Boldon
James, TITUS or Symantec Information Centric Tagging, involve the user in the classification
process. Such tools not only provide user education and awareness benefits, but also reduce
dependence on automated language processing, which can increase confidence in the outcome.

Object labeling faces a significant issue: The majority of file types — including all plain-text files,
such as CSV or XML — have no ability to support labels. For most organizations, the majority of
unstructured data will be in supported file types, such as Microsoft Office. But, unfortunately, the
unsupported file types often contain large amounts of sensitive information. A variety of approaches
can be used to address this issue:

■ Use EDRM to classify documents within an encrypted format. This approach requires a
policy for EDRM use, and may interfere with preexisting business processes, especially
semiautomated data processing or data transfer to third parties.

■ Prohibit the use of nontaggable file formats for sensitive data. Automatic format translation
is not available within discovery and classification tools, so “report and respond” is the only
approach available here. Note that DLP systems can be configured to detect file types.
Therefore, this policy could be implemented to prevent unlabeled information from leaving the
organization, or to report on data-at-rest issues.

■ Address data extraction control requirements from “systems of record,” such as a CRM
database. Database controls can only be used to constrain the extraction of data from the
structured environment. If controls are combined with a sandbox/VDI environment, it’s possible
to prevent such extracts from moving into the general unstructured data environment.

Playbook for Great Data Discovery and Classification

For in-depth information on how to make a data discovery and classification project a success, read
the Gartner research note “Improving Data Security Governance Using Classification Tools.” The
following is a brief list of key actions for successful data discovery and classification projects:

1. If the enterprise you are working for has no agreed-upon data classification scheme, draft a
data classification scheme first.

2. Limit yourself to a few main classifications. Based on their vast experience with classification,
governments have determined that two to three main classifications are ideal to work with.

3. Align data classifications with organizational structures. Data classifications do not need to use
traditional governmentlike classifications, such as “secret,” “sensitive” and “internal,” but they
must reflect the organizational model.

Page 22 of 40 Gartner, Inc. | G00390767



4. Utilize subclassifications to reflect projects, departments, regulations or contracts. Although
subclassifications such as “HR/GDPR,” “research/moonshot” or “research/IP” become
necessities for practical reasons, they are somewhat difficult to keep under control. Expect
inconsistencies across groups, such as “HR/private personal” and “finance/private salary,” and
reconcile these, where necessary, during the pilot phase.

5. Strive to link your data classifications to DSG and data security requirements. Nothing is more
useless than having data with a certain classification, but no one knows what protection
requirements, handling requirements or object-level labeling requirements stem from it!

6. Draft a data classification guide describing which data classifications exist in your company,
and what data owners, end users and technologists must do based on them.

7. Engage stakeholders in the data classification project. Gartner observes that most successful
implementations of data classification have been defined in workshops, with representatives
from each data owner or stakeholder.

8. Avoid overclassification. Gartner observes that data owners and stakeholders tend to
overestimate the company value of their data and, thus, overclassify their data. Such
overclassification makes them feel more important. However, in practice, overclassified data will
greatly increase the total cost of ownership (TCO) of your DCSA, since stringent and costly
controls are being applied where they don’t need to be.

9. Avoid underclassification of data. Gartner observes that developers and contractors frequently
tend to underclassify their data to make their lives easier. For example, development/testing
(dev/test) data that has not been anonymized must be secured to the same extent as
production data.

10. Adopt a balanced approach to classification. A mature classification system with unambiguous
instructions and good user education will bring you close to the ideal point between
overclassification and underclassification.

11. If none of this works for you, apply the data classifications built into, for example, your data
discovery product or your enterprise metadata management product. Refine these when the
first lessons have been learned and some pain points are known.

Step 3: Data Flow Modeling

The DCSA can be perceived as a logical overlay architecture to your current enterprise architecture,
made visible through data flow modeling. Data flow modeling is a structured approach that provides
the functional view of the embedded use case or application. Data flow modeling is very useful in
system design and optimization.

The structured approach is based on graphical tools. Creating an exact model of enterprise data
flows in the context of data-centric security controls is unduly time-consuming and challenging.
Therefore, instead, we focus on creating the data flow model for key enterprise use cases and
applications, where we examine individual components and arcs.
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Figure 7 illustrates the data flows in an enterprise collecting, processing and storing IoT sensor
data, such as sensor data from recreational devices or thermometers. The DFSG makes use of the
following symbols and icons, explained in more depth in the subsequent subsections:

■ Data zones: These are the logical places where data can be located.

■ Arcs: These are the arrows corresponding to the different types of data flows.

■ Nodes:

■ Actors (dark-blue icons)

■ Data silos (light-blue icons)

The designer must label the nodes and arcs. In Step 4 of this guidance, the designer will eventually
attach security enforcement points to them (see Step 4: Data Control Examination).
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Figure 7. Zones, Actors, Silos and Data Flows for Unstructured Data
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Data Zones

The three zones used in Figure 7 serve to define the logical enterprise perimeter, and to differentiate
between data sources and data destinations outside the enterprise, so that we can create a clear
data flow diagram. The three zones, represented by gray rectangles in Figure 7, are drawn from left
to right and defined as follows:

1. Data sources outside the enterprise. In this zone, the enterprise has no, or limited, technical
means to control and protect the data. For example, IoT sensors could offer some level of
influence over data protection in this zone. In most cases, however, you will not be able to
influence this zone. Most of the data originates from this zone (e.g., data that has been
volunteered or provided by the data subject for a clearly described purpose).

2. Enterprise-managed endpoints and software. This zone defines the logical enterprise
perimeter. You want to have visibility into the storage locations and protective controls for all the
data within this perimeter, at all times.

3. Data silos (partially) beyond the control of the enterprise. In this zone, data security will, in
many cases, be a shared responsibility between you and an external service provider or partner.
Examples include:

■ Data silos in IaaS or SaaS applications that you must use securely

■ Data subprocessors, such as marketing agencies, that have a contract with you to obey
GDPR for the data they get from you

Arcs

Arcs are the arrows representing the different types of data flows. There are three types of data
flows:

1. Incoming data flows. Data flows from Zone 1 into Zone 2 — from the outside into the
enterprise. Common data sources are business partners, end customers (data subjects) or
publicly available data sources.

2. Internal data flows. Data flows inside Zone 2 between enterprise-owned components.
Examples include data flows from enterprise-owned silos to enterprise-owned applications.

3. Outgoing data flows. Data flows from the strictly controlled Zone 2 to the partially controlled,
or uncontrolled, Zone 3. Common data destinations are SaaS applications, data subprocessors
or consumers.

Nodes

Nodes in the DFSG can be:

■ Silos (light-blue icons)

■ Actors (dark-blue icons)
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The Gartner DFSG considers the four silos discussed in the Data Silos section earlier in this
document. The Gartner DFSG does not have a fixed number of actors. From left to right, the data
flow actors used in Figure 7 are:

■ IoT sensors. Customer-owned devices for which you may control the firmware.

■ Data subjects. People providing or volunteering their (personal) data.

■ Any device. Arbitrary endpoints not under enterprise control.

■ Enterprise-managed endpoints that may already be protected according to your
requirements. Examples of such protection include data-at-rest encryption, endpoint
protection agents, user certificates or passwords. The applied endpoint security will generally
be standardized across the enterprise. That is, it will be the same on every endpoint, regardless
of the data the endpoint consumes.

■ Enterprise users that may have undergone background checks or security clearance
procedures.

■ Enterprise applications and system processes mediating between the enterprise user and
the data silo. Examples are:

■ Microsoft Word plus enterprise file storage

■ A browser-based user interface combined with a REST-based API and a back-end data silo

Tooling Up for Data Flow Modeling

DFSGs can be created using either diagramming software (e.g., Lucidchart or Microsoft Visio) or
Unified Markup Language (UML) and the supporting tools. DFSGs, in varying levels of depth, are
also frequently part of multipurpose data security and data governance products. For example,
Figure 8 illustrates a data flow analysis capability in BigID.

Gartner, Inc. | G00390767 Page 27 of 40



Figure 8. Data Flow Analysis Tool Included in BigID

Playbook for Great Data Flow Modeling

Data flow modeling will most likely be new to you. The following actions will help you get started
with data flow modeling:

1. Determine whether modeling skill sets already exist in your enterprise. Steps 3 and 4 of this
guidance are similar to threat modeling, which is also based on data flow modeling and used to
understand and mitigate threats. Given that threat modeling has become quite popular recently,
there may be existing threat-modeling-related skills present in your enterprise that you can
reuse for data flow modeling.

2. Define the scope and depth of the model that you create. Create one data flow model per
enterprise use case or business application. For example, in this guidance document, we
created a data flow model to analyze the controls involved in enterprise use of Office 365 (see
Figure 1).

3. Gain an understanding of what is being modeled. Modeling is a senseless exercise if you do not
understand the context. Gather information about the main components (the nodes) of the use
case you are illustrating, and add in their function and data flows (the arcs). You will model the
controls in the next step.
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4. Select an easy-to-use tool — modeling is hard enough without having to navigate unwieldy
graphing tools!

5. Construct a data flow modeling library that can be used to consistently define the nodes and
arcs. Use the icon library provided with this guidance document as a starting point to develop
your own library. You will most likely need additional icons to represent a message bus or an
enterprise service bus that frequently functions as a centralized data vehicle.

6. Make sure your data flow model is complete for the data in scope. Verify the completeness via
stakeholder interviews and workshops.

7. Do not overcomplicate your models. Present only what is necessary to perform the security
mapping described in Step 4, below. Anything finer grained is just for the fun of showing how
the data is constructed!

8. Review and update periodically — data flows change, as does data content.

Step 4: Data Control Examination

You have now a graphical representation of how information pertaining to the selected use case or
application moves between zones, actors and silos. You can now start inserting the enforcement
points and control information. These elements show what controls are applied at a selected
enforcement point.

Control Placement: Enforcement Points

Gray dots in the data flow security graph (illustrated in Figure 9) show the enforcement point
locations where the DCSA controls — or a subset thereof — are applied. Each gray dot is
connected to an icon field. In the icon field, active DCSA controls at the enforcement point are
shaded in dark blue, while controls that are not used at the enforcement point are grayed out. For
example, Figure 9 shows three enforcement points securing data at rest and on access.

Figure 9. Three Security Enforcement Points in the Data Flow Graph
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Table 1 details the three enforcement points in Figure 9 and their associated controls.

Table 1. Controls Applied at the Three Security Enforcement Points

DSCA Control Family Icon Example Controls

1. DCSA Controls Applied to Data at Rest in the Data Silo*

Insight ■ Data mapping: The document types, classifications and owners are known and
maintained in, for example, a data governance product or an enterprise
metadata management product and continuously kept up to date. The DPO,
compliance staff and legal counsel are in the driver’s seat, defining the overall
protection requirements at this enforcement point.

■ Data discovery and classification: The file store is periodically scanned for
documents of inappropriate type or classification. Remedial actions, such as
reclassification or encryption, are triggered when unclassified documents are
found or when documents with an erroneous classification are found. These
could be, for example, documents containing critical enterprise intellectual
property (“the crown jewels”) or regulated documents that the enterprise wants
to keep in a different enclave. Scans may cover access entitlements, to form the
right basis for the controls required on access.

2. DCSA Controls Applied on Access When Data Is Retrieved From the Silo

Confidentiality ■ Access controls that grant access to authorized users only are applied before
the data is retrieved from the silo.

■ Data-in-transit encryption is applied when data is retrieved from the silo (e.g., an
SSL/TLS tunnel between the data silo and the application [server]).

■ Additional access controls may be enforced, for example, at the network level or
IP address level through host-based microsegmentation firewalls (such as
Guardicore or Illumio) or network-based firewall appliances.

3. DCSA Controls Applied on Access in the Application Used to Process Data From the Silo

Confidentiality ■ Access controls that grant access to authorized users only are applied when the
application starts (e.g., by means of a login dialogue).

Activity Monitoring ■ Audit trails for events relevant to data security — such as data access, updates,
deletions or object-level changes to the data classification — are created and
stored.

* These controls are applied to the unstructured data at rest in the example shown earlier in Figure 9.

Source: Gartner

Step 5: Product Examination

In this step, you will:
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■ Match your control requirements with the controls in the DFSG. Your control requirements may
be stipulated by, for example, an IT risk management analysis, compliance frameworks, the
data security governance team or best practices.

■ Compile a product capability matrix that inventories the data security products and capabilities
currently owned by the enterprise. Products will have to be rationalized, and each product
needs to be validated to see if it is a good fit for your DCSA.

■ Rationalize DCSA products and controls to eliminate duplicate products. Determine whether
unused product capabilities can provide the missing controls (symbolized by red icons in the
DFSG), so that you can avoid the acquisition of new products.

■ In the final design documents, number every enforcement point, and provide an explanation of
how the existing controls are achieved and what alternatives exist. Alternatives can be, for
example, new technologies that do things differently. Also, find possible solutions that can fill
the red gaps.

Matching Control Requirements With Controls in the Data Flow Security Graph

In the DFSG, each enforcement point is linked to an icon field. In the icon field:

■ Existing controls are represented by blue icons.

■ Missing controls — control gaps, that is — are represented by red icons.

■ Control families that are not required are grayed out.

Figure 10 provides an example.

Figure 10. Example of an Enforcement Point Icon Field in the Data Flow Security Graph

Now, suppose, for example, that the Figure 10 icon field is attached to a data silo (as illustrated in
Figure 11, below). This could mean that the data silo lacks access controls for data at rest, such as:
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■ TDE (i.e., data at rest encryption for databases)

■ Audit trails (e.g., database activity monitoring, file activity monitoring or SIEM)

Figure 11. Missing Controls for Data at Rest in the Data Silo

Product Capability Matrix

The product capability matrix (illustrated in Figure 12) must be modified to reflect the data-centric
security products and silos that you have currently implemented in your enterprise:

■ Write all data-centric security products currently in use in your enterprise into the rows.

■ For each row, indicate which control families (or detailed controls) the product can provide and
what silos it covers in the corresponding columns. In order to be able to rationalize your DCSA
later on, at this stage, you must fill in all capabilities that a product has — including capabilities
that are currently not used. You may separate between product capabilities that you have
currently licensed versus product capabilities that would require additional feature licenses or
architecture components. For example, in Figure 12, green text means the capability is available
and licensed; black text means it is available but not licensed; and red text means it is
unavailable.
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Figure 12. Product Capability Matrix

Product Rationalization

You can rationalize and improve the DCSA by examining each enforcement point. For example,
label each enforcement point in the DFSG with a unique identifier (as illustrated in Figure 13), and
capture the following information in a spreadsheet or text document:

■ Product capabilities and at what silos the controls are applied. You can augment this
information with links and data sheets.

■ Maturity of the product implementation or operation. Example stages include RFP, rollout,
operationalized with success or operationalized with partial success.

■ Open questions. For example, a product may have a capability, but doubts may exist as to
whether it complies with regulatory requirements or whether it integrates with centralized
enterprise key management servers.
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■ Unused and overlapping product capabilities. Check for possibilities to rationalize, for
example, products with the same capability and silo combination. Also, document reasons for
the identified overlap.

Figure 13. Enforcement Point Identifiers

Playbook for a Great Product Examination

At this stage, security architects should survey and evaluate
(new) technologies to determine their fitness for the DCSA.

Sources of information that will support the selection of security capabilities to meet DCSA needs
can include:

1. Expert technical advice from Gartner. Gartner product comparisons, Magic Quadrants,
assessments and thought leadership can help with product decisions. Figure 14 in the following
subsection provides an overview of selected vendors that have products implementing the three
technical DCSA control families, and of the data silos they cover.

2. Vendor insights. Many vendors provide detailed technical information about their products,
including their products’ interoperation with partner product services. This information can be
used to better choose product groupings or bundles to work with.

3. Stakeholder feedback. As Gartner analyst Richard Bartley writes in “A Guidance Framework
for Establishing Your Approach to Security Architecture”:

“The final and most important source of support for vendor selection will be other stakeholders
involved in vendor selection. Develop good working relationships with technical stakeholders
including design authorities and subject matter experts. This will be helpful to support efforts
when choosing and constructing options to address security requirements. Their insights will
help with important aspects, such as performance impacts and sizing implications — as well as
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workloads that may be affected by the deployment of security software, processing speed and
potential latency, compatibility with infrastructure and application components, integration
paths, and so on.”

Selected DCSA Vendors and Their Capabilities

Figure 14 shows a list of selected vendors with products that provide controls from one or more of
the three technical DCSA control families outlined in this research (see the Data-Centric Control
Families section). The structure of Figure 14 mirrors the structure of the product capability matrix,
which you should have created by now (an example is illustrated in Figure 12). Use Figure 14 to
identify products that can fill control gaps or that have the potential to rationalize your DCSA by
reducing product sprawl.

You must understand the following bullets to successfully interpret the table in Figure 14:

■ This table does not compare the depth of each vendor’s products. For example, some products
will only marginally support a certain silo, while others will support it in great depth.

■ Vendors may require the installation of more than one product to provide their full set of
capabilities. For example, tools for data classification and discovery may not be integrated with
the database activity monitoring product from the same vendor.

■ Each DCSA capability column represents one or more controls from the three technical control
families: insight, confidentiality, and monitoring and response.

■ Control families, controls and silos have no prioritized order. For clients, some capabilities will
have higher priorities than others.

■ Only a few vendors currently integrate data protection policies with activity monitoring and
access privileges.

■ All vendors offer simple monitoring and alerting.
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Figure 14. Selected Vendors With Products That Implement the Three Technical DCSA Control Families, and the Data Silos They Cover
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Follow-Up

Conduct a Feasibility Study

It is important to follow up with detailed feasibility studies for the envisioned improvements.
Determine the viability of every idea. Each improvement should be checked for the following five
levels of feasibility:

1. Technical feasibility. Are the required technologies mature and available from trusted sources
that have the required economic stability?

2. Legal feasibility. Do the envisioned changes meet the applicable compliance requirements?
Think about external expectations such as GDPR or PCI DSS. Or, maybe, the changes are
being implemented to match these requirements for the first time. If this is the case, double-
check whether the proposed changes are really mandated by the referenced regulation, or
whether the regulation is only serving as a good excuse to implement the desired controls.

3. Economic feasibility. Evaluate the expected TCO.

4. Operational feasibility. Do the envisioned changes fit well into existing operations, such as
processes in the security operations center (SOC), escalation chains, and, most importantly, the
existing operational roles and responsibilities?

5. Planning feasibility. Changes to the DCSA — such as the introduction of new controls to a
category of silos or even across several silos — are large projects. Gartner observes that clients
are frequently overly optimistic in their initial assumptions as to how fast they can adopt a new
control. Avoid allowing requirements drift to delay your projects. Running into requirements drift
is almost always a sign that the previous steps of the feasibility study have not been done right.

Automate and Optimize

Once the data-centric security controls are operating successfully, you should continuously seek
opportunities to automate tasks and to further reduce the number of tools, interfaces and manual
processes required. Automation in the DCSA can happen as:

■ Process automation. This includes automated workflows, such as SharePoint workflows, used
by the process owners to notify you when business applications are added or changed. In
mature environments, workflows will embed approval procedures.

■ Security automation. This entails automating the data-centric controls. Examples are:

■ Continuous data discovery detecting new data silos as well as changes in the data silos
and their usage

■ Automated remediation, such as automated tokenization of unprotected PII that is
discovered in silos not suitable to hold this data type
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Risks and Pitfalls
Digital business has accelerated the pace at which organizations look to extend the digital
ecosystem in innovative and differentiating ways. Data is a central part of a successful digital
ecosystem. Applied rigorously, this guidance framework offers an architectural approach for
ensuring that organizations achieve better value and success from their DCSA.

The risk of not having a DCSA will outweigh the risks and
pitfalls identified below.

Risks and pitfalls that Gartner has observed at clients implementing a DCSA include:

■ Proliferation of tools. Too many tools with overlapping capabilities can also lead to duplication
of effort in the operations part of IT. Also, it may be better to accept the limitations of current
tools than to deploy additional tools. To mitigate the risk of tool proliferation, avoid corporate
standards that strictly dictate the use of particular controls and other requirements, or that
preclude the use of innovative controls. Instead, stay descriptive, and use the four control
categories provided in the Data-Centric Control Families section as the basis for your planning.

■ Exotic tools. Some clients tend to look at the DCSA and their control requirements, and then
pick a product (or write an RFP) that exactly matches those requirements. Although this
approach seems rational and cost-effective at first, Gartner observes that it can make clients
depend on tools that have a rather unusual combination of features — frequently tools that lack
market penetration. To mitigate this risk, you can join peer networks, such as Gartner Peer
Connect. For example, Gartner Peer Connect can help you ascertain whether your industry
peers know the tool that you are planning to implement, and whether they would also consider
it for similar use cases.

■ Complexity. Unexpected complexity is the downfall of many DCSA projects. Complexity in this
case is not only the proliferation of tools and components that you need to protect, but also the
level of functionality that you must deliver. Just because a tool is capable of providing a certain
control does not mean that it will be intuitive and pragmatic to use. One of the advantages of
the Gartner DCSA is that it can be applied iteratively with increasing levels of complexity.
Alternatively, it can be applied piecemeal (i.e., use case by use case) until the whole
organization is covered.

■ Cost of tools. In addition to the risk associated with a proliferation of tools, you should think
about the cost-effectiveness of each tool that becomes part of your DCSA. You may need to
restrict certain tools to only certain data zones or data types (i.e., “the crown jewels”) in order to
stay cost-effective. Each tool adds additional training, support, maintenance and hardware
costs to the overall organization, so that cost can balloon quickly.

In some instances, it may be worthwhile to reevaluate your data security requirements, if the
costs of a particular tool outweigh the security benefits delivered. Pay attention to technology
risks that will not be visible in your product capability matrix. For example, you will have a
higher technology risk if you make enterprisewide data security controls dependent on products
delivered by startup companies.
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Related Guidance

These related guidance documents can be used together with this paper:

■ “A Guidance Framework for Establishing Your Approach to Security Architecture”

■ “Improve Your Security With Security Architecture”

Gartner Recommended Reading
Some documents may not be available as part of your current Gartner subscription.

“How to Architect and Deploy a SIEM Solution”

“Improving Data Security Governance Using Classification Tools”

“Protecting PII and PHI With Data Masking, Format-Preserving Encryption and Tokenization”

“Solution Path for Implementing Threat Detection and Incident Response”

Evidence

1 Volume, velocity and variety are also called the “three V’s of data.”

2 The OECD’s eight privacy principles are: Collection Limitation Principle, Data Quality Principle,
Purpose Specification Principle, Use Limitation Principle, Security Safeguards Principle, Openness
Principle, Individual Participation Principle, and Accountability Principle. See “The OECD Privacy
Framework,” OECD.

3 SABSA calls the last layer of abstraction before it goes to the security tools and components
“physical.”

4 CRUD APIs are APIs supporting create, read, update and delete operations of, for example,
objects or policies.
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Our goal is to deliver a clear return on your Gartner investment by proactively identifying and 

aligning the appropriate Gartner resources to enable you to achieve your business objectives.

Relationship Review Agenda

Confirm Your Priorities

Review How You Used Gartner

Explore How Gartner Can Enable Your 

Success Going Forward
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Confirm Your Priorities

Examples of Impact
• Analyst onsite – showed how IT could communicate to leadership their 

value in moving the organization forward

• Document review of organizational structures confirmed approach and 

provided new best practices to implement

• $240K annual savings following contract review

Opportunities to Maximize Value
• Leverage IT strategy framework to help align, link and leverage 

strategy-based projects and processes

• Use available peer resources to learn best practices in Strategy and 

PMO from those who executed them

Strategic Priorities

• Achieve 50% growth by 2020 through 

enabling productivity

• Improve operational efficiencies across 

organization to increase profitability

• Ensure IT strategy/infrastructure 

supports/enhances business strategy

IT Initiatives & Challenges How Gartner Can Help

IT Governance

• Developing governance that allows the IT department 

to focus on the most critical priorities

• Guidance on how to ensure governance mechanisms 

mirror and sustain enterprise principles

IT Strategy

• Developing IT strategies, performance measures and 

value delivery plans to the achievement of business 

objectives/goals

• Provide access to subject matter experts, templates 

and toolkits for developing a comprehensive and 

effective strategy, and communicating that strategy to 

stakeholders

Project Management Office (PMO)

• Getting projects done on time and on budget through 

an effective program

• Identify how project portfolio managers should evolve 

their processes, approaches and tools to maximize 

value in the face of organizational challenges and 

shifting business priorities
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How You Used Gartner: Resource Review

Top 3 Most Active Initiatives

Leading and Managing Marketing
Sample Assets Leveraged

▪ 6 Research Doc(s): CMO Spend Survey 2017-2018: Budgets Recede Amid Demand for Results

▪ 2 Inquiry: Community Outreach Programs

▪ 4 Doc Review(s): Marking Performance Benchmark Review

Modernizing Finance and Procurement Applications
Sample Assets Leveraged

▪ 22 Research Doc(s): Magic Quadrant for Procure-to-Pay Suites

▪ 1 Inquiry: Strategic Sourcing / P2P Solutions

▪ 1 Contract Review(s): Procure-to-Pay Systems

▪ 1 ToolKit(s):Toolkit: Contract Life Cycle Management Maturity Model

Value Rating 1

4.5/5

Optimizing and Promoting the Value Contribution of the PMO
Sample Assets Leveraged

▪ 22 Research Doc(s): Developing a Charter to Guide PMO Implementations

▪ 1 Inquiry: New PMO Director - The Current and Future State of PMO

▪ 7 ToolKit(s):Toolkit: A Guide to Developing a PMO Charter

Resource Checklist

✔ Research

✔ Analyst Interaction

✔ Contract Review

✔ Document Review

✔ Events & Webinars

✔ Executive Meeting

✔ Peer Connections

✔ Toolkits
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Contract Review Owner Spend Savings Captured

Endpoint Protection: Carbon Black with 

Prateek Bhajanka30-Nov-2017

J. Doe $150,000 $50,000

LogRhythm Quote with Kelly M. Kavanagh15-Mar-2017 J. Doe $500,000 $150,000

Procure-to-Pay Systems with Magnus Bergfors08-Sep-

2017

J. Smith $300,000 $75,000

TOTAL $950,000 $275,000

How You Used Gartner: You Captured ~$275K In Hard Dollar 
Savings
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Executive Interactions

▪ 2 Workshops

▪ 8 Strategy/Review Meetings

▪ 2 Member to Member Networking

Additional Analyst Interactions

▪ 3 Contract Reviews

▪ 4 Document Reviews

Conferences

▪ 2 Event Attendances

▪ 9 out of 9 Tickets Remaining 

1  322 additional documents and toolkits from other Key Initiatives not shown in the chart. 

For consumption-based licenses, counts include non-metered research.
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IT Initiatives Your Challenges How Gartner Can Help

IT Governance ▪ Developing governance that allows the IT 

department to focus on the most critical priorities

▪ Talk with an analyst to ensure governance mechanisms 

mirror and sustain the enterprise principles, ethics and 

culture

▪ Use research and analysts to learn to adapt governance 

for the changing priorities of the digital age

IT Strategy ▪ Developing IT strategies, performance measures 

and value delivery plans to the achievement of 

business objectives/goals

▪ Review strategy plan documents with Executive Partner

and analysts to refine strategy or confirm thinking and 

approach

▪ Get advice and insight on creating a nimble strategy and 

execution capability that is agile and responsive to new 

opportunities and can be quickly rebalanced to support 

strategic initiatives.

Project Management Office (PMO) ▪ Getting projects done on time and on budget 

through an effective program

▪ Learn best practices for responding with clear business 

intention, minimizing friction, to deliver constant value

▪ Get best practices for supporting multiple types of 

projects and programs by focusing on common 

objectives, promoting meaningful metrics, and integrating 

processes and trends

Gartner Support Going Forward: Addressing Your Challenges
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Activity Roadmap

Client Initiative 0 – 90 Days 91 – 180+ Days

IT Strategic Planning and 

Communications

• Document: Developing Strategic Plans: A Practical 

Guide to Getting Started

• Toolkit: Toolkit: Digital Transformation Playbook for IoT

Strategies

• Engage with Monika Sinha to get actionable advice 

tailored to your priorities

• Document: The Art of the One-Page Strategy

• Engage with Jan-Martin Lowendahl to get 

actionable advice tailored to your priorities

• Event: Gartner IT Operations Strategies & Solutions 

Summit

IT Systems Delivery • Document: Use Enterprise Architecture to Orchestrate 

the Delivery of Business Outcomes

• Toolkit: Toolkit: Template for Creating an IT Operational 

Plan

• Engage with Remi Gulzar to get actionable advice 

tailored to your priorities

• Document: Elevate the Employee Experience With 

Consumer-Oriented IT Service Delivery

• Engage with Cassio Dreyfuss to get actionable 

advice tailored to your priorities

• Webinar :Driving Opportunity with Hyperconverged 

Integrated Systems

IT Communications • Document: Effective Communications: A Strategy

• Toolkit: <Creating the Communications Core: A CIO's 

Guide to Effective Communications: Toolkit

• Engage with Heather Colella to get actionable advice 

tailored to your priorities

• Document: Effective Communications: How to 

Develop a Communications Plan

• Engage with Jim Murphy to get actionable advice 

tailored to your priorities

• Event: Gartner CIO & IT Executive Summit

Gartner Support Going Forward: Sample Engagement Plan

http://www.gartner.com/analyst/55133
http://www.gartner.com/analyst/26873
http://www.gartner.com/analyst/52280
http://www.gartner.com/analyst/12342
http://www.gartner.com/analyst/29487
http://www.gartner.com/analyst/36639
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Appendix D — Gartner VPAT 

Please reference the following pages for our completed VPAT.  



GARTNER – VPAT 
 
 

 
Name of Product: access.gartner.com 

Contact for more Information: accessibility@gartner.com 
 

 
 

 

Summary Table 

Voluntary Product Accessibility Template 

 

Criteria 
 

Supporting Features 
Remarks and 

explanations 

Section 1194.21 Software Applications 

and Operating Systems 

 Does Not Apply 

Section 1194.22 Web-based internet 

information and applications 

 Supports with 

Exceptions 

Section 1194.23 Telecommunications 

Products 

 Does Not Apply 

Section 1194.24 Video and Multi-media 

Products 

 Does Not Apply 

Section 1194.25 Self-Contained, Closed 

Products 

 Does Not Apply 

Section 1194.26 Desktop and Portable 

Computers 

 Does Not Apply 

 

 

Section 1194.31 Functional Performance 

Criteria 

 Supports with 

Exceptions and in 

some cases; Does 

Not Apply 

Section 1194.41 Information, 

Documentation and Support 

 Supports with 

Exceptions 

Section 1194.21 Software Applications and Operating Systems - Detail 

Voluntary Product Accessibility Template – Does Not Apply 

Section 1194.22 Web-based Internet information and applications - Detail 

Voluntary Product Accessibility Template 

 

Criteria 
 

Supporting Features 
Remarks and 

explanations 

mailto:accessibility@gartner.com


 

 

(a) A text equivalent for every non-text 

element shall be provided (e.g., via "alt", 

"longdesc", or in element content). 

Alt tags are used for 

graphics found within a 

document and/or HTML 

page. 

 

 

 

(b) Equivalent alternatives for any 

multimedia presentation shall be 

synchronized with the presentation. 

Does Not Apply Multimedia 

presentations are not 

included on the 

Gartner.com 

accessibility site. 

 

(c) Web pages shall be designed so that 

all information conveyed with color is 

also available without color, for example 

from context or markup. 

Supports with Exceptions HTML for Hype 

Cycles images for 

examples, relies on 

color without textual 

equivalent. 

 

 
 
 

(d) Documents shall be organized so 

they are readable without requiring an 

associated style sheet. 

Supports To test this feature, 

we disabled the 

format option within 

the browser. 

Documents no longer 

pointing to the css 

files still displayed 

properly. 

(e) Redundant text links shall be 

provided for each active region of a 

server-side image map. 

Site/image maps are not 

used. 

 

(f) Client-side image maps shall be 

provided instead of server-side image 

maps except where the regions cannot be 

defined with an available geometric 

shape. 

Site/image maps are not 

used. 

 

 
 
 
(g) Row and column headers shall be 

identified for data tables. 

Supports with 

Exceptions. 

Some documents 

contain complex data 

tables where 

subheaders are not 

defined. 

(h) Markup shall be used to associate 

data cells and header cells for data tables 

that have two or more logical levels of 

row or column headers. 

Supports with 

Exceptions. 

Some documents 

contain complex data 

tables where multiple 

headers and 



 

  subheaders are not 

defined. 

 

(i) Frames shall be titled with text that 

facilitates frame identification and 

navigation 

Supports Frame titles are used 

to identify menu, 

research, and search 

results. 

(j) Pages shall be designed to avoid 

causing the screen to flicker with a 

frequency greater than 2 Hz and lower 

than 55 Hz. 

Does Not Apply Does not use 

elements that blink or 

flicker. 

(k) A text-only page, with equivalent 

information or functionality, shall be 

provided to make a web site comply with 

the provisions of this part, when 

compliance cannot be accomplished in 

any other way. The content of the text- 

only page shall be updated whenever the 

primary page changes. 

Supports with 

Exceptions 

Our accessibility site 

only contains CORE 

(research & advisory 

services) content. 

 

(l) When pages utilize scripting 

languages to display content, or to create 

interface elements, the information 

provided by the script shall be identified 

with functional text that can be read by 

Assistive Technology. 

Supports with Exceptions The browse tree 

branches are 

identified through 

tags, but the 

hierarchical 

relationship is not 

exposed. 

(m) When a web page requires that an 

applet, plug-in or other application be 

present on the client system to interpret 

page content, the page must provide a 

link to a plug-in or applet that complies 

with §1194.21(a) through (l). 

Does Not Apply No applets or plug- 

ins are required. 

(n) When electronic forms are designed 

to be completed on-line, the form shall 

allow people using Assistive Technology 

to access the information, field elements, 

and functionality required for completion 

and submission of the form, including all 

directions and cues. 

Supports Search and search 

results checkbox are 

labeled and accessed 

with the tab key 



 

 
(o) A method shall be provided that 

permits users to skip repetitive 

navigation links. 

Does not Support No method is 

provided today to 

skip to the main 

content areas (ie. side 

navigation). 

 
 
(p) When a timed response is required, 

the user shall be alerted and given 

sufficient time to indicate more time is 

required. 

Supports with Exceptions Login time out is set 

to 5 minutes. A 

timeout alert is not 

provided at this time. 

Session timeout 

default is 120 

minutes. 

 

Note to 1194.22: The Board interprets paragraphs (a) through (k) of this section as consistent 

with the following priority 1 Checkpoints of the Web Content Accessibility Guidelines 1.0 

(WCAG 1.0) (May 5 1999) published by the Web Accessibility Initiative of the World Wide 

Web Consortium: Paragraph (a) - 1.1, (b) - 1.4, (c) - 2.1, (d) - 6.1, (e) - 1.2, (f) - 9.1, (g) - 5.1, (h) 

- 5.2, (i) - 12.1, (j) - 7.1, (k) - 11.4. 
 

 

Section 1194.23 Telecommunications Products - Detail 

Voluntary Product Accessibility Template – Does Not Apply 

Section 1194.24 Video and Multi-media Products - Detail 

Voluntary Product Accessibility Template – Does Not Apply 

Section 1194.25 Self-Contained, Closed Products - Detail 

Voluntary Product Accessibility Template – Does Not Apply 

Section 1194.26 Desktop and Portable Computers - Detail 

Voluntary Product Accessibility Template – Does Not Apply 

Section 1194.31 Functional Performance Criteria - Detail 

Voluntary Product Accessibility Template 

 

Criteria 
 

Supporting Features 
Remarks and 

explanations 

(a) At least one mode of operation and 

information retrieval that does not require 

user vision shall be provided, or support 

for Assistive Technology used by people 

who are blind or visually impaired shall 

be provided. 

Supports with Exception There is no method 

of skipping past the 

browse tree. The 

hierarchy is not 

exposed within the 

browse tree. 

(b) At least one mode of operation and 

information retrieval that does not require 

Not Yet Tested  



 

visual acuity greater than 20/70 shall be 

provided in audio and enlarged print 

output working together or 

independently, or support for Assistive 

Technology used by people who are 

visually impaired shall be provided. 

  

(c) At least one mode of operation and 

information retrieval that does not require 

user hearing shall be provided, or support 

for Assistive Technology used by people 

who are deaf or hard of hearing shall be 

provided 

Does Not Apply No audio files are 

used on 

access.gartner.com. 

(d) Where audio information is important 

for the use of a product, at least one mode 

of operation and information retrieval 

shall be provided in an enhanced auditory 

fashion, or support for assistive hearing 

devices shall be provided. 

Does Not Apply No audio files are 

used on 

access.gartner.com. 

(e) At least one mode of operation and 

information retrieval that does not require 

user speech shall be provided, or support 

for Assistive Technology used by people 

with disabilities shall be provided. 

Does Not Apply No speech 

interaction is 

required on 

access.gartner.com. 

 

(f) At least one mode of operation and 

information retrieval that does not require 

fine motor control or simultaneous 

actions and that is operable with limited 

reach and strength shall be provided. 

Does Not Apply No key 

combinations are 

required to navigate 

the site or the 

individual 

documents. 

 
 

Section 1194.41 Information, Documentation, and Support - Detail 

Voluntary Product Accessibility Template 

 

Criteria 
 

Supporting Features 
Remarks and 

explanations 

 

 

(a) Product support documentation 

provided to end-users shall be made 

available in alternate formats upon 

request, at no additional charge. 

Supports All documentation 

will be made 

available in an 

appropriate format at 

no additional charge 

to the client. 



 

 

(b) End-users shall have access to a 

description of the accessibility and 

compatibility features of products in 

alternate formats or alternate methods 

upon request, at no additional charge. 

Supports All documentation 

will be made 

available in an 

appropriate format at 

no additional charge 

to the client. 

 
 
(c) Support services for products shall 

accommodate the communication needs 

of end-users with disabilities. 

Supports All documentation 

will be made 

available in an 

appropriate format at 

no additional charge 

to the client. 
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Any questions regarding this Technical Proposal 

should be addressed to: 

Ishele Graves 

Regional VP Sales 

Gartner, Inc. 

56 Top Gallant Road,  

Stamford, CT 06902 

Telephone: +1 512 364 9120 

Email: ishele.graves@gartner.com 

 

This Technical Proposal was prepared for  

State of Minnesota and NASPO ValuePoint: 

Mark Haselman 

Master Contracts Administrator 

State of Minnesota and NASPO ValuePoint 

 

Email: mark.haselman@state.mn.us 
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