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HMS’ BCDR Plan addresses recovery of business functions, data, business units, 
business processes, human resources, and technology infrastructure through the 
following major steps: 

 Identify systems and applications currently in use 
 Analyze business impact and determine critical recovery timeframes 
 Determine recovery strategy 
 Provide recovery team organization with clear responsibilities 
 Develop and document emergency procedures 
 Document training and maintenance procedures 

The Agency will benefit from HMS’ BCDR Plan as it provides the management structure, 
key responsibilities, emergency assignments, and general procedures to follow during 
and immediately after a crisis. We established our BCDR Plan to address the immediate requirements for a crisis, disaster, 
or emergency that interrupts normal operations, causing special measures to accomplish the following:  

 Protect and preserve human life, health, and personal well-being  

 Minimize loss, damage, or disruption to HMS facilities, resources, and operations  

 Provide essential services and operations 

 Manage against negative or adverse national/international media coverage  

 Provide and analyze information to support decision-making and action plans  

In 2017, HMS was certified as 
a ‘Resilient Enterprise’ by 
Disaster Recovery Institute 
International (DRII). The 
designation demonstrates 
extraordinary commitment to 
business continuity 
management (BCM), 
including emergency 
management, business 
continuity, disaster recovery, 
and crisis management. We 
maintain this designation 
today. 
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 Procedures for activating any special teams for business continuity 

 Plan for recovery of business functions, units, processes, human resources, and technology infrastructure in a timely 
manner 

 Agency-defined Recovery Point Objective (RPO) and Recovery Time Objective (RTO) targets 

 Communication protocols when restoring operations in a timely manner 

We developed this approach to meet legal requirements, standards of effective governance, and more importantly, to 
minimize the risk to our staff, partners, and communities. HMS’ approach brings together four core elements:  

 Crisis management to address strategic business and reputation issues  

 Emergency response to ensure people are safe and minimize damage to assets  

 Emergency management to coordinate the emergency response and manage the recovery  

 Business continuity to maintain business operations and communicate updates to impacted audiences  

The application of these four elements will depend on the situation and the expert judgment of HMS managers and staff. For 
example, a major fire would involve all four elements while a major public controversy may only involve the element of crisis 
management.  

The Business Continuity section of our BCDR Plan for the Agency will contain the following information for each core 
business process: 

 Risk and impact analysis. HMS incorporates a bottom-up approach—Assess, Remediate, Monitor, and Report—to risk-
based probability by instituting a proactive approach to events (such as weather, technology and environmental) that 
could adversely affect HMS’ business. Our Business Continuity Management (BCM) team performs business impact 
analysis (BIA) routinely to determine how quickly essential services and/or processes would return to full operation 
following a disaster event. The HMS BCM team understands financial and operational impacts are associated with any 
type of unplanned outage, and therefore identifies these risks to develop strategies to mitigate them.  
The BIA process helps determine operational and financial impacts to HMS by analyzing the impact of an interruption to 
HMS’ business functions. This process utilizes specific time frames to measure the restoration times of those critical 
business functions. To identify the effects of an interruption to HMS, the BCM team documents and analyzes the financial 
and operational impacts of each vital department and service area including the core critical system and application 
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requirements and dependencies. The purpose of this effort is to prioritize business recovery objectives by developing a 
comprehensive understanding of the impacts involved when a disruption to HMS’ critical business functions occurs. 

 Definition of minimum acceptable levels of service/output and of triggers that activate contingency plans. Our 
Crisis Management Team (CMT) leader assesses incidents and determines the impact of the situation, identifying 
operations affected by the disaster, and the duration of time the local office could not continue to operate under the 
disastrous conditions. The CMT leader’s responsibility is to categorize the impact of the disaster into one of three severity 
levels: Level 1, Level 2, or Level 3. These severity levels provide consistency in the assessment of any crisis, so we 
provide the proper level of communications response. Each level has a defined approach to respond to the incident: 
 Level 1 indicates a major crisis. A major crisis, within the scope of this plan, is an incident posing significant risk to 

HMS personnel, visitors, or resources that has caused or has the potential to cause fatalities or injuries, major facility 
damage, resource loss and/or reputational loss. 

 Level 2, within the scope of this plan, includes issue-driven situations that may negatively affect HMS. The incident 
may be severe and may cause damage and/or have a reputational impact to HMS’ operations. 

 Level 3 crisis, within the scope of our plan, is any incident, potential or actual, foreshadowed by a series of events 
that are not part of a pattern and do not seriously affect the overall functional capacity of an HMS business office, but 
nevertheless requires some degree of action. 

 Procedures for activating special teams for business continuity. The HMS Disaster Recovery team includes 
operations, project reporting, supervision, and management under the direction of the disaster recovery coordinator. This 
person oversees the development, maintenance, and testing of recovery plans. If a disaster occurs, the Disaster 
Recovery team leader manages the back-up and recovery efforts and facilitates the support for key business functions 
and restoration of normal activities. Numerous special teams comprise our full Business Continuity/Disaster Recovery 
team, such as information technology, telecommunications, local operations, and crisis management. Our plan includes 
clearly defined tasks and procedures each team must perform in the event of an interruption to business operations. 
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To securely store hard copies that include project-related data and service-related materials (e.g., physical records, paper 
copies of documentation, manuals, and tape media), we use an offsite, comprehensive data management organization to 
retain and secure the ever-expanding volume of data that our clients entrust to us. In business for more than 65 years, this 
organization holds the following certifications that demonstrate an ongoing commitment to protecting sensitive data: 
 AAA Certified by National Association for Information Destruction 
 Privacy+ certification from PRISM International 
 Payment Card Industry Data Security Standard (PCI DSS) Attestation of Compliance (AOC)   

This data management organization implements advanced security controls and limits site access to authorized 
personnel. Only authorized HMS personnel with unique site access tools may enter its facilities.  
This data is retained for 7-10 years, unless otherwise instructed by our client contract. 

b. Hardware back-up for critical solution components. HMS supports multiple data processing facilities, which provide 
critical technology redundancy.  

c. and d. Facility back-up, including telecommunications links and networks. Our Information Technology (IT) team 
and our Telecommunications team—two of the teams comprising our HMS Disaster Recovery team—will perform the 
following tasks in a disaster:  

 Retrieve back-up data  
 Assist with rebuilding network operations locally  
 Redirect data connectivity to alternate site for use of TPL solution applications  
 Coordinate and configure access to servers 
  Arrange for temporary phone supplies and related equipment  
 Communicate with supplier of telecommunication equipment  
 Direct transfer of toll-free number and T1 line to alternate site  
 Verify that telecommunications systems are operable  
 Coordinate with and supervise outside contractors as necessary  
 Consult with contractors and service providers to make sure that replacement equipment and materials are available 

for timely delivery and installation  
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e. Documented back-up procedures and support. The HMS IT department uses a comprehensive back-up methodology 
to protect all our systems from failure or disaster and provides fast recovery in the event of a loss or outage. This process 
is centrally managed through our colocation facilities in Richardson, Texas, and Las Vegas, Nevada, and covers all our 
remote locations as well as HMS’ entities. 

f. Detailed back-upback-up plan. HMS follows detailed data-management procedures that address files and tapes that 
clients entrust to us. These methods also address the work products associated with our ongoing performance of 
contracted tasks. We regularly perform both incremental and full-system back-ups of our critical system and application 
infrastructure. Real-time data replication between our primary and secondary data centers also occurs regularly. In 
addition, our solutions include specific measures to protect the integrity of the data that our clients entrust to us. 

Autoloader systems (robots) help automate HMS’ back-up procedures. All locations use either digital linear tape (DLT) 
format or replicate their data to our corporate data center. Data is replicated nightly through our private network to our co-
location facilities, in Richardson, Texas, and Las Vegas, Nevada. The data is then captured through a multi-tiered, back-
up process. The live replication serves as an on-disk copy. The nightly back-up routine captures the copy to disk, which 
is then transferred to tape and rotated off-site to another storage facility. 

g. Offsite storage. HMS utilizes an off-site storage provider network for tape rotation. Back-ups are rotated to highly secure, 
fireproof, climate-controlled locations. Recovery of data tapes from these facilities is within four hours. 

h. Prioritized order of restoration. HMS recognizes that certain applications are essential to completing business-critical 
services and satisfying the requirements of the Agency’s TPL. HMS’ IT Department, and Corporate Disaster Recovery 
Coordinator, as well as key members of the Cost Avoidance and Post-Payment Recovery contract staff  have evaluated 
the full scope of mission-critical applications that HMS employs. We group mission-critical applications based on 
importance:  
 Critical – Applications and/or business operations cannot be replaced with manual systems under any circumstances 

and are the primary business focus necessary for contractual operations. 
 Sensitive – Applications and/or business operations can be replaced with acceptable systems for an extended time 

period. 
 Non-Critical – Applications and/or business operations can continue manually and may be resumed within twenty-

four (24) hours. 
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measures are the result of proven, tested methodologies designed to safeguard the government and commercial health 
clients’ data and the vulnerability of their members. 

Exhibit G-2 provides an illustration of several of the awards and certifications our IT/Security team has received during 
recent years. 

 

Exhibit G-2 Awards and Certifications Received by HMS’ Information Technology/Security Team 
Our award-winning Security team diligently guards data. 
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We acknowledge compliance with all CMS MECT Checklist requirements. We will work closely with the State and other 
Suppliers to validate TPL functionality against the criteria described in the MECT v2.3 Checklists. We agree to gather the 
substantiating documentation and provide required artifacts to the Agency and the IV&V contractor for quarterly reports, 
CMS reviews, and CMS Certification. We understand changes in federal and/or State requirements can occur and are 
committed to maintaining compliance with any updates.  

Confidential and Proprietary 
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 Data, business, capacity, performance  

 Items related to security, privacy, HIPAA, 508 compliance  

 Usability, maintainability, interface  

 Disaster recovery, traceability to test plans and/or test cases 

We will provide the Agency screenshots, test cases, test reports, technical documentation, business process flows, and so 
forth of our TPL solution to satisfy the CMS Certification requirements.  

 
 

 

Confidential and Proprietary 
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Confidential and Proprietary 
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HMS will develop the CMS-compliant Certification Plan for the MES TPL modules. We will deliver this plan on or before the 
date the agency specifies. The Certification Plan will include processes and procedures to manage certification 
requirements. We will work with the State’s IV&V contractor and the Agency to make sure this plan is complete and 
demonstrates how HMS plans to meet MECT v2.3 SRCs.  

The plan will include the following process and tools to: 

 Complete the certification checklists and artifacts 

 Complete certification deliverables 

 Validate solution functionality against the MECT v2.3 SRCs 

 Create traceable deliverables to the checklist 

 Document and deliver artifacts to the document repository 

Throughout the project, we will collaborate with the State and other stakeholders to validate functionality through formal test 
plans and processes. We will gather the substantiating documentation and provide the required artifacts to the State, IV&V 
contractor (?), and other stakeholders for submission for all CMS milestone reviews.  

Confidential and Proprietary 
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We refresh all user guides annually, accounting for any system or process updates. In instances where updates occur, HMS 
staff will update this guide, submit it for State approval, and manage versioning in the project repository.  

Confidential and Proprietary 
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the requirements. This quest provides an opportunity to evaluate the impact of the change on the users and to consider 
organizational change management activities.  

 When preparing our solution for this RFP response, HMS evaluated the requirements for each module, performed a gap 
analysis, and documented how we would close the gaps through configuration and customization: 

 We evaluated the known legacy systems and, since we are the current contractor for some states, we made use of our 
knowledge of the nuances of the current MMIS/TPL systems and documented the necessary modifications for the 
MES/TPL solutions. 

 We conduct a detailed gap analysis of the requirements detailed in the RTM and our solution for the TPL module and 
document each gap. 

We will also perform the following: 

 We document and submit the RTM to the State for review and approval. When approved, any changes to the 
requirements must be approved by the Change Advisory Board. We load this detailed functional and technical 
Requirements Traceability Matrix into our traceability tool, Smartsheet, which enables bidirectional traceability with 
requirements, design, test cases, test results, MECT requirements and certification artifacts. 

 HMS prepares and delivers a gap analysis report identifying system configuration and development needs. 

 We deliver the Requirements Definition Document with updated process flows.  
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HMS’ requirements management tool manages requirements traceability by module(s), in the MITA 3.0 business area, MITA 
business process, and MECT v2.3 checklists. Using the sophisticated, customized requirements traceability functionality in 
Smartsheet, we will map each project requirement to its respective module or modules, RFP Requirement and the MECT 
v2.3 checklists. Our certification tool has been developed specifically to address the MECT v2.3 checklists and provides the 
capacity to crosswalk each element of our solution to its respective MECT v2.3 checklist SRC. This cross-walking capability 
ensures we can properly validate that the agency’s TPL system and related business processes meet each requirement and 
SRC. 

Confidential and Proprietary 
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Confidential and Proprietary 
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HMS’ facilities’ physical security systems (such as key card and video)—including our operations/mail 
processing/documentation centers and systems data centers—comply with all applicable regulations, including, but not 
limited to, building and fire prevention codes. We supplement the key cards with access control policies and procedures 
requiring the following actions: 

 There exists clear marking of restricted areas and facilities. 

 Signage for restricted areas and facilities contains enough information to be practical but presents minimal discernible 
evidence as to the nature of the importance of the location. 

 Each individual granted physical access to restricted information resources or facilities receives training on emergency 
procedures for the facility. 

 Access to information resources or facilities follows the principle of least-privilege access. Personnel, including full- and 
part-time team members, contractors, and vendor service personnel, only receive access to the facilities and systems 
necessary for the fulfillment of their job duties. 

 Requests for access must come from managers and include sign-off from an applicable data/system owner. 

 The process for granting physical access to information resources or facilities includes the approval of authorized 
managers. 

 Handling of access management occurs at the manager level. Each individual granted physical access to information 
resources or facilities must sign appropriate access, information-protection, and nondisclosure agreements. Managers 
are responsible for keeping track of and informing the appropriate party of the access rights of individuals who leave or 
change roles. Furthermore, our security and compliance department periodically reviews all card- and/or key-access 
rights for a facility and removes access for individuals who no longer require it. 

Authorized visitors to our work sites must present valid identification with the office receptionist before signing in to visit. The 
visitor receives a temporary identification badge that they must wear at all times while in our office. We also provide a 
constant escort from an authorized employee. 

In addition, security cameras monitor our offices. Our policy is to review all videos and store them for 90 days. 
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 Documents procedures for ongoing security awareness and training provided to HMS employees and other parties as 
applicable 

 Provides descriptions of business resilience resources that respond to disasters  

Site and System Security 
Our physical security systems (i.e., electronic access card and video) comply with all 
applicable regulations, including, but not limited to, building and fire-prevention 
codes. We supplement the electronic access cards with policies and procedures 
requiring the following actions: 

 There is clear marking of restricted areas and facilities. 

 Signage for restricted areas and facilities contains enough information to be 
practical but presents minimal discernible evidence as to the nature of the 
importance of the location. 

 Each individual granted physical access to restricted information resources or facilities receives training on emergency 
procedures for the facility. 

 Access to information resources or facilities follows the principle of least-privilege access. Personnel, including full- and 
part-time team members, contractors, and supplier service personnel, only receive access to the facilities and systems 
necessary for the fulfillment of their job duties. 

 Requests for access must come from managers and include sign-off from an applicable data/system owner. 

 The process for granting physical access to information resources or facilities includes the approval of authorized 
managers. 

Handling of access management occurs at the manager level. Each individual granted physical access to information 
resources or facilities must sign appropriate access, information-protection, and nondisclosure agreements. Managers are 
responsible for keeping track of and informing the appropriate party of the access rights of individuals who leave or change 
roles. Furthermore, our Security and Compliance Department periodically reviews all card- and/or key-access rights for a 
facility and removes access for individuals who no longer require it. Re-certification access to sensitive facilities and rooms 
occurs every 90 days. 

Physical security controls 
encompass: 
 Office floor access 
 Employee work areas 
 Vendor/contractor access 
 Sensitive-area control 
 Video surveillance and access-

point control 
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We will support the Agency’s benefit recovery functions by billing health carriers as defined in the (DRA) via electronic, 
paper, or other means necessary to recoup monies. We have thorough knowledge of the federal regulations and the DRA 
that govern TPL processes, as well as the state-specific DRA-related guidelines that states have supplemented their TPL 
efforts with.  

BILLING AND RECOVERY 
Every year, HMS generates more than $1 billion in recoveries for 
our government-sponsored healthcare clients nationwide. We 
have pioneered numerous TPL billing and recovery innovations 
during the more than 30 years we have been providing TPL 
services and have strived to continually provide and maintain best-
practice policy and industry standard practices, all based on the 
foundation of supporting state and federal regulations like the 
DRA. HMS will continue to monitor and provide recommendations 
for revisions to the Agency DRA to support the State’s TPL 
objectives for each scope of work.  

BILLING 
We use our experience to select Medicaid claims and bill them to the appropriate liable third party in a secure and efficient 
manner. Our commercial insurance direct billing and provider disallowance processes and supporting systems provide the 
flexibility necessary to accommodate the Agency’s requirements. Our systems also support the scalability that allows for 
program growth and accommodates evolving business needs, including coordination with managed care organizations. 

RECOVERY 
We have a comprehensive, systematic process for claims follow-up and a distinct operational unit solely dedicated to 
monitoring claims, following up on un-adjudicated claims, appealing underpayments and inappropriate denials, and 
conducting rebilling activities. HMS follows up on workable denied and open claims, coordinating recoveries through our 
multilevel team approach that includes our:  

 Claims Recovery Follow-Up team—Responsible for claim-level review and follow-up focused on institutional claims 

To minimize any administrative burden experienced by 
carriers, we use electronic billing interfaces that are 
established by HMS with the carriers, PBMs, and TPAs 
in our network. By electronically submitting 90% of our 
claims on behalf of our clients, we can monitor and 
improve the efficiency and effectiveness of our process 
continually. When an electronic-billing interface is not 
available, we submit paper claims to payers. Other 
vendors who do not have the volume of electronic billing 
interfaces that HMS has must use paper billings, which 
sometimes results in carrier abrasion. 

 



















Attachment G  G-83 
TPL Base Requirements Mandatory Scored Response Worksheet 
Third Party Liability 

 

 

 

Confidential and Proprietary 











Attachment G  G-88 
TPL Base Requirements Mandatory Scored Response Worksheet 
Third Party Liability 

The DMCMP will set forth the tasks, timelines, roles, and responsibilities for all conversion and migration tasks and will 
define entrance and exit criteria for each phase of the data conversion and migration effort.  

Confidential and Proprietary 
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To support communication of data governance requirements, we make them accessible to solution stakeholders. We 
conduct regularly scheduled audits to monitor data for consistency, validity, compliance, integrity, and accuracy. We store all 
fields used in the MES in a data dictionary and identify existing or define new fields when needed on an ongoing basis. We 
test changes through a change lifecycle that ends with Change Advisory Board approval for production. Post-implementation 
reviews are done for at least 30 days. 

Working with the Agency, we communicate governance rules, such as naming standards and data definitions. We also 
communicate data governance practices, such as cataloging and safeguarding, consistent data definition, modeling, and 
design. We provide oversight to validate that rules are followed. This assists in developing a common understanding of 
information, establishing consistent data definitions and a common vocabulary. 

 Upload Attachments with Additional Information?     Yes Attachment File Name:  Data Management Requirements Response_ 
Base Requirements 

7 Design, Configuration and Build Requirements- Describe in detail how your company will meet all the requirements 
identified in Attachment F, Design, Configuration and Build Section, DCB01. Your response should include the requirement 
number identified in the attachment, followed by your detailed response. You must provide a response to all requirements 
identified in Attachment F, Design, Configuration, and Build Section.  

A7 Answer # 7 

The following response to requirement DCB01 describes in detail our ability to meet the stated requirement.  
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MITA 3.0 Framework interoperability and flexibility to integrate with other solutions for security and regulatory purposes and 
provides short-term and long-term capacity bandwidth to meet our clients’ processing needs. 

CLOUD-BASED SYSTEMS AND SECURITY 
HMS has developed cloud-based systems and security that meet federal, state, and industry standards for our TPL clients. 
Our top priority is protecting the data entrusted to HMS. HMS manages and maintains its cloud systems, services, and data 
in US domestic regions.   

HMS earned a CSO50 Award for our Secure Cloud Infrastructure Project for connecting security initiatives to business value 
in 2018. The CSO50 Award is a recognized mark of risk and security excellence. The CSO50 judges evaluated a highly 
competitive field of over 1000 nominations. 

PLATFORMS AND CERTIFICATIONS 
Known for their platform stability, speed of implementation, and ability to scale elastically, Azure and AWS were chosen to 
support our systems and solutions. Both cloud providers maintain the following industry certifications: 

 HIPAA/HITECH 

 FedRAMP 

 HITRUST 

 ISO 

 PCI-DSS 

 SOC 1, 2, and 3 

DATA PROTECTION 
HMS will implement multiple levels of security to protect HMS systems and data while stored in the cloud: 

 Encryption. We encrypt data stored in cloud services at rest in both operational systems and back-ups compliant with 
FIPS 140-2. We encrypt data in transit using HTTPS and other secure protocols for all communications between clients 
and Platform as a Service (PaaS) as well as between PaaS services. 
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architecture) necessary to perform all required functions (e.g., testing, training, production operations, modeling, disaster 
recovery). 

Our TPL solution includes four environments: 

 Development 

 Testing 

 Training 

 Production 
We will build these four environments to the same standards as our production environment and can handle PHI without any 
compromise in maintaining the data integrity. The gateway, infrastructure service, and environments are isolated to provide 
an extremely secure solution. See Exhibit G-23 for an illustration. 
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 Upload Attachments with Additional Information?     Yes Attachment File Name:  Hosting and Environments Requirements_ 
Base Requirements 

Confidential and Proprietary 





Attachment G  G-110 
TPL Base Requirements Mandatory Scored Response Worksheet 
Third Party Liability 

all necessary approvals have been obtained. HMS makes sure that each phase of deployment process is documented and 
receives the Agency’s approval prior to deployment followed by an acceptance of the service and solution implemented. 

Exhibit G-25 describes the process flow we will follow during deployment of each proposed service and solution.  
Exhibit G-25 HMS’ Deployment Process Flow 
We will follow the Agency’s defined steps to ensure proper deployment of our services and solutions. 
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It is important to have a detailed, thorough, and documented Implementation Plan to guide implementation activities of our 
solution. Our Implementation Plan will be developed in conjunction with the Agency and will outline all activities (a. through 
p.) described in the requirement above. The implementation activities are complex and multi-faceted due to the requirement 
that our solution interface and share data with other MES modules. We have successfully implemented our solution in 
numerous states and commercial enterprises across the nation. 

A part of our Implementation Plan development includes preparing a DED to document the contents of the To-Be 
Implementation Plan. We generally use CMS templates, Agency inputs, templates, and requirements along with our past 
experience in preparing the contents of the Implementation Plan DED. 

Once the DED is complete and has gone through our quality review, we present it to the Agency and schedule a 
walkthrough with the Agency, stakeholders, and other suppliers of the MES project that could be impacted. Once we reach 
consensus of DED and the planned Implementation Plan contents, we then start our deliverable preparation process that 
culminates with an Agency-approved Implementation Plan. 

Using our proven processes for deliverable development we work with the Agency, stakeholders, and other MES suppliers 
to produce an Implementation Plan that includes: 
a. The rollout approach, including phased implementation, should it become necessary due to misalignment of other MES 

module implementations 

b. Overall integration approach showing the implementation of all the components of our solution 

c. Approach to continuous integration of other modules or data from other data-providing entities as they become production 
ready and ready for Implementation 

d. Coordinating procedures and schedules with the SI or other vendors to perform integration testing 

e. An approach for supporting the continuous integration with other modules or other sources providing data 

f. The proposed implementation schedule maintained as part of the overall HMS project schedule and the Agency integrated 
project schedule, if applicable 

g. The rollback strategy in the unlikely event that the implementation activities fail 

h. The communication and HMS support procedures outlined in the Point of Contact section of the Implementation Plan 
identifying the roles and contact information for communication and support during implementation 
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 Include attachments and comments to provide additional detail for users of requirements 

 Issue and risk tracking 

 Action items and decisions tracking 

 Change control and management 
 Linking features that ensure approved changes to requirements are linked back to the approved change request 

 Artifact storage and display 

 Design and development artifacts 
 Configuration and maintenance artifacts 

 Test case and results artifacts 

 MECT certification artifacts 

Authorized users will be presented with a familiar and easy-to-use, intuitive spreadsheet-like interface that efficiently 
manages the implementation and certification activities.  

 Upload Attachments with Additional Information?     Yes Attachment File Name:  Implementation and Acceptance 
Requirements_ Base Requirements 

10 Integration Requirements - Describe in detail how your company will meet all the requirements identified in Attachment F, 
Integration Section, INT01-INT32. Your response should include the requirement number identified in the attachment, 
followed by your detailed response. You must provide a response to all requirements identified in Attachment F, 
Integration Section.  

A10 Answer # 10 
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we have included our advisory council members on this organizational chart to show project executive-level governance and 
advisement.  

We provide resumes for our proposed key and project team personnel in the attached file named Key Personnel and 
Resources Requirements_Base Requirements. 

ADVISORY COUNCIL 
Our HMS Project team for the Agency leverages HMS’ corporate-wide Medicaid payment accuracy expertise through the 
specialized knowledge and insight of our project Advisory Council. These industry leaders are experts in their respective 
fields who provide service delivery guidance and support in a broad range of areas, such as state and federal compliance, 
MECT/MITA Certification, industry best scope-of-work practices, and innovative solutions. They serve as educators and 
thought leaders for our Project team members, clients, and other stakeholders.  

Confidential and Proprietary 
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With over 400 active TPL clients, HMS organizationally has the ability to allocate additional resources to projects, as 
needed, to support personnel changes. To meet all the Agency’s needs, we will use our strategic workload management 
and allocation system that gives highest priority to projects that are the size of the Agency’s requested project. Additionally, 
given the dynamic nature of the Medicaid environment, we will work closely with the Agency over the term of this contract to 
integrate new tools and enhanced systems that fully address its growing needs. Following are a few of the proven methods 
we use to handle project team turnover:  

 Fill Roles with Existing, Qualified Members of the HMS Workforce. HMS actively promotes our workforce from within
and has experienced staff members available who can fulfill all requirements regarding qualifications, credentials, and/or
licenses for the Agency. These individuals would be transitioned to this project immediately, for as seamless a
replacement as possible. We cross-train our team members to certify coverage of all job functions and effective reactions
to changes in workload. Because we leverage numerous resources and accommodate fluctuations that occur as part of
our business, many of our operational support team members who work on multiple engagements have already provided
services to Georgia under previous contracts. Additional and/or replacement personnel will demonstrate comparable
qualifications to those of the person(s) replaced. Our Executive Project Advisory team leaders will oversee all contract
management, including verification that appropriate staffing support is always in place to meet the contract requirements.

 Recruit New Talent through Internal and External Recruiters. Where it is
necessary to recruit new talent for a project team, we also rely on the recruiting 
resources of our human resources (HR) department, or external recruiters if 
needed. If a required position is vacated and an internal candidate is not 
available, the Project Manager will work with leaders to initiate our recruitment 
process. Through our fast-track rapid recruitment process, we can actively recruit 
skilled staff members who fulfill all requirements regarding qualifications, 
credentials, and/or licenses for the Agency. This process leverages a 
combination of internal and external recruitment experts and multiple advertising 
and outreach avenues, including online resources, employee referrals, HMS 
internship programs, veteran recruitment initiatives, career fairs, local resources, 
and relevant professional organizations. Throughout our 46-year history, the company has successfully attracted and 
retained talented employees and has grown from 500 to greater than 3,000+ employees over the last 14 years. 
Supporting the Georgia Medicaid, HMS’ median tenure of the dedicated staff is six years. By continually and thoroughly 

In November 2020, HMS was 
honored to receive the Patriotic 
Employer award. This award is 
granted by the Employer Support of 
The Guard and Reserve program, a 
Department of Defense program that 
was established in 1972 to promote 
cooperation and understanding 
between service members and their 
civilian employers. 
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Association of 
Continuity 
Professionals 
(ACP) 
 

ACP is the national voice of continuity professionals that 
provides continuing professional development, knowledge 
and career opportunities to members while building public 
understanding around the world of the importance of 
continuity planning. 
Strategically aligned with industry partners such as DRI 
International, BC Management and Continuity Housing, 
ACP maintains a strong presence in North America with 36 
chapters with more than 2,000 members. 

 Our membership in ACP provides our professionals with workshops, 
training, and symposiums that allow us to stay abreast of the ever-
evolving fields of business continuity, disaster recovery, and 
emergency response. We incorporate this information into our 
corporate Business Resilience Plan that defines our disaster 
recovery and business continuity operations to safeguard the data 
our clients entrust to us. 

Information 
Systems Security 
Association (ISSA) 

Founded in 1984, ISSA is a professional organization of 
security professionals and practitioners. Its membership 
comprises international cybersecurity professionals 
dedicated to advancing individual growth, managing 
technology risk, and protecting critical information and 
infrastructure. 
Today, ISSA is a highly regarded voice of information 
security that influences public opinion, government 
legislation, education and technology with objective 
expertise that supports sound decision-making. 

 The ISSA is for cybersecurity professionals dedicated to managing 
technology risk and protecting critical information and 
infrastructures—vital focus areas for HMS and the sensitive data our 
clients share with us. Our membership means that our IT and 
Security team members have the knowledge needed to continually 
safeguard our infrastructure from cybersecurity and other data 
threats.  

Disaster Recovery 
Institute 
International (DRI) 

DRI helps organizations around the world prepare for, and 
recover from, disasters by providing education, 
accreditation, and thought leadership in business continuity 
and related fields. Founded in 1988, DRI International has 
15,000+ certified professionals in more than 100 countries 
and conducts native-language training in more than 50 
countries, offering in-depth courses ranging from 
introductory to master's level, as well as specialty 
certifications.  

Our membership in DRI provides the opportunity for collaboration with 
leading business continuity professionals from both the public and private 
sector to share best practices and participate in continuing education. 
These opportunities allow us to refine our Disaster Recovery/Business 
Continuity plan to address the needs of our clients and the TPL and other 
programs we support. 
 HMS’ Business Resilience Program is a “Resilient Enterprise” that 

was certified in 2017 by the DRI. 

Escal Institute of 
Advanced 
Technologies, Inc., 
doing business as 
the SANS Institute 

The SANS Institute is a private U.S. company founded in 
1989 that provides cyber security training and certification 
to professionals at governments and commercial 
institutions in the United States and internationally. The 
company offers a range of training courses in the areas of 
information security, network, forensics, management, 
developer, audit, legal, industrial control systems, hosted 
and special areas, and online security. 

Ongoing training opportunities through SANS gives HMS access to the 
largest source of information security training in the world. It provides 
numerous information security resources, including webcasts, articles, 
and news publication regarding the latest news in the field that we 
incorporate into our security practices for our clients. 

Information 
Systems Audit and 
Control Association 
(ISACA) 

For nearly 50 years, ISACA has been a pace-setting global 
organization for information governance, control, security, 
and audit professionals. As a nonprofit, global membership 
association for IT and information systems professionals, 

Membership in ISACA gives HMS access to education, resource sharing, 
advocacy, professional networking, and practical guidance/benchmarks. 
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ISACA provides its constituency of more than 140,000 
professionals worldwide with the tools they need to 
achieve individual and organizational success. ISACA 
defines the roles of information systems governance, 
security, and audit that are accepted worldwide. 
The benefits offered through ISACA’s globally accepted 
research, certifications and community collaboration result 
in greater trust in, and value from, information systems. 
Through more than 200 chapters established in more than 
80 countries, ISACA membership and its certification 
programs are globally accepted and recognized. Studies 
continue to demonstrate that holding an ISACA 
designation enhances professional recognition and 
credibility. 

 In turn, we use this information to ensure our systems operations, 
security measures, and audit controls conform to industry standards 
and fulfill the needs of our company and our clients. 

Information 
Security 
Executive® (ISE®) 
of the Year Award 
Program Series by 
Tech Exec 
Networks, Inc. 
(T.E.N.) 

T.E.N. is a national technology and security executive 
marketing and networking organization that facilitates peer-
to-peer relationships between top executives, industry 
visionaries and solutions providers in the cybersecurity 
industry. Its flagship program, the nationally acclaimed ISE 
of the Year Program Series and Awards, is North 
America’s largest leadership recognition and networking 
program for security professionals.  

T.E.N.’s executive leadership programs, in which HMS team members 
participate, enable information exchange, collaboration, and decision-
making opportunities for Information Security Executives. This assures our 
clients that HMS’ IT resources assigned to their contracts are highly 
qualified and recognized in the security industry. 
Most recently, ISE North America recognized several members of our IT 
security team for outstanding achievements in risk management, data-
asset protection, compliance, privacy, and network security. Our team has 
won the following awards: 
 Commercial category: physical access, surveillance, and access 

governance program 
 Commercial category: building security risk management with 

HITRUST CSF 
 ISE North America Executive Award in Healthcare: HMS Chief 

Security Officer, Scott Pettigrew 
International 
Association of 
Security 
Awareness 
Professionals 
(IASAP) 

IASAP is a corporate membership association dedicated to 
the exchange of best practices for elevating employee 
awareness of good security behaviors at all levels within 
our member organizations. Most member participants are 
responsible for managing their daily awareness program. 
IASAP is an educational nonprofit organization formed in 
2012 by previous members of the former CSI Security 
Awareness Peer Group, formed in 2003. 

By sharing ideas and experiences, HMS can leverage knowledge from 
peers and apply best practices to our own security programs. 
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 If system users attempt to access data to which they do not have permission, the system immediately generates a 
violation message. Platform administrators review these records and send findings to our Chief Security Officer (CSO) for 
disposition, further action, and/or sanctions. 

HMS reviews network-security logs daily and our CSO reviews the mainframe-security logs on a weekly basis.  

After detecting a predefined limit of failed attempts to access restricted/controlled data, our security systems notify the 
appropriate support personnel of the attempts. The security systems lock down future access until we investigate and 
resolve the circumstances. 

Audit-trail logs, protected from unauthorized access, modification, and accidental or deliberate destruction, are always active 
on information resources that contain confidential or restricted information. Activities logged include, but are not limited to, 
the following: 

 All successful and unsuccessful log-in attempts 

 All log-outs 

 Log-in attempts using invalid passwords 

 Additions, deletions, and modifications to user accounts/privileges 

HMS recognizes the sensitivity of the healthcare data our clients entrust to us. Being a trustee of this data positions us (and 
other healthcare data stewards) as lucrative cyberattack targets. We do not wait for potential attacks—we proactively 
combat them. Our IT Security team leverages cyber threat intelligence (CTI) against increasingly sophisticated new attack 
scenarios that require a pre-emptive stance to avoid victimization. The CTI system provides an accurate, in-depth 
understanding of the threats. This allows us to detect how and where threats occur, the vulnerabilities at risk of exploitation, 
parties who might be responsible for threats, threat motivators, and courses of action to take to address threats (i.e., how to 
prevent, detect, respond to, and recover from attacks). Examples of our in-place measures include:  

 Development of a defense-in-depth strategy  

 Employment of geolocation blocking to restrict access to our networks from specific geographic locations identified as 
potential threats  

 Incorporation of automatic threat-intelligence feeds into our SIEM program from trusted sources such as HITRUST, 
Cisco®, IBM, Intel®, and the Centers for Medicare & Medicaid Services  
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HMS will confirm that Agency authorized users have access to TPL project documentation and reference materials 24/7. As 
they are approved by the Agency, the Agency will be given the most current versions of all reference materials to be stored 
within the Agency’s network. Additionally, HMS will collaborate with the Agency to define the TPL project document 
repository and its relationship to the MES document repository. We will provide a Microsoft SharePoint TPL project 
documentation library/repository where we maintain and manage documentation related to this project. In addition to the 
required reference materials, this SharePoint repository will house the project schedule, technical specifications, test plans, 
and meeting agendas and minutes.  

SharePoint enables team members to create and access secure content while automating records management. It provides 
secure storage, user-friendly access to materials using keyword searches, version control, and streamlined content 
management.  
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technical user’s point of view. We will submit this document to the Agency for review and approval and will maintain it for the 
life of the contract. At a minimum, the documentation will address the following areas: 
a. Architecture/hosting operations: Detailed description of the system architecture, the hosting environment, and the 

operations to maintain all 

b. Monitoring daily operations performance: Daily processes, reports and procedures to ensure that all functions are 
operating correctly 

c. Performing routine maintenance: The regularly scheduled activities to perform routine maintenance on the system or 
the hosting environment 

d. Maintaining user documentation: Schedule for reviewing user documentation, making updates, and then providing to 
the Agency for review and approval 

e. Online help application approach and documentation, as appropriate: Describing the details of Level 0 support, 
online and self-help, and regular reviews to provide the user with more self-help functionality 

f. Configuration and change management: Schedule and process for performing and documenting system and process 
changes 

g. Approach to enhancements and other new requirements: HMS approach to documenting ideas for enhancements 
and new requirements, prioritizing them, and then establishing the design, development and implementation of the new 
features 

h. Maintaining system documentation: Schedule and process for regularly reviewing and updating system 
documentation, and then submitting them to the Agency for review and approval 

i. Maintaining training documentation: Process to maintain training documentation and updating as needed based on 
system or process changes 

j. Archiving requirements: Process for storing and retaining the history of requirements, descriptions, and the 
design/approval/modification decisions associated with each 

k. Tasks, timelines, and responsible parties for design and configure/build tasks: Maintaining a thorough Project Plan 
to outline all the tasks and owners for a successful design and build 
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l. Reporting status against relevant Service Level Agreements (SLAs): Developing and regularly sharing the reports 
that monitor and compare the actual performance against the agreed upon SLAs 

m. Schedule of major and minor releases: Developing a schedule of major and minor releases for each component of our 
TPL solution, and maintaining this schedule 

HMS will submit regular revisions to this document to the Agency for review and approval.  
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 Exabeam® User Behavior Analytics tools for evaluating information and communication from a user and system 
perspective 

 Imperva® Database monitoring tool to screen, evaluate information on databases, and manage access to database 
systems  

 Zscaler® Secure Web Gateway for enforcing internet and web security protection 

HMS maintains a secure processing environment. Through annual and as-necessary reviews of our policies and 
procedures, as well as exercises designed to test our secure environment, we continually build on our ESA. Our policy is to 
handle all data according to strict protocols, document and maintain the information in a central database, and update it as 
necessary. Our data-handling protocols address data security in accordance with state and federal requirements, and we 
specifically write them to each client’s unique specifications. When necessary, we modify our approach to meet or exceed all 
applicable state and federal statutes concerning data security and confidentiality, including any client-specific requirements 
pertaining to data security in general and to patient/clinical data in particular.  

Our IT infrastructure includes two data processing centers: one located in Richardson, TX, and a secondary hosted center in 
Las Vegas, NV. The dual-connected centers have dedicated network service connections to one another to provide 
interconnectivity and provide the processing power and connectivity for all our major business applications.  

 Upload Attachments with Additional Information?     Yes Attachment File Name:  Operations, Maintenance and Configuration 
Requirements_ Base Requirements 

14 Project Closeout and Turnover Requirements - Describe in detail how your company will meet all the requirements 
identified in Attachment F, Project Closeout and Turnover Section, PTO01-PTO07. Your response should include the 
requirement number identified in the attachment, followed by your detailed response. You must provide a response to all 
requirements identified in Attachment F, Project Closeout and Turnover Section.  

A14 Answer # 14 

The following responses to requirements PTO01 through PTO07 describe in detail our ability to meet the stated 
requirements.   
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HMS will develop and maintain the TPL PMP. It will meet the requirements stated in PMT14 and will be broken into sections 
containing the following:   

 Communication Plan 

 Change Management Plan 

 Staffing Management Plan 

 Quality Management Plan 

 Risk Management Plan 

 Issue Management Plan 

 Work Breakdown Structure 

We will submit the initial PMP to the Agency for approval when scheduled and we will update and maintain this living plan 
as the project progresses. When appropriate, we will submit the revised PMP to the Agency for approval of additions and 
revisions. 

The TPL PMP will include, but will not be limited to, the following project plans, each of which will establish the policies, 
procedures, and processes for a key project area: 

 Communication Plan. This component of HMS’ PMP will explain how our Project team for the Agency’s TPL project will 
communicate information to all project stakeholders throughout the life of the project. The creation of this plan involves 
the following key activities: 
 Identifying all project stakeholders, their information needs (such as project status reports, meeting agendas, issue 

reports, system change documentation, and other project deliverables), and the communication approach that is 
most appropriate for each stakeholder group’s communication need 

 Selecting and applying the processes and tools that will be used for information development, maintenance, 
distribution, and performance reporting  

 Developing the tools required for training and ensuring the Agency, stakeholders, and others are appropriately 
updated on the TPL system  

 Determining the procedures for communicating system changes to affected Suppliers and other stakeholders  
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 Change Management Plan. The Agency and HMS will use this component of the TPL PMP to guide the changes to 
design, specification, configuration, implementation, and support of the comprehensive COTS systems we will provide to 
the Agency. It will document the methods by which we will coordinate changes to project scope and the Project Work 
Plan/schedule. Our approach to project change management incorporates several levels: 
 Our rigorous change management process evaluates and prioritizes changes based on the type of change and its 

associated risk level. 
 The project Change Advisory Board, composed of agency leaders, HMS management staff, and technical experts 

oversees and approves changes based on the type of change and its associated risk level. 
 We have processes to handle urgent changes with appropriate oversight and documentation. 
 Our change approval process that includes proof of successful testing by using the ServiceNow IT service-

management tool. 

 Staffing Management Plan. This Plan will identify the project team members including agency and HMS staff as well as 
other contributors who perform work on this project. This document includes: 
 Organization chart 
 Key personnel roles and responsibilities 
 RACI chart 
 SME roles and responsibilities 
 Team contact list that includes area of expertise as well as email and phone information 

HMS uses a strategic staffing model to create a project team with the appropriate skill sets to satisfy the project mission 
and objectives. The individual team members’ experience and knowledge will contribute to a team synergy that provides 
added project value. 

 Quality Management Plan. The Quality Management Plan will describe the quality standards that MMS will apply 
throughout the Agency’s TPL project and the methods we use to achieve and enforce these standards. The plan will 
describe how HMS will implement the following quality management processes for the implementation and operational 
phases of the project: 
 Quality Policy 
 Quality Planning 
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 Quality Assurance  
 Quality Control  

 Risk Management Plan. This component of HMS’ PMP will describe how the HMS Project Team will conduct risk 
management activities throughout the life of the project to maximize the likelihood of successful project completion and 
minimize the potential negative impacts of risks. The plan will describe: 
 Risk identification and documentation process  
 Risk analysis techniques 
 Risk response planning process 
 Ways in which risks are monitored and controlled  
 Results of the risk assessment performed by HMS 
 All potential risks, along with risk strategies and contingency plans for high-severity and certain medium-severity 

risks, presented in a risk register 

 Issue Management Plan. The Issue Management Plan will describe our approach to issue management, including: 
 Controlling risk through the use and maintenance of vigorous risk management methods to prevent quality and 

regulatory issues 
 Maintaining records and reports to document our contract compliance with timeliness and performance requirements 

for contracted services 

If a problem or issue arises, we assemble a team of project and other experts to analyze the issue, identify 
contributing factors and determine the root cause. Next, we develop a Comprehensive CAP with clearly defined steps 
to mitigate the problem and prevent reoccurrence. HMS reports the results of our analysis and the final corrective 
action plan to the Agency for approval. In addition to identifying steps to prevent future occurrences of the issue, we 
also look for improvement opportunities we could further explore.  

Our corrective action process includes a written description of the issue(s) and actions we will take to resolve the 
issue, and a schedule for completing the corrective action. Our Project Manager will schedule follow-up meetings to 
verify the progress of resolving the issue and will oversee testing to verify that we achieved the expected results. 
When testing verifies the issue is resolved, the corrective action is considered complete. If the issue is not corrected, 
the corrective action is assessed for revision and continues to be monitored until the issue is corrected. 
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 Work Breakdown Structure. Our Work Breakdown Structure (WBS) will provide a breakdown of the tasks required to 
achieve each project deliverable and will contain a hierarchical description of the work that we will do to complete the 
deliverables of a project. Each descending level in the WBS will represent an increasingly detailed description of the 
project deliverables. 
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HMS will design and develop the TPL Project Work Plan (PWP) based on the RFP requirements. Having implemented many 
TPL systems for state agencies, we will apply our expertise when developing the phases, tasks, duration, start and finish 
dates, task dependencies, resources, and the other PWP elements described in this requirement. We will include each 
required deliverable, and we will document milestones and CMS gate reviews. When complete, we will submit the PWP to 
the agency for review and approval. Upon receiving approval of the PWP, we will baseline it, and update it weekly.  

If changes are needed to the baselined PWP, we will use the approved change management process to obtain the Agency’s 
approval of the change before applying the change to the PWP and re-baselining it.  

We will store the PWP in the project document repository for authorized user access and will make a Gantt chart and grid 
view of the PWP available, depending on preference. Monthly, we will calculate the PWP reporting metrics including work 
percent complete, earned value, planned value, schedule variance, planned amount paid, actual amount paid, and cost 
variance for inclusion in the status report. 

HMS’ PWP identifies logical tasks, critical tasks, time frames, dependencies, anticipated deliverables, deliverable completion 
schedules, and estimated durations to secure a seamless implementation. The PWP leverages both the waterfall and the 
Agile implementation methodologies as appropriate for the type of tasks.  

Our approach to developing project work plans includes the following elements: 

 Identifying the process flow. Because we have a solid understanding of the necessary tasks and activities required to 
implement and manage TPL projects, we can clearly describe the process flow for each scope of work component, from 
project start-up through production of project deliverables. In addition to capturing the process flow in the Project Work 
Plan, as part of the Implementation phase of this project, we will provide the Agency with a comprehensive overview of 
our standard and Agency-specific processes and requirements from end to end. 

 Identifying time frames for each component. Based on our experience implementing comprehensive TPL projects for 
more than 40 Medicaid agency clients, we can determine with accuracy the time that it takes to complete both 
Implementation and Operations phase work tasks.  

 Addressing findings. As we begin implementing and reviewing our PWP with the Agency, we do so in a collaborative 
fashion. Having previously managed large portions of the scope, we are in an advantageous position to execute as 
efficiently as possible. As is often the case, we find that some processes and solutions may require slight modifications. 
We will communicate to the Agency any findings altering the proposed PWP, and we will resolve them with the Agency’s 
input and approval.  
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 Maintaining the Work Plan Schedule. By drawing on our past and current experience with the Agency’s TPL program 
and other similar client projects, we have direct experience with the time and resource requirements needed to 
accomplish the work tasks. We configure our systems to identify project work inventories so that supervisors and 
managers can monitor resource needs and take appropriate actions to manage deliverable scheduling. As a provider of 
TPL services to a broad base of clients, we leverage personnel to make sure that we can produce Agency deliverables as 
required. 
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Our staff of knowledgeable CQA experts perform QA checks of work product throughout the project. We document, 
measure, review, and improve our standard quality processes using a process-engineering approach. Exhibit G-40 provides 
a high-level illustration of our QA approach. We will use our policies, procedures, and Agency-specific requirements to 
develop a QM Plan centered on contractual performance and quality requirements.  

HMS’ QM Plan is a detailed, formalized document that provides detailed specifications to measure contractual compliance 
and quality service, covering a full range of project-related topics, including: 

Exhibit G-39 Industry-Best QA for the Agency 
We document, measure, review, and improve standard quality processes using a process-engineering approach. 
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 Quality criteria 

 Benchmarks 

 Analytic methods 

 Report/file production and schedules 

 File/data exchange protocols and file structures 

 Payment processing protocols (e.g., reconciling deposits and 
other documentation and invoicing requirements) 

 Project-specific parameters 

 Client expectations and parameters/time frames for 
deliverables 

 Agency contacts (program, technical, and otherwise) 

To confirm the accuracy, reliability, and validity of the results that 
we achieve for our clients, HMS uses rigorous, standardized, and 
detailed reviews. The results of QA reviews in these areas are an 
integral part of our commitment to continuous process 
improvement. We will review the collective results of QA reviews 
with the Agency and develop process changes to improve quality 
throughout the life of the contract. 

 
 

  

 

Exhibit G-40 Standard Quality Measures in HMS’ QA Plan  
The multiple quality checks defined in our QA Plan for Georgia 
and that we perform provide assurance that our deliverables are 
of the highest quality. 
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Our comprehensive QM Plan, from which we develop contract-specific plans, will describe our processes for reviewing, 
verifying and validating processes, work products, services provided, and deliverables to ensure compliance with contract 
requirements. The plan identifies quality requirements and standards, describes the methods and procedures for measuring 
quality, and defines deliverables and reports for each area of measurement. After it is developed, approved, and 
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implemented, our QM Plan for the Agency will provide the guidance to execute delivery of quality products and services for 
the TPL project.  

QUALITY ASSURANCE 
We will secure a high level of quality in our TPL services as well as overall contract 
performance through multiple, redundant levels of quality control (QC) at the operational, 
review, and management levels. Built into our process are multiple methods of quality 
reviews for each deliverable and/or QC point and a cross-functional quality check, 
summarized as follows: 

 Project Requirements checklists. Our written quality-review documents, referred to 
as Project Requirements checklists, function as internal SLAs. These documents allow us to review deliverables and 
each individual component of the work product to monitor performance compliance. We base these checklists on client-
specific requirements by market, and the Project Manager must complete and approve each appropriate Project 
Requirements checklist before the Project Manager can send a report, file, claim listing, bill, or other document to a client, 
payer, provider, or other project stakeholders.  

 Supervisor review. Supervisors review deliverables and accompanying Project Requirements checklists before 
forwarding them to our Corporate QA (CQA) team. 

 Internal CQA review. Prior to release, each deliverable must undergo formal review by our independent CQA team. 
Maintenance of detailed documentation of reviews allows us to validate that CQA personnel are performing the specific 
quality checks required under the terms of the contract, as reflected in the Project Requirements checklist.  

 Cross-functional quality check. Our cross-functional quality check process builds quality checks into upstream services 
for deliverables. These checks provide assurance that completion of the QC steps occurred at each control point as 
responsibility for the deliverable preparation passed from one operational area to the next, especially for aspects of the 
product that might not be visible at the QA review point. 

HMS uses a rigorous incident-management and incident-reporting process, which includes root-cause analysis and follow-
up on corrective or preventive action items, to address events reported subsequent to the release of a deliverable. We 
record results of the CQA review and cross-functional processes in the QA database archive. 

The QM Plan will provide HMS‘ detailed specifications to measure contractual compliance and quality service, covering a full 
range of project-related topics, including the following: 

HMS uses 
sophisticated, 
integrated systems and 
applications to generate 
high-quality 
deliverables. 
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HMS will collaborate with the Agency and its MES contractors to document the Change Management Plan for the TPL 
project that will include elements a. through e. We will help ensure that the TPL Change Management Plan is consistent with 
the MES Change Management Plan. 

We maintain a change management system, ServiceNow, to record, track, and prioritize requested changes. When the 
Change Advisory Board approves the change, our team designs, tests, and implements the change.  

Our Change Management Plan will document the methods by which we will coordinate changes to the project scope of 
work, schedule, and deliverables. Our approach to change management incorporates several levels: 

 Our rigorous change management process evaluates and prioritizes changes based on the type of change and its 
associated risk level. 

 Our Change Advisory Board—comprising Agency and HMS approvers from the infrastructure, security, and application 
development teams—oversees and approves changes based on the type of change and its associated risk level. 

 We have in-place processes to handle urgent changes with appropriate oversight and documentation. 

 Our documented change-approval workflow includes proof of successful testing by using the ServiceNow IT service-
management tool. 

The Change Management Plan we will submit to the Agency for review and approval will include, at a minimum, the 
following required content: 

 Detailed description of the tool(s) and process steps we use to support change control 

 Escalation process for changes mutually deemed urgent to the project 

 Roles and responsibilities of each project role involved in the change management process 
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oversee the resolution progress of each defect. Monthly, HMS will deliver a Defect Management Report as part of its 
monthly status report. 

 
  

Confidential and Proprietary 



Attachment G  G-232 
TPL Base Requirements Mandatory Scored Response Worksheet 
Third Party Liability 

 

Confidential and Proprietary 





Attachment G  G-234 
TPL Base Requirements Mandatory Scored Response Worksheet 
Third Party Liability 

HMS will include the Staffing Plan as part of the Project Management Plan. The Staffing Plan will discuss the required 
elements a. through j. HMS will work with the Agency to finalize the content and format for the TPL Staffing Plan. The project 
Staffing Plan will describe when and how HMS’ resources will be brought onto and taken off of the Project team, what type 
of resources will be available to work on the project, and how the resources will be managed. The plan will include the 
required elements, will be based on the needs of the project, and will complement the Project Work Plan.  

HMS employs fully qualified specialists with extensive experience in both healthcare and TPL. We will deliver a Project team 
of qualified and experienced TPL solution specialists, managers, and project leadership who are highly skilled and who will 
bring their respective knowledge and experience to this project. 

. 
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HMS’ Master Test Plan documents the strategy, methods, and tools HMS will use to verify and ensure that the TPL solution 
meets its design specifications and RFP requirements. The plan will describe testing activities, processes, types and levels 
and elements a. through o. In addition, The Master Test Plan will document where the testing is automated and self-
documenting. We will submit the Master Test Plan to the Agency for review and approval as scheduled. 

The Master Test Plan will include (but not be limited to) the following components and will be approved by the State: 
 Software testing strategy, methodology processes, standards, and guidelines for all software testing, including 

conversion testing activities 
 Specification of entrance and exit criteria for each of the test events 
 Templates and standards for testing artifacts and deliverables 
 Definition of testing metrics and how the metrics are recorded and reported (such as number of open test defects) 
 Description of the approach for regression testing based on an analysis of which parts of the system may be affected by 

proposed and designed changes to the System and other supporting technologies 
 Standards for establishing bi-directional traceability to requirements and design  
 Testing strategy (unit testing, functional testing, regression testing, integration testing, user acceptance testing, 

performance testing, manual and automated and/or scripted testing, disaster recovery and end-to-end integration testing 
of COTS products, if any) 

 Plans for preparing the test/staging environment 
 Test scenarios, test cases, and test scripts are added as design progresses 
 Approach towards automation testing and self-documenting nature of testing 

The components mentioned above will be compiled for each of the following types of testing: 
 Subsystem Integration 
 System Qualification 
 Regression 
 Readiness Certification 
 User Acceptance 
 Formal Acceptance 
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 Summary of proposed training materials and documentation to support individual and/or hands-on training, and how we 
will maintain these materials 

 Approach to providing training to support new solution functionality introduced through major software releases and that 
generate change in user interaction 

 Approach to incorporating feedback to improve training effectiveness during the contract 

In addition to training State staff, we appropriately train our HMS Project team members to understand their role in delivering 
services to the Agency and to fulfill their contract responsibilities. Under the new contract, we will ensure our staff is 
equipped with the knowledge, resources, and training on systems and processes that they need to continue delivering high-
quality TPL service to the Agency. 
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HMS takes testing very seriously and will develop the TPL System Test Plan, a subset of the Master Test Plan, in collaboration 
with the Agency. The TPL System Test Plan describes HMS’ system testing approach, including elements a. through s.  

The TPL System Test Plan we will provide to the Agency for review and approval will include the information necessary to 
plan and control the test effort for existing and new TPL program components. The document will describe the testing 
methodology used to ensure the delivered solution meets the identified TPL functional requirements as well as the test 
management practices, including the test management system, test results, and test defect tracking and resolution 
processes. The TPL System Test Plan will provide detail about the activities required to prepare for and support the testing 
effort, and it will outline the testing approach. 

Our TPL System Test Plan will outline Agency-specific goals, scope, testing approach, testing resources required, and 
schedule of intended test activities, in addition to incorporating unit, integration, user acceptance, performance, interface, load, 
fail-over, and security tests. We also identify resource requirements and a management plan to report test execution results 
and defects. 

We will work with the Agency during the implementation period to develop detailed and comprehensive test cases based on 
Agency-specific scope, workflows, and business needs. HMS will provide user guides, which can be used to formulate basic 
functionality test plans. 
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 Monitoring, communicating, reporting of risk status including procedures for documenting, resolving, and reporting issues 
and risks identified by the Supplier, the Agency or other project suppliers 

 Performing root cause analysis 

Our plan will also include a description of the tools, methods, and techniques for active and ongoing identification and 
assessment of project risks and how they will be quantified and qualified. 

HMS’ RISK MANAGEMENT APPROACH 
HMS’ approach to developing a Risk Management Plan for the Agency will begin with gathering as much risk-related 
information as possible from the project-impacted areas. Because there is a possibility of new risks surfacing during the 
project, risk identification is an iterative process that the HMS’ Project team and internal Risk Management team, the 
Agency, and stakeholders will perform. 

We use many techniques to perform risk identification, such as reviewing historical information from past TPL projects, 
conducting individual interviews and brainstorming sessions with HMS project stakeholders, and employing analysis and 
diagramming methods. We identify risks—negative or positive—that could potentially affect 
the project and document their characteristics. We add this information to the project’s risk 
register, which will contain, but not be limited to, the following: 

 Risk number 

 Description of the risk 

 Assessment of the impact to the project if the risk occurs 

 Probability assessment of the risk occurring 

 Severity level 

HMS’ risk analysis process for the Agency’s TPL projects will employ techniques to methodically examine each potential 
risk, determine its probability of occurrence and the impact expected if it occurs, and perform risk categorization (or ranking).  

During risk identification, we will identify the risks that may jeopardize the success of the project. During risk analysis, we 
prioritize those with high-severity risks that need management attention. Our risk response planning consists of determining 
the appropriate strategy and response plan for each risk. Because the effectiveness of the response directly affects whether 

HMS’ Internal Risk 
Management team 
performs a security and 
risk assessment using 
criteria that meets or 
exceeds state and federal 
security standards.  

s 
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the risk increases or decreases, HMS verifies that the response is commensurate with the category, probability, and impact 
of each risk. 
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The TPL Project team for the Agency will take a collaborative approach to managing issues from identification through to 
closure. The recording of issue resolution is a vital part of this process. The objective of this plan is to aggressively address 
and swiftly resolve issues as we identify them throughout the project delivery. 

At a minimum, our Issue Management Plan for the Agency will include our approach to issue management and a description 
of process steps, including: 

 Prioritizing, tracking, escalating, communicating, reporting issues   

 Documenting, reporting, and resolving issues identified by the Supplier, the Agency or other module suppliers 

 Performing impact analysis 

 Providing a description of the tools and techniques for active and ongoing identification and monitoring of project issues  

 Identification of the roles and responsibilities of HMS and Agency project team members as they relate to managing 
issues 

 Providing a description of how issues will be quantified and qualified 
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 Reporting protocols and relationships, including escalation processes 

 Description of the project document repository that we will use for the project 

To secure project success, we will use numerous communication methods within our plan to relay results, discuss potential 
challenges and solutions, and present other topics of importance. These communication methods will include, but are not 
limited to :  

 Formal and informal meetings. Meetings held at Agency offices, at our offices, or through teleconferences will facilitate 
open and timely communications. We will provide meeting agendas and distribute minutes from those meetings. 

 Phase-gate reviews. We will conduct gate reviews to validate the project’s progress in the project life cycle and address 
any identified issues or risks. 

 Reports. With the Agency, we will develop reports that communicate project status during implementation and 
operations. These reports will equip the Project team, executives, and other project stakeholders with the visibility and 
control needed to secure timely, successful project implementation and operation information.  

 Formal presentations to the Agency and project stakeholders. A formal presentation to the Agency and their project 
stakeholders effectively increases project awareness and support. It also demonstrates the value of a program’s 
activities. We will conduct these presentations to provide the Agency and project stakeholders with a detailed overview of 
our team’s activities and accomplishments. The presentations will include discussion of future goals and status reports on 
contract deliverables for each contract year. They will engage participants in a discussion of the project activities, 
enhancements, and refinements that are of the greatest interest to them. 

 Rapid response to Agency inquiries. Our proposed project manager will serve as the single point of contact for this 
engagement and will facilitate the need for any action required by the Agency for the contract. Our project management 
team will work with appropriate HMS internal teams, including operations, IT, HR, and training teams, to allocate the 
resources necessary to resolve challenges and respond to the Agency’s inquiries and requests. 
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 Coordination with the Systems Integrator and other parties: The HMS Project Manager and Integration Lead will 
work with the State’s Systems Integrator and other stakeholders to plan, test, implement, and monitor all deployment 
activities. 

 Coordination of deployments for different environments: HMS will make the appropriate environments available for 
all necessary deployment processes including integration testing, PHI environment testing, and production deployment. 

 Coordination with the Systems Integrator and other parties to debug and resolve issues related to deployments: 
HMS will work closely with the SI and other parties to identify any deployment bugs or issues and to define the necessary 
remediation steps needed to resolve. 

 UAT with data validation:  HMS’ UAT environment will perform all data validation efforts during deployments. 

 Providing to the agency testing reports and other artifacts as required per deployment: The HMS Project Manager 
and Certification Lead will provide the Agency and any identified stakeholders with testing reports and artifacts as 
required per deployment. 
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analyst/developer focused, with an emphasis on configuring InRule for the agency’s environment. With InRule, it is no longer 
a requirement to involve technical personnel such as developers. InRule provides a GUI interface that provides point and 
click capability to author rules. 

INRULE PRODUCTS, FUNCTIONS, AND FEATURES 
The products that comprise InRule include: 

 irAuthor® - offers an intuitive interface that makes it fast and easy to write business rules and change them. With this tool, 
both business and technical users can express simple or complex rules naturally. irAuthor enables the configuration of the 
rule writing environment to meet the needs of technical and non-technical users. 

 irVerify® - enables users to confirm that rules are executing as expected by testing them with the click of a button. It tests 
the impact of changes on business rules and logic without affecting production. With irVerify, rules are tested as they are 
written, letting users know immediately whether they are returning the expected results. irVerify works without the need 
for a completed application or separate test environment. 

 irCatalog® - a business rule management tool that provides a central location to manage business rules and ensures the 
integrity of business rules, maintains version of rules, and promotes sharing of common rules across processes or 
applications. 

 irServer® - the service that executes pre-defined rules. 
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Requirements  

20 Authorization and Access Control management of Privilege Access Accounts-Describe in detail your capability and 
procedures to authorize, manage and implement logical access control for software, applications, operating systems and 
infrastructure privilege access level accounts within the vendor proposed solution.  Include as part of your response the 
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process flow from request to authorization to implementation and how privilege-level accounts will be tracked and access 
rescinded when the account is no longer needed. 

A20 Answer # 20 

As a healthcare services company, HMS is required to maintain a secure processing environment that meets or exceeds the 
standards of our state, federal, and commercial clients. We perform annual and as-necessary reviews of our policies and 
procedures, which, when combined with continual testing of our secure environment, ensure our hardened environment. 

Our authorization process for access to information resources or facilities follows the principle of least-privilege access. 
Personnel, including full- and part-time team members, contractors, and supplier service personnel, only receive access to 
the systems and facilities necessary for fulfillment of their job duties. We provide a high-level illustration of our process in 
Exhibit G-55. 
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Active Directory is our primary method of governing system and application access. Logging and monitoring access 
attempts—both successful and unsuccessful—to data stored in HMS’ processing facility ensures that only authorized 
personnel have access. Our security apparatus allows us to set limits on unsuccessful access attempts. We define the 
following limits, along with our control points and policies, in documents on information technology policies and procedures:  

 After three unsuccessful log-on/sign-in attempts within a 24-hour period, automatic suspension of the identification in 
question and sending of an error message to the platform administrator occurs. Upon a failed log-in attempt, the system 
presents the user with a message that only states that the log-in was unsuccessful. 

 If system users attempt to access data to which they do not have permission, the system immediately generates a 
violation message. Platform administrators review these records and send findings to our CSO for disposition, further 
action, and/or sanctions. 

Exhibit G-55 HMS’ Access Authorization Process 
Our process ensures access only to systems and facilities necessary for job performance.  
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 Review of the network-security logs occurs daily, and our CSO reviews the mainframe-security logs on a weekly basis. 
These logs are then subject to our Statement on Standards for Attestation Engagements (SSAE) 16 Service 
Organizational Control (SOC) Type 1 (SOC1) audit. 

 After detecting a predefined limit of failed attempts to access restricted/controlled data, our security systems notify the 
appropriate support personnel of the attempts. The security systems lock down future access until we investigate and 
resolve the circumstances. 

ROLE-BASED ACCESS 

Our proposed solution and our current systems provide multiple levels of role-based access, depending on security role and 
functionality, for user access to our system. Permissions vary depending on the role of the user. The role-based security of 
our applications allows us to fine tune access for each type of user. Through CA Single Sign-On (formerly, CA SiteMinder), 
we restrict access to data based on a person’s defined role. This tool also supports federated log-in, which allows more 
integration flexibility for authentication. 

Additionally, our identify management system provides workflow-driven user provisioning and application access based on 
the user’s role at HMS—whether an employee, contractor, client, or business partner. Through this application and 
associated processes, we can restrict the system functions and data accessible to a user. Using one set of centrally 
managed access and automation policies allows us to improve operational efficiency. Most importantly, this approach 
reduces security risks and/or misuse of our IT assets. 

HMS employs an enterprise-class SIEM program to monitor access to sensitive data and critical functions. A managed 
security service provider monitors the SIEM 24 hours per day, 7 days per week, 365 days per year. Vital data sources 
collected into the program include the following: 

 Remote access logs 

 Authentication 

 Firewalls 

 Intrusion-prevention systems 

 Antivirus software 
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To identify correlating external threats, we integrate IBM X-ForceSM threat information into the SIEM program. This expanded 
logging included for forensics and analysis incorporates network traffic, operating-system platforms (Windows and Linux®), 
web traffic, and database logs. 

ACCOUNT TRACKING PROCESS 
Agency staff, contractors, service providers, and HMS staff who are assigned a valid user ID may request access to specific 
Agency applications or information resources by completing a "User Access Authorization Request (IDM Request)" that is 
available online. The access request is approved and signed by the requestor's immediate manager and forwarded to 
Information Technology for processing. Information owners are responsible for reviewing and approving all requests for 
access to information resources and applications for which they have been assigned responsibility. Resource administrators 
are then responsible for granting the level of access that the information owner approved. 

When the user leaves the organization or no longer needs access, the approving manager promptly notifies Information 
Technology to rescind the user’s access. An HMS resource administrator removes that user’s access rights. 

The access authorization process addresses requests for access, changes to access, removal of access, and emergency 
access. Logical and physical access control rules and rights for each user or group of users for each application are 
considered together and clearly defined in standard user access profiles (for example roles) based on need-to-know, need-
to-share, least privilege, and other relevant requirements. We review vital system accounts and authorizations for special 
privileged access rights every 60 days, and all other accounts including user access and changes to access authorizations 
every 90 days. 

 Upload Attachments with Additional Information?     Yes Attachment File Name:  Authorization and Access Control_ Base 
Requirements 

21 Information Security Staffing and Support Resources-Describe in detail your capability to provide the appropriate professional 
information security and privacy staff necessary to adequately maintain the security requirements of the information system 
throughout the timeline of the contract agreement. Include as part of your response a description of how you will retain adequate 
information security staff in order to provide information security and compliance related contractual deliverables by the established 
due dates and timelines. Examples of security deliverable(s) include, Disaster Recovery Plan documentation, development and annual 
testing, NIST based System security plan development and documentation, etc. The description of capability must address how you will 
maintain adequate staffing and resources to meet the supplier requirement to submit the system security plan deliverable to the 
agency for review within ninety (90) days of contract award. 

A21 Answer # 21 
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Our award-winning IT Security team currently supports over 400 clients including 40 state Medicaid agencies and has the 
experience and skills needed to complete the System Security Plan within 90 days of the contract award. Our Security team 
analyzed the security requirements for each major area defined in the scope of work. By leveraging our experience and our 
knowledge of TPL best practices and other successful staffing models, we identified the staff roles and skillsets needed to 
complete the scope of work and performance standards. The Project Management team will monitor the staffing levels 
throughout the term of the contract to confirm positions remain filled and the appropriate knowledge transfer occurs. HMS 
recognizes the requirement of consistent staffing for a successful transition and ongoing maintenance and operations of the 
project. 

Our proposed Information Security and Privacy team for this engagement includes the optimal mix of technical expertise as 
well as knowledge and experience working with state Medicaid agencies and their stakeholders. The proposed team has 
strong experience working in DDI, and maintenance and operations (M&O) engagements for public sector organizations with 
deep knowledge of SDLC. 

Having an effective staffing model helps in ramping up teams to support the State’s ability to schedule the various module 
implementations. HMS employs the following best practices: 

a. Manage existing capacity and utilization 

b. Resolve any ongoing resource contentions 

c. Re-plan staffing allocations regularly to meet evolving project needs 

d. Retain core team to preserve SME knowledge 

e. Identify flex pool to provide rapid ramp ups when needed 

Our staffing pool is deep and wide, providing us with the confidence that we have sufficient resources with knowledge and 
skills submit the system security plan deliverable to the agency for review within 90 days of contract award. 

 Upload Attachments with Additional Information?     Yes Attachment File Name:  Security Staffing and Support Resources_ 
Base Requirements 

22 Security Awareness Training- Describe in detail your methodology, capability, procedures and processes to administer, track and 
manage cybersecurity awareness training to employees and contractors with the most current and up to date cybersecurity content 
and information on an annual basis.   

A22 Answer # 22 
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We train our employees to increase their awareness regarding protecting our clients’ data. Our chief security officer is 
responsible for the initial and ongoing data security training of the workforce and our program allows our Security team to 
track and manage the mandatory annual training for employees and contractors with the most current cybersecurity content. 
We train our personnel to certify system and data integrity and compliance with state and federal regulations, as well as our 
clients’ requirements. Our corporate risk-management training emphasizes the importance of security and compliance 
issues to employees throughout their tenure at the company. This begins with initial employee orientation and training.  

After accepting employment, all HMS employees must: 

 Affirm that they have read the Corporate Compliance Handbook (including the formal policies and Corporate Compliance 
Statement) 

 Undergo initial Corporate Compliance program and HIPAA Privacy Rule training 

 Sign agreements indicating that they understand the statement and policies and will abide by and conform to the rules 
included in the training 

Annually, we require all employees to undergo a thorough training session that describes our corporate security policy and 
security plan. Our Security team supports employee education through its monthly Security Awareness newsletter. (Please 
see a sample of our newsletter in response attachment Security Awareness Training_ Base Requirements.) We test 
employee understanding of policies at the time of training, and supervisors manage employee adherence to our policies and 
further assess compliance through annual performance evaluations. 

In this training, employees receive in-depth information regarding the latest in security awareness, including simulated 
phishing, malware attacks and monthly security tips.  

Security awareness activities provide the necessary metrics and remediation to reduce the risks of human error and poor 
judgement. For the workforce, the awareness program focuses on key controls, processes, and behaviors that are 
necessary for a healthy security culture at HMS. Each process ensures that regulatory requirements are disseminated to the 
workforce with engaging content and activities that assist members in maintaining full knowledge retention. Additionally, 
HMS-specific topics and current security events are an important part of the full program. Activity and training schedules are 
created annually. Acknowledgement of training and understanding of that training, is required by everyone with access to 
HMS information systems and/or printed data. HMS’ Security Awareness program encompasses cybersecurity wherever the 
individual is connecting into HMS. The physical security portion of the awareness program emphasizes safety of the human 
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and HMS assets. Our Security Awareness program encompasses activities and training throughout the year to empower the 
HMS workforce to be proactive and aware of the following security threats: 

 Metrics and remediation planning 

 Mandatory annual and onboarding training  

 Mandatory situational training  

 Optional training  

 Mandatory testing  

 Security walkthrough   

 Road shows – Web shows during the current pandemic 

 Security awareness annual survey  

 Cybersecurity Awareness Month (CSAM)  

 Communications 

 Measuring the effectiveness of the security awareness program 

Exhibit G-54 depicts our monthly Security Awareness newsletter and highlights the features and focus areas of our 
ongoing security awareness activities.  
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Exhibit G-54 HMS’ Annual Security Awareness Training for Employees.  
We designed our Security Awareness Training program as an enterprise-wide communication to help foster a security conscious HMS 
culture. 

 

A mature security awareness program must have metrics with goals to be effective. Without measurement, security 
awareness would be flat training and flat writing that does not initiate an appropriate level of knowledge and awareness.  

The following activities are measured to ensure effectiveness:  

 Reach training completion goals for each course offered 

 Reach click rate goal from phishing simulations 

 Reach whistle-blower goal from phishing simulations 

 Surpass healthcare industry metric for percentage of clickers from phishing simulations (industry metric determined by 
Wombat/ProofPoint Inc.) 

 Upload Attachments with Additional Information?     Yes Attachment File Name:  Security Awareness Training_ Base 
Requirements 

 




