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SCHEDULE

8:30 Remote Work Issues and Challenges
F Working from home vs. anywhere
F Dealing with distractions
F Technology challenges
F Accessing files
F Communicating internally and with clients
F Managing staff and associates
F Presenting a cohesive front if everyone works remotely
Danielle DavisRoe, Affinity Consulting, Columbus, Ohio

9:30 Break

9:40 AI and IP Creation/Ownership AI Use in Legal Context
Tom Kulik, Scheef & Stone, Dallas, Texas

10:40 Transition

10:45 Non-Fungible Tokens (NFT) and Intellectual Property Intersection: Licensing, Monitoring, 
and Enforcement Strategies
James Gatto, Sheppard Mullin, Washington, D.C.

11:45 Lunch

12:15 Cybersecurity
Josiah Dykstra, Ph.D., Designer Security, Severn, Maryland
Sean Hoar, Lewis Brisbois Bisgaard & Smith LLP, Portland

1:15 Break

1:25 Data Privacy
Robert Gratchner, Global Data Protection Officer, Siemens Corp, Lake Oswego
Alex Wall, Attorney at Law, Portland

2:25 Transition

2:30 Modern Ethics and the Future of Virtual and Remote Practicing
F Remote practicing
F Mobile lawyering
F Data security ethics
F Cloud computing
David Elkanich, Buchalter Ater Wynne, Portland

3:30 Transition
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3:35 Technology Usage as the State Courts and Society Reopens
F Oregon court operations during the COVID-19 pandemic
F Expanded security service edge (SSE) of remote means in the courts
F Remote hearings resources
F Local court presiding judge orders
F Judicial experiences with remote hearings and trials
F Ongoing court technology initiative projects
The Honorable Wells Ashby, Deschutes County Circuit Court, Bend
The Honorable Stephen Bushong, Multnomah County Circuit Court, Portland
Lisa Norris-Lampe, Appellate Legal Counsel, Oregon Supreme Court, Salem

5:05 Adjourn

SCHEDULE (Continued)
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FACULTY

The Honorable Wells Ashby, Deschutes County Circuit Court, Bend. Judge Ashby is serving his 
second term as Presiding Judge. Among other responsibilities, Judge Ashby is the judge assigned to the 
technology-focused Oregon Judicial Department Strategic Campaign Initiative 2.2. Before joining the 
bench in 2010, Judge Ashby practiced law as a civil litigator, criminal defense attorney, and prosecutor 
in Colorado, Idaho, and Oregon.

The Honorable Stephen Bushong, Multnomah County Circuit Court, Portland. Judge Bushong is 
Presiding Judge of the Multnomah County Circuit Court. Before his appointment to the bench, he 
worked for the Oregon Department of Justice, serving as an Assistant Attorney General, Attorney-in-
Charge of the Special Litigation Unit, and Chief Trial Counsel of the Department’s Trial Division. Judge 
Bushong serves on the Oregon Law Commission and has served on the Oregon State Bar Uniform 
Civil Jury Instruction committee, as a member of the executive committees of the OSB Litigation and 
Government Law sections, and as chair of Multnomah Bar Association professionalism committee. He 
authored chapters in Civil Pleading and Practice (OSB Legal Pubs 2012) and Oregon Constitutional 
Law (OSB Legal Pubs 2013) and regular articles on “Recent Significant Oregon Cases” for the OSB 
Litigation Journal.

Danielle DavisRoe, Affinity Consulting, Columbus, Ohio. As a senior consultant at Affinity Consulting 
Group, Ms. DavisRoe focuses on providing management consulting services and remote training to 
lawyers and their support staff. Prior to joining Affinity, she practiced law at a boutique law firm in 
central Ohio, where she discovered her passion for helping lawyers better manage their firms and more 
effectively utilize their software.

Josiah Dykstra, Ph.D., Designer Security, Severn, Maryland. Dr. Dykstra has been helping audiologists 
with cybersecurity for more than 15 years. He also has hands-on cybersecurity experience protecting 
large government networks. His doctoral research produced the first techniques for digital forensic 
investigations of cloud computing. Dr. Dykstra is a frequent speaker at cybersecurity conferences, the 
author of numerous peer-reviewed publications, and wrote the book Essential Cybersecurity Science. 
He is a Certified Information Systems Security Professional (CISSP), Certified Ethical Hacker (CEH), 
Fellow of the American Academy of Forensic Sciences, and recipient of prestigious honors including 
the 2017 Presidential Early Career Award for Scientists and Engineers (PECASE). Dr. Dykstra is an 
associate member of the Academy of Doctors of Audiology.

David Elkanich, Buchalter Ater Wynne, Portland. Mr. Elkanich chairs the firm’s new Professional 
Responsibility Practice Group. He focuses his practice on legal ethics, risk management, and discipline 
defense. He advises both lawyers and law firms in a wide range of professional responsibility matters. 
He is also an adjunct professor at Lewis & Clark Law School, where he has taught ethics since 2012. 
Mr. Elkanich is a regular speaker on legal ethics.

James Gatto, Sheppard Mullin, Washington, D.C. Mr. Gatto is a partner in the firm’s Intellectual Property 
Practice Group and leads the Blockchain & Fintech Team, Social Media and Games Team, and Open 
Source Team. His practice focuses on all aspects of intellectual property, internet, and technology law, 
including patent, trademark, copyright, trade secret, and open source. He advises clients of all sizes on 
key legal and business issues relating to the use of social media, video games, social games and online 
gambling (gamblification), virtual goods and currency, social networks, virtual worlds, mirror worlds, 
augmented reality, open source user-generated content, location-based services, and gamification. 
Among other projects, he has advised on use of blockchain for tracking and transferring carbon credits. 
Mr. Gatto is admitted to practice in the Commonwealth of Virginia and the District of Columbia.

Robert Gratchner, Global Data Protection Officer, Siemens Corp, Lake Oswego. 
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Sean Hoar, Lewis Brisbois Bisgaard & Smith LLP, Portland. Mr. Hoar chairs the firm’s Data Privacy 
& Cybersecurity Practice. He has extensive experience managing responses to digital crises 
and effectively marshaling resources to contain and remediate information security incidents. He 
served as the lead cyber attorney for the U.S. Attorney’s Office in Oregon, and he worked closely 
with the Computer Crime & Intellectual Property Section in Washington, D.C. He is a member of the 
International Information System Security Certification Consortium, the Information Systems and Audit 
Control Association, and the International Association of Privacy Professionals. He holds the Certified 
Information Systems Security Professional (CISSP), Global Information Security Professional (GISP), 
and Certified Information Privacy Professional/United States (CIPP/US) credentials. Mr. Hoar is a 
frequent author and speaker on privacy and security matters. He is admitted to practice in the District 
of Columbia, Oregon, and Washington and before the United States Supreme Court.

Tom Kulik, Scheef & Stone, Dallas, Texas. Mr. Kulik is a member of the firm’s Intellectual Property 
Practice Group. He counsels clients on matters involving the evaluation, acquisition, development, 
and protection of intellectual property rights, with an emphasis on creatively leveraging such assets 
both domestically and internationally. Mr. Kulik is a Fellow of the Texas Bar Foundation, a member of 
the State Bar of Texas Intellectual Property, Computer & Technology, and Entertainment & Sports Law 
sections, a member of the Dallas Bar Association Intellectual Property, Science & Technology Law, and 
Sports & Entertainment Law sections, and chair of the State Bar of Texas District 1, Panel 1, Grievance 
Committee. He is admitted to practice in Texas and New Jersey.

Lisa Norris-Lampe, Appellate Legal Counsel, Oregon Supreme Court, Salem. Ms. Norris-Lampe 
serves as Appellate Legal Counsel to the Oregon Supreme Court. She assists the Chief Justice with 
special projects, including Oregon Supreme Court and Oregon Judicial Department (OJD) operational 
responses to the COVID-19 pandemic. She also drafts court and Chief Justice orders and trial and 
appellate court rules, provides opinion drafting and management support, serves as a general advisor 
on case-related and other matters, and serves on OJD’s legislative team. She has led various Oregon 
eCourt project teams and chairs what is now the OJD Law and Policy Work Group, which makes law 
and policy recommendations as part of the state courts’ transition to an electronic environment.

Alex Wall, Attorney at Law, Portland. 

FACULTY (Continued)
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Danielle DavisRoe, Esq.

Home vs. anywhere

Distractions

Technology

Accessing files

Communication

Managing people

Presenting a cohesive front
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Home vs. Anywhere

Wireless network

Physical security
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Audio
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Distractions
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Technology
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Accessing Files
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Communication
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Managing People
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Presenting a Cohesive 
Front
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www.affinityconsulting.com ddavisroe@affinityconsulting.com
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EExxpplloorriinngg  TThhee  LLeeggaall  IImmpplliiccaattiioonnss  OOff  AAII  &&  IIPP  
OOwwnneerrsshhiipp  iinn  aann  IInnccrreeaassiinnggllyy  DDiiggiittaall  WWoorrlldd

by:

Tom A. Kulik
Partner, Scheef & Stone, L.L.P.

®

Technology Law Section of the Oregon State Bar
CLE Webinar 

October 8, 2021

About the Presenter
Tom Kulik is an Intellectual Property & Information Technology Partner at Scheef 
& Stone, L.L.P., a full-service commercial law firm based in Texas representing 
businesses of all sizes throughout the United States and, through its Mackrell
International network, around the world. He strategically counsels clients as 
outside counsel on matters involving the evaluation, acquisition, development 
and protection of intellectual property rights, with an emphasis on creatively 
leveraging such assets both domestically and internationally. 

Recognized by his peers as a Fellow of the Texas Bar, as well as among the “Best 
Lawyers” practicing Intellectual Property in Dallas by D Magazine from 2016-2020, 
his practice spans the drafting and negotiation of IP/IT transactions (including, but 
not limited to computer software development/licensing, cloud computing, 
emerging Internet technologies, and mobile application development), social 
media/branding, cybersecurity, data privacy and IP/technology litigation.  His 
practice also includes an extensive, worldwide  trademark preparation and 
prosecution practice. 

He is also a popular  IP columnist for AboveTheLaw.com, where he writes on 
trending topics in IP at www.abovethelaw.com/authoer/tomkulik .  He is also a 
frequent speaker/presenter, as well as a commentator on nationally syndicated 
radio and television on trending legal issues involving technology. His full bio can 
be found at www.solidcounsel.com. 
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“Yes.  It’s puzzling.  I don’t think I have ever 
seen anything quite like this before.” 

Quoting HAL 9000 from 2001: A Space Odyssey (1968)

…and It Is Already Here

Where?  
• Virtual Assistant or Chatbots
• Self-driving Cars 
• Autonomous Flying
• Agriculture and Farming
• Security and Surveillance
• Manufacturing and Production
• Retail, Shopping and Fashion
• Sports Analytics and Activities

…and the list goes on….
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Outline of the Presentation

• Defining Artificial Intelligence (AI)
• Exploring AI & Copyrights
• Exploring AI & Patents
• Exploring AI & Trademarks
• Exploring AI & Trade Secrets
• Conclusion:  Navigating the Reality of IP in an AI World  

Defining Artificial Intelligence (AI):  
Nomenclature

• “Artificial intelligence” – What do we mean?
• Alan Turing & the Turing Test

– a response to the question “Can machines think?”
– where a human interrogator would try to distinguish between a computer and human text response

• Prof. John McCarthy, Computer Science Department, Stanford (2004)
– “It is the science and engineering of making intelligent machines, especially intelligent computer 
programs. It is related to the similar task of using computers to understand human intelligence, but AI 
does not have to confine itself to methods that are biologically observable.”

• Generally, it is technology that enables a machine to simulate human behavior
• E.g. “the capability of a machine to imitate intelligent human behavior” Merriam-Webster Dictionary
• Tends to be a catch-all term for “smart” technologies 
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Defining Artificial Intelligence (AI):  
AI vs. Machine Learning

• AI programming covers three key areas: 

• Learning
• Reasoning
• Self-correction

POINT:  AI isn’t one single technology or process – it is a combination of techniques and 
processes designed to simulate aspects of human learning and behavior

Defining Artificial Intelligence (AI):  
AI vs. Machine Learning

• Do not confuse AI with Machine Learning (ML) - ML is a subset of AI 

• An AI model that can be defined as the science of getting a machine to act without
programming:

- learn by gathering, categorizing, and analyzing data fed into the machine
- THEN, uses this input to make ‘intelligent’ decisions

• In other words…AI and ML work together in much the same way that the brain 
works with the human body – e.g. learning to speak
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Defining Artificial Intelligence (AI):  
Neural Networks

• Neural networks – a subset of ML

• Neural Networks – a set of algorithms modeled after neurons in the human brain, 
designed to recognize patterns 
– Highly dynamic
– Gets “smarter” over time

• Designed to learn and make intelligent decisions on their own, while machine 
learning makes decisions based on what it has already learned.

Defining Artificial Intelligence (AI):  
Where We Are Going

• We are in the era of machine learning and 
artificial intelligence…and it will only 
accelerate

• AI is already expanding in use in the parsing 
of big data, and into other areas of 
everyday life

• In fact, AI is already “creating” outputs that 
are normally done by humans – what do we 
do?
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Exploring AI & Copyrights:
Statutory Requirements

• 17 USC Section 102: “Copyright protection subsists, in accordance with this title, 
in original works of authorship fixed in any tangible medium of expression, now 
known or later developed, from which they can be perceived, reproduced, or 
otherwise communicated, either directly or with the aid of a machine or device.” 
(emphasis added)

• Statutory language is interesting, but everyone agrees that need an “author” to 
create the original work

• Begs the question:  Who is the “author” when an AI generates the work?

Exploring AI & Copyrights

A \"dream\" image that was generated by the Google neural network completely by itself (Google Research)
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Exploring AI & Copyrights:
Using Animals As Our Guide

• Naruto v. Slater, 888 F.3d 418 (9th Cir. 2018)
- Back in 2011, nature photographer David Slater was on the island of Sulawesi in Indonesia when he 

gave his camera to a macaque monkey named Naruto — an action that ended up in Naruto taking a 
“selfie” that went viral. 

- Many outlets claimed that the photographic work was in the public domain
- People for the Ethical Treatment of Animals (PETA) filed a lawsuit as next friend of Naruto in the 

Northern District of California claiming that the monkey owned the photo (not Mr. Slater). 
- Result: Case dismissed; affirmed by the Ninth Circuit on the basis that non-humans do not have 

standing to sue under copyright law. 
• 2014 - US Copyright Office took the position in its Compendium of Copyright 

Office Practices, Third Edition that it “will not register works produced by nature, 
animals, or plants.” 

…BUT what about AI???

Exploring AI & Copyrights: 
The Copyright Office Speaks

• Compendium of US Copyright Office Practices, Third Edition (March 15, 2019)
- Section 313.2 of the Compendium, the Copyright Office has made it clear that “[t]o qualify as a work of 

‘authorship’ a work must be created by a human being.” 
- Specifically:

“[T]he Office will not register works produced by a machine or mere mechanical process that operates 
randomly or automatically without any creative input or intervention from a human author. The crucial 
question is “whether the ‘work’ is basically one of human authorship, with the computer [or other 
device] merely being an assisting instrument, or whether the traditional elements of authorship in the 
work (literary, artistic, or musical expression or elements of selection, arrangement, etc.) were actually 
conceived and executed not by man but by a machine.” (citing U.S. Copyright Office, Report to the 
Librarian of Congress by the Register of Copyrights 5 (1966)) (emphasis added).

POINT: Where the traditional elements of authorship are “conceived and executed” by a machine and 
not through human intervention, there can be no copyright.

https://www.copyright.gov/reports/annual/archive/ar-1966.pdf
https://www.copyright.gov/reports/annual/archive/ar-1966.pdf
https://www.copyright.gov/comp3/docs/compendium.pdf
https://www.copyright.gov/comp3/docs/compendium.pdf
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Exploring AI & Copyrights:
The Copyright Office Isn’t Done…

• Copyright in the Age of Artificial Intelligence Symposium (2020) - Co-Sponsored 
by the United States Copyright Office and WIPO.
• Discussions included:

- the relationship between AI and copyright 
- what level of human input is sufficient for the resulting work to be eligible 

for copyright protection
- the challenges and considerations for using copyright-protected works to 

train a machine or to examine large data sets
- the future of AI and copyright policy

Exploring AI & Patents:
The Statutory Framework

• 35 U.S.C. Section 101 – “Whoever invents or discovers any new and useful 
process, machine, manufacture, or composition of matter, or any new and useful 
improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title.”

• 35 U.S.C. Section 100(a) – “Invention” means invention or discovery
• 35 U.S.C. Section 100(f) – “inventor” means the individual or, if a joint invention, 

the individuals collectively who invented or discovered the subject matter of the 
invention.

• 35 U.S.C. Section 100(g) - the terms “joint inventor” and “coinventor” mean any 1 
of the individuals who invented or discovered the subject matter of a joint 
invention.
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Exploring AI & Patents:
The Statutory Framework

• 35 U.S.C. Section 115(a) – “An application for patent that is filed under section 111(a) or commences the 
national stage under section 371 shall include, or be amended to include, the name of the inventor for any 
invention claimed in the application. Except as otherwise provided in this section, each individual who is the 
inventor or a joint inventor of a claimed invention in an application for patent shall execute an oath or 
declaration in connection with the application.” (emphasis added)

• 35 U.S.C. Section 115(b) – “An oath or declaration under subsection (a) shall contain statements that (1) the 
application was made or was authorized to be made by the affiant or declarant; and (2) such individual 
believes himself or herself to be the original inventor or an original joint inventor of a claimed invention in 
the application.” (emphasis added)

• 35 U.S.C. Section 115(h)(1) – “Any person making a statement required under this section may withdraw, 
replace, or otherwise correct the statement at any time. If a change is made in the naming of the inventor 
requiring the filing of 1 or more additional statements under this section, the Director shall establish 
regulations under which such additional statements may be filed.” (emphasis added)

Exploring AI & Patents:
Can an AI “Invent”?

• Definition: “to produce (something, such as a useful device or process) for the 
first time through the use of the imagination or of ingenious thinking and 
experiment”, Merriam Webster Dictionary

- Definitionally, would seem that the answer would be “NO”

…BUT inventions are frequently the outcome of experimentation

What if an AI is designed specifically to generate a novel output without any human 
intervention or interference?
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Exploring AI & Patents:
US Perspective

• USPTO: Published a decision on petition in April 2020 explaining that, under 
current law, only natural persons may be named as an inventor in a patent 
application

• Referenced the regulatory framework for inventorship that refers to an inventor 
being a natural person – See, e.g. 37 CFR 1.41(d) (“…the name and residence of 
each person believed to be an actual inventor should be provided when the 
application papers pursuant to Section 1.53(b) or Section 1.53(c) are filed.”); See 
also 37 CFR 1.53(d)(4), 37 CFR 1.63(a)(3), 37 CFR 1.324(a), 37 CFR 1.324(b)(1)

• Referenced MPEP framework – follows patent statutes and federal case law 
regarding inventorship – threshold for invention being “conception”

Exploring AI & Patents:
US Perspective

Background: DABUS stands for “device for the 
autonomous bootstrapping of unified sentience”

- is an AI system created by Dr Stephen Thaler
- created and designed an interlocking food 
container based on fractal geometry that is easy 
for robots to grip and stack

Basically, it is a computer system that’s programmed 
to invent on its own - simulates human brainstorming 
by continuously generating thought processes and 
memories leading to the creation of new inventions.

https://www.uspto.gov/sites/default/files/documents/16524350_22apr2020.pdf?utm_campaign=subscriptioncenter&utm_content=&utm_medium=email&utm_name=&utm_source=govdelivery&utm_term=
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Exploring AI & Patents:
Foreign Perspective (Australia & South Africa)
• South Africa:  GRANTED the patent for “Food 

Container Based on Fractal Geometry” listing 
DABUS as the inventor
- published in July 2021 in the South African Patent 
Journal
- no reasons given; heavily criticized

• Australia: Australia’s Federal Court HELD in Thaler v 
Commissioner of Patents [2021] FCA 879 2021 that 
"the inventor can be non-human".
- Australia’s IPO the GRANTED the DABUS patent 
just days after SA grant

Exploring AI & Patents:
Where Are We Going?

• US/UK/Eu rulings at odds with South Africa and Australia (and perhaps others 
in the future)

• Be mindful of the different approaches when developing global patent 
strategy for your clients

• As AI continues to evolve, the issue of “conception” may necessarily evolve 
as well
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Exploring AI & Trademarks:
It’s Not What You Think

• Unlike copyrights and patents, are not dealing with a creation 
issue

• No reason an AI cannot generate an image that can be used as a 
trademark – the focus is not on who made it, but how it is being 
used

• Human-to-human interaction evolving into AI-to-AI interaction?

Exploring AI & Trademarks:
Questions to Ask

• Can AI experience “confusion” (likelihood of or actual)?

• Is AI equivalent to the average consumer, or is AI a "sophisticated" consumer? Does this 
depend on the type of product or service at issue?

•
• Does AI have any bias in analyzing marks?

• Does AI emphasize the logo over the words in a composite mark for a likelihood of confusion 
analysis? What about pronunciation/syllables?

• Will AI look at the entire brand, or will AI simply focus on price, taste, nutritional 
information, availability, style, speed of delivery, quality, and the like when making a 
purchasing decision?
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Exploring AI & Trademarks:
It’s Become an Online World

• Purchasing habits have changed – move from assistants at brick-and-mortar 
shops to online purchasing to social media influencers to the advent of the 
“digital assistant”
• Amazon Alexa, Google Home
• Consumer chatbots
• AI personal shopping assistants (e.g. Amazon Dash)
• AI robot assistants (e.g. Pepper)

• AI becoming more of a “filter” between users, products and brands

Exploring AI & Trademarks:
The Consumer, The Brand & AI

• Trademark law is about humans and their interaction with brands and the purchasing  process - AI 
reduces or removes the human from the product suggestion and product purchasing process!

• Conventional retailing is reactive as customers react to branding cues and then  make a purchasing 
decision, BUT AI is predictive retail - it may use data on purchasing “likes”, makes suggestions and 
even buy the product on the consumers behalf without their input.

• BOTTOM LINE: The association between brand and product may be morphing into an association 
between functionality and the brand so AI can better provide the consumer products the 
consumer wants/needs
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Exploring AI & Trademarks:
Examples of AI in Retail Today

• Product recommendation/suggestion services (Amazon, Wlamart, Target, etc.)

• Voice recognition personal assistants, such as Amazon Alexa and Google Home

• Chatbot automated assistants, such as eBay’s ChatBot

• Replenishment consumable products services, where AI makes the decisions on whether you need product

• Fashion shopping assistants, such as Mona (which may make recommendations based upon “look” rather 
than “brand”)

• Robots that identify costumer’s mood and needs, such as Pepper (which reads customer’s moods and 
identifies needs)

Exploring AI & Trademarks:
AI & Infringement

• If AI suggests a product that infringes a registered trademark or is a counterfeit, 
would the AI be deemed a secondary infringer? 

• Counterfeiting
- Amazon is developing an AI machine to identify fraud vectors and counterfeit products to remove them 
from their pages, BUT AI is also being used by counterfeiters (e.g. AI applications have registered  domain 
names which lapse and have high traffic, so online shops are then set up to sell counterfeit products from 
these domains)
- Will AI change the focus of trademark enforcement?

• Likelihood of confusion in trademark law probably will probably NOT apply to AI
- Why?  Because AI probably has perfect recollection and can’t be confused
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Exploring AI & Trademarks:
Takeaways

• AI will inevitably revolutionize trademark prosecution and 
enforcement

• Trademark practitioners will need to adapt to evolving AI usage with 
brands in the marketplace and how it affects consumer commercial 
impression

• The underlying operation of the AI in question and how it is addressing brands is 
becoming more relevant to the inquiry of who really is  the “average consumer”

Exploring AI & Trade Secrets:
Old Concepts for A New World

• Trade secrets: a type of IP that comprised of formulas, practices, processes, 
designs, instruments, patterns, or compilations of information that have 
inherent economic value due to not being generally known or readily 
ascertainable by others, and which the owner takes reasonable measures to 
keep secret.

• Recognizes the value of secret information in business competition

• Trade secret owners are not required to make public such information as is 
required by the patent process. 
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Exploring AI & Trade Secrets:
Trade Secret Definitions

• Defend Trade Secrets Act (DTSA), 18 U.S.C. Section 1836
- provides uniform definitions for the critical terms “trade secret” and “misappropriation” as well 

as federal cause of action
- Defined as: “all forms and types of financial, business, scientific, technical, economic, or 

engineering information, including patterns, plans, compilations, program devices, formulas, 
designs, prototypes, methods, techniques, processes, procedures, programs, or codes, whether 
tangible or intangible, and whether or how stored, compiled, or memorialized physically, 
electronically, graphically, photographically, or in writing if (A) the owner thereof has taken 
reasonable measures to keep such information secret; and (B) the information derives 
independent economic value, actual or potential, from not being generally known to, and not 
being readily ascertainable through proper means by, another person who can obtain economic 
value from the disclosure or use of the information.”

- A BROAD definition

Exploring AI & Trade Secrets:
Trade Secret vs. Patent

• Where AI has “created” a technique, process of other methodology that meets 
the definition of trade secret AND may also comprise patentable subject 
matter, MAY need to strongly consider TS protection because the AI cannot be 
the inventor under US law

– Only works with USPTO and EPO under current policies and judicial 
holdings 
– South Africa and Australia permit the AI to be the inventor, BUT doing so 
may necessarily require disclosure of the TS 
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Exploring AI & Trade Secrets:
Trade Secret vs. Patent

• Determining whether TS or patent protection is the more appropriate does not 
change with AI-generated processes, methodologies, etc. – will need to 
continue evaluating as have done in the past

• TS may be the more viable mechanism to protect any AI-generated processes, 
methodologies, etc. that fit the TS definition, but far from perfect

- TS not constrained by current USPTO policy and judicial decisions 
prohibiting AI “inventors”, but requires appropriate security measures to 
maintain the TS

- TS may not work if strong possibility of reverse engineering

Conclusion:  Navigating the Reality of 
IP in an AI World

• AI  and IP is not a matter of if or when – it is HERE and the issue is how
practitioners, the USPTO (and foreign IP offices), the legislature and the 
courts will handle over time

• The nature of the underlying IP makes a big difference in determining how AI-
created IP will be treated and how/whether it can be protected

• AI is evolving, and by extension, IP policies and the law must evolve with it -
support the underlying premise of IP protection by balancing advancement of 
the scientific and technical arts through innovation with commercial interests
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NFTs and Intellectual Property:  
What IP Owners and NFT Creators Need to Know

 
By:  James Gatto, Laura Chapman and Yasamin Parsafar

Everything is being tokenized these days, including art, games, collectibles and much more. The record prices 
being fetched have created an NFT frenzy. This distribution model has created a new channel for monetization of 
creative IP. Given some of the unique aspects of NFTs, IP owners need to rethink their IP protection and licensing 
strategies. IP protection strategies should include specific protection relating to NFTs. Due to some of the unique 
aspects of NFTs, various new considerations need to be addressed when licensing IP. NFT creators need to be 
mindful of potential infringement issues when using third party IP and should also consider IP protection for their 
original creations. 

Many NFTs have incorporated third party IP in their NFTs without permission. In some cases, NFTs have included 
third party IP as part of the content. In other cases, third party IP alone has been the content. IP owners, whose 
content is being used in NFTs without permission, are taking note and ramping up their enforcement efforts. 

One well known IP owner, DC Comics, has fired a shot across the bow. After an artist made $1.85 million by selling 
NFTs, including characters he used to draw for DC (e.g. Wonder Woman and others), DC Comics sent a stern 
warning to the creative teams and freelancers employed by DC that unlicensed use of NFTs is a no-go! 

Specifically DC stated: 

As DC examines the complexities of the NFT marketplace, and we work on a reasonable and fair solution for all 
parties involved, including fans and collectors, please note that the offering for sale of any digital images featuring 
DC’s intellectual property with or without NFTs, whether rendered for DC’s publications or rendered outside the 
scope of one’s contractual engagement with DC, is not permitted.
 
Considerations for IP Owners

The IP owners impacted by NFTs can include: 

• brands that have famous trademarks, logos, and other brand identifiers; 
• game companies that have unique characters or game art
• book, movie and other publishers that have unique characters and other IP; 
• artists who created have physical or digital works; 
• other IP owners

IP owners grant licenses to their IP for many uses. Often they license specific uses (e.g., rights to a specific 
distribution channel) and at times they license broad use and reserve specific rights. Historically, however, most IP 
owners have not considered NFTs in their license deals. Nor have most IP owners considered NFTs in connection 
with their IP protection strategies. 
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License Considerations

IP owners can license their IP to developers in the blockchain space in order to reap the benefits of this emerging 
and very lucrative market. Strategic licensing for this channel can increase the profile, goodwill, and revenue, of 
IP that are interested in taking this step. However, various additional considerations arise with these opportunities 
to protect your IP and avoid other legal liability. 

IP owners who grant licenses to third parties for use of their IP need to factor NFTs into the scope of that license. 
Unless specifically licensing the work for use in NFTs, it may be wise to expressly preclude the licensee from 
creating NFTs based on the licensed work. 

When expressly licensing rights to NFTs, it is important to be clear what is and what is not being licensed. When 
licensing IP for use in an NFT, the scope of the license should be limited to that purpose and other restrictions 
should be considered. Typically, the license will reserve all other rights to the IP owner. For example, a creator 
may grant rights to create a limited number of NFTs associated with a copyrighted work, in order to maintain the 
scarcity (and associated value) of the NFT based on such work. As another example, a licensor may choose to 
expressly prohibit, or impose restrictions on the right of the licensee to make modifications associated with the 
licensed work for purposes of the NFT. This is particularly important given the growing prevalence of layered art, 
programmable art and generative art. Each of these techniques can cause your IP to be used with other IP or to 
be modified in ways that you may not desire. 

Capture Unique Revenue Models

IP owners who grant rights to create NFTs based on their IP may wish to clearly address revenue share issues 
for both the sale and resale of any NFTs. Many NFTs are structured such that the NFT “creator” gets paid on the 
initial sale, but also (via smart contracts) on any resale. Licensors can ensure their cut of NFT resale revenue with 
well-drafted license agreements. 

IP Protection Strategies for Brands

As brands become more aggressive in creating their own tokenized assets during this early stage of the NFT 
boom, they would be prudent to consider rethinking their IP protection strategy. For example, brand owners 
should consider extending their trademark registrations to cover trademark uses and classifications that include 
NFTs. They may also choose to associate certain designs or trade dress with their brand. 

Design patents should also be considered, where appropriate. Design patent are particularly valuable since 
profits from the sale and resale of NFTs can be significant. And unlike trademark, trade dress and copyright 
protection, the owner of a design patent can be entitled to all of an infringer’s profits, not just the portion of profits 
attributable to the use of the design. 

Considerations for NFT creators

While opportunities for tokenized content abound, it is important for NFT creators to be cautious about incorporating 
third party IP in their NFT content. Despite any misperceptions that may exist about traditional law not applying 
to decentralized blockchain technology, the fact is that third party IP rights, including trademark, copyright and 
design patent can be asserted, and are being asserted, against NFT creators who have not obtained a license or 
other legal rights to IP included in their NFTs. 

Early Consideration of IP Rights Can Save Time and Expense Down the Road

Creators of tokenized content should think twice about using a brand name, logo, famous character, picture, 
video, music or other third party IP without permission. Creators would be wise to seek legal counsel before 
using third party IP in their NFTs. Just because an IP owner has not yet enforced their IP against creators in the 
blockchain space, does not mean that they will not do so in the future, especially as more money pours into this 
space. Seeking advice early can help save significant expense and hassle in the future.

Page 2
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Early Registration Helps With Enforcement

Creators of original content for NFTs (and other blockchain use cases) should seek legal advice regarding which 
aspects of your creations you can register with the United States and Trademark Office or with the Copyright 
Office. While registration of rights, for example, in trademarks, trade dress, and copyrights are not necessary to 
obtain IP protection for your creations, securing a registration provides significant (and cost saving) legal and 
practical benefits to enforcing your intellectual property rights against infringers, either though take-down notices, 
cease and desist letters, or if necessary, through the courts. In some cases, the benefits can include being entitled 
to attorneys’ fees and/or additional forms of damages against infringers. 

Policing of Infringement

Another important IP consideration for both NFT creators and IP owners is to develop a policing strategy to 
catch any infringement early. Timing is of the essence. Due to the immutable nature of blockchain transactions, 
combined with the pseudo anonymous nature of NFT ownership, it can be difficult to enforce IP rights against a 
buyer once an NFT is sold. Typically, an NFT is associated with a digital wallet address, but the identity of the 
wallet owner may be difficult to discern without sophisticated computer forensics. The time to enforce your IP 
rights is when it a token using your IP is listed on an exchange, but before it is sold. 

It is prudent for content owners to set up a watch service to identify unauthorized uses of your content. Legal 
counsel who specializes in intellectual property and understands the space can help you monitor (and stop) 
unauthorized use of your intellectual property through services that are provided to law firms at discounted rates. 

If your content is subject to copyright, aggressive (but proper) use of DMCA take down notices may prevent a 
sale of the NFT in the first place. However, be mindful that improper DMCA take down notices can subject you to 
liability, so consult with counsel first. 

The ideas above are only a few of the things to consider as more creators and brands inevitably jump into the NFT 
game and use NFTs in their own marketing and advertising campaigns. Many other new uses of NFTs will likely be 
envisioned and with that will come other legal considerations. 

Sheppard Mullin’s Blockchain Team includes intellectual property lawyers who focus on helping NFT creators and 
IP owners protect their intellectual property, avoid claims of infringement and enforce rights when infringement is 
found. 

To further assist those dealing in NFTs, Sheppard Mullin has offered free webinars on NFTs and Entertainment. We 
covered NFTs and games on February 4. A link to that webinar is here. On March 10 we covered, NFTs and digital 
art (a day before Christie’s fetched a whopping $69 million for Beeple’s iconic piece of digital art). That webinar 
can be found here. For an overview of some of other legal issues in these areas, see our articles on art, games 
and collectibles. Sign up here for our Law of the Ledger blog to automatically receive updates on these issues. 
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NFT License Breakdown: Exploring Different  
Marketplaces and Associated License Issues

By: James Gatto and Molly Tomer

Introduction
At least three different types of marketplaces facilitate the sale and/or resale of NFTs1. These include open 
marketplaces, curated marketplaces and proprietary marketplaces. Other variations do exist, however, and it is 
likely that other alternatives will be developed. This article will explain some of the differences between these types 
of marketplaces, highlight some of the varying license terms of these marketplaces and discuss why IP owners 
who license their IP for NFTs often are best served by developing their own licenses to be used in connection with 
sale of their NFTs. 

1. Open Marketplaces
 
Two popular “open” marketplaces are OpenSea and Rarible, where anyone can mint2 and sell NFTs. On these 
marketplaces, there is no need to apply and get accepted – creators just connect to a wallet and mint the NFTs. 
Existing owners of NFTs can list their NFTs for resale.

OpenSea, one of the first and largest NFT marketplaces, recently surpassed over $1 billion in cumulative NFT 
volume.3 In early August 2021, OpenSea saw a trading volume of $95 million in just two days. That amount is 
about four times the volume it recorded for all of 2020.4 On OpenSea, users can develop digital collectibles, their 
own smart contracts for games, art, domain names, virtual worlds, trading cards, and more using OpenSea’s item 
minting tool. OpenSea also allows users to post NFTs for sale that were not minted on its marketplace. Additionally, 
some other platforms are even set up so that when NFTs are minted on their sites, the NFTs are automatically listed 
on OpenSea’s marketplace.

1  NFTs, or non-fungible tokens, are digital tokens, the ownership of which gets recorded on a blockchain.
2  Minting is the process by which artists, creators or others on their behalf tokenize their work and create NFTs. The minting process 
uses smart contracts to create and, in some cases, manage aspects of the resale of the NFT. 

3 https://cryptoticker.io/en/opensea-billion-trading-volume-2021/
4 https://cryptopotato.com/trading-volume-on-nft-marketplace-opensea-hits-record-high-of-95m-in-48-hours/
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Rarible is more focused on art assets such as books, music, albums, digital art, movies, photography, games, 
metaverses, domains, and memes. Rarible is one of the platforms with OpenSea integration – minting on Rarible 
can populate the NFTs on OpenSea. Users can view the collectibles they created on Rarible on OpenSea and 
manage the NFTs on OpenSea as well. However, unlike OpenSea, Rarible only lists NFTs that were minted on 
Rarible.
 
2. Curated Marketplaces

The second type of marketplace is “curated,” meaning that the platform determines which NFTs are allowed to be 
minted, posted and sold on directly its marketplace. Compared to an open marketplace, a curated marketplace 
is more limited and exclusive, requiring artists to apply and be accepted before being able to mint or sell NFTs 
in an attempt to keep fraud down and quality high. Some of the more well-known curated marketplaces include 
SuperRare, Foundation, KnownOrigin, Nifty Gateway and MakersPlace. 

SuperRare’s marketplace focuses on a limited number of hand-picked artists. Though aspiring creators can submit 
an artist profile form, entry barriers are high. Artists must submit their work for approval before it can be minted and 
listed on SuperRare’s marketplace. 

Foundation’s marketplace is community led, so artists invite new artists to join the platform and mint their NFTs. 
Creators can access the “creator invites” feature after selling their first NFT. Foundation also has OpenSea 
integration, so by minting on Foundation, the NFT can automatically be displayed on OpenSea. 

KnownOrigin focuses on digital art. It is more difficult for creators to get accepted onto its platform. Artists submit 
their artwork in .jpeg or .gif format to the KnownOrigin gallery. As of April 2nd, 2021, applications are closed to 
creators. 

Nifty Gateway offers crypto assets and art called Nifties. Nifty Gateway partners with top creators, brands, athletes 
and artists, so it is difficult to get accepted for crypto art – only famous artists, brands, and celebrity creators will 
be selected to use the platform. Collectors can even buy items for sale on OpenSea using Nifty Gateway and pay 
using a credit card. 

MakersPlace also offers digital art. MakersPlace is invite-only, so an invited artist will fill out the creator application 
and sign and mint its NFT.

Primary options for a content owner – what curated and non-curated marketplaces offer:

Marketplace Vetted for 
Authenticity

Marketing of 
NFTs 

Require 
Application + 

Approval to Mint 
and List NFTs

Function as 
a Secondary 
Marketplace 

License  

Open 
(most)

Enables 
Customizable 

Licenses 

Curated 
(often not)

Often Provides 
a Standard 

License
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3. Proprietary Marketplaces

The third type of marketplace is “proprietary.” These platforms typically only offer NFTs created by the marketplace 
operator and usually do not facilitate the sale or display of other NFTs. Given that third-party creators are not invited 
to list NFTs on their sites, the exclusivity and scarcity of their NFTs often results in very high demand and high 
prices. In contrast to proprietary marketplaces, which only mint their own items, creators on other marketplaces 
retain the rights to the IP underlying their NFTs. This is because marketplaces that permit minting on their platforms 
are merely facilitating the creation of the NFT, but are not developing the actual artwork. Another distinguishing 
aspect of proprietary marketplaces is that some offer their own online “Showcases” where users can display 
their collection of the marketplaces’ NFTs. While OpenSea similarly allows users to display their items on its 
marketplace, the Showcase is not OpenSea’s proprietary collection, so it contains NFTs with other third party IP. 
Some examples of proprietary marketplaces include Top Shot, Vee Friends, and Bored Ape Yacht Club. 

On Top Shot, users buy NFTs representing NBA video highlights as a form of digital collectibles. Top Shot’s NFTs 
are licensed by the NBA and minted on the Flow Blockchain. 

Vee Friends is an NFT project created by Gary Vaynerchuk, a well-known social media influencer. An interesting 
aspect of Vee Friends is that all NFT owners get access to VeeCon, which is a multi-day event exclusively for NFT 
holders. The fact that the Vee Friends NFT functions as both an art and collectible and has additional benefits 
provides an example of how NFTs can represent more than just ownership of a digital asset. Rather, they can 
provide additional utility. Each NFT has different levels of access and activities, which are managed through the 
smart contract associated with each NFT. Primary sales of Vee Friends NFTs are on its site, and the Vee Friends 
NFTs will appear on secondary marketplaces like OpenSea and Rarible for resale purchase. Vee Friends are 
minted on the Ethereum Blockchain. 

Bored Ape Yacht Club is another successful NFT project. The initial sale on its platform is currently sold out, but on 
OpenSea, as of September 2021, the total volume traded for Bored Apes is 143.5K ETH, which is around $531M 
(assuming ETH is at $3,700). Like Vee Friends, the Bored Ape NFT doubles as a Yacht Club membership card, 
and grants access to member-only benefits. BAYC NFTs are also minted on the Ethereum Blockchain. 

NFT-Specific Marketplace License Terms 
The license terms on the various marketplaces vary based on the type of marketplace, the business model and 
other factors. The following summarizes examples of some of the standard terms commonly used across the NFT 
marketplaces, regardless of business models. All of the relevant standard terms for electronic marketplaces in 
general should be included as well (i.e., age restrictions, privacy, user conduct, DMCA, and user feedback), but 
the focus here is to highlight how the NFT-specific issues are addressed by these marketplaces. It is important 
to note that often the terms are designed to protect the operator of the marketplace. As detailed below, the terms 
often do not fully address the protections needed by the owners of the IP in the underlying digital asset associated 
with the NFT. Examples of terms that will impact those operating under NFT marketplaces include the following.

Introduction

The terms will typically begin with a general overview of the scope and applicability of the terms. In general, 
the terms govern the access to and use of the marketplace platform. The terms also function as a binding legal 
contract between the marketplace operator and the user and govern the user’s activities on the marketplace. 
Depending on the type of marketplace, some terms govern the creation, purchase, sale, exchange, and display 
of NFTs. 

Page 3
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Account Registration

Nearly all NFT marketplace terms have a section relating to registering an account. Less than half of the marketplaces 
explored in this article require users to register accounts before using their platforms. These marketplaces – Top 
Shot, Nifty Gateway and MakersPlace – all allow payment on a credit card (except for auctions on MakersPlace)5. 
The remaining marketplaces require users to link an electronic non-custodial wallet like MetaMask prior to using 
their platforms. For instance, to access their platforms and engage in transactions on their marketplaces, users of 
Vee Friends, KnownOrigin, Rarible, and SuperRare must install a compatible browser extension such as MetaMask. 
After connecting the external digital wallet to the platform, users can interact directly with the marketplace and 
may sign up for an account. An interesting point to note is that any NFT bought with an individual’s MetaMask is 
automatically reflected on his or her OpenSea account. This is because when users link their MetaMask wallets to 
OpenSea, their OpenSea accounts reflect the items held in their external digital wallets.

Linking a Digital Wallet

For marketplaces that require users to set up a digital wallet to purchase NFTs, the terms typically provide 
instructions on how to connect to a browser extension and/or digital wallet. Most NFT platforms allow users to 
link any supported electronic wallet (a Flow-compatible browser for Top Shot or an Ethereum-compatible browser 
for Ethereum-based NFTs). Nifty Gateway and MakersPlace do, however, allow users to log-in or sign-in to their 
accounts on their platforms without a digital wallet and then purchase NFTs with credit cards. Foundation requires 
users to connect to a specific MetaMask browser extension. If a marketplace’s transactions are all conducted on 
Ethereum, the terms will specify that users must connect to a supported Ethereum wallet application.6 MetaMask is 
the most popular Ethereum-based electronic wallet and Ethereum web browser plugin. The terms may also include 
a statement notifying users that their public wallet addresses will be made publicly visible on the blockchain 
whenever they engage in transactions on the marketplace.7 The ramifications of setting up a digital wallet are 
discussed below in connection with the business considerations. 

Ownership of Platform IP

The NFT marketplaces generally own their software and content (but not user content that is uploaded to their 
platforms). This term discusses ownership of the platform itself, and the marketplace will usually protect its 
ownership. The users’ rights only extend to accessing and using the platform. In this article, our focus is on 
ownership of the NFT’s content, not ownership of the platform’s software and content. In most cases, the content 
owner will be licensing the NFT to the buyer or user, not the marketplace. However, proprietary marketplaces 
typically do own the NFTs and the IP underlying the digital assets they initially sell. 

5  Due to the structure of an auction, MakersPlace requires immediate payment if the bid is accepted. A credit card is not capable 
of having the verified and ready on-hand amount of funds to make an instant transfer between the buyer and seller. Because 
MakersPlace needs the funds already converted to Ethereum, MakersPlace only allows users to participate in auctions by linking 
their digital wallets on MetaMask. OpenSea similarly requires users to register for an account, but only if they are participating in an 
auction. Otherwise, users can just link their MetaMask to purchase, store, and engage in transactions using Ethereum cryptocurrency. 

6  Once the NFT is minted on a certain blockchain, it is generally not compatible with other blockchains and typically cannot be 
moved to another blockchain network. However, future developments can potentially pave the way for cross-chain functionality or 
interoperability. 

7  A third party could identify and link the public key to the individual purchasing the NFT and see what NFTs the purchaser owns. 
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Indemnification

To cover themselves, NFT marketplaces usually include an indemnification provision in which the user must agree 
to indemnify, defend, and hold harmless the platform (and its subsidiaries, affiliates, etc.) against any claims arising 
from the user’s breach of the terms, misuse of the platform, or violation of any laws / regulations in connection with 
accessing or using the platform. Many marketplaces’ terms will also include indemnification against any claim 
brought because of a violation of a third party’s rights (e.g., if a user uploads content to the platform that infringes 
a third party’s IP right). 

Arbitration Process

Most NFT marketplaces will includes a provision on dispute resolution, which will state that any disputes arising 
under the terms or from the use of the marketplace are to be resolved by arbitration. Some marketplaces will 
specify that the resolution process does not apply to other claims, such as those by a copyright owner that its 
rights are being infringed through an NFT offered on the marketplace. In the event that arbitration will not cover 
disputes over the NFT, content owners can impose in their own licenses a requirement that the buyer arbitrates 
claims. However, arbitration may not be in the content owner’s best interest, as arbitrators do not have the power 
to grant injunctions or enforce payment of damages. Thus, if a buyer is infringing upon the IP owner’s rights, 
the content owner may want to consider seeking an injunction instead of arbitrating. Nevertheless, to the extent 
content owners want to have certain types of claims arbitrated between themselves and NFT purchasers, they can 
include an arbitration provision in their license if such a term is not already addressed in the marketplace’s terms. 

The terms also generally address class action waivers in this arbitration section. OpenSea, MakersPlace and 
VeeFriends allow their users to opt out of the arbitration agreement, which may require users to only bring claims 
on an individual basis and not as a class member. In contrast, Nifty Gateway, Foundation, Rarible, SuperRare and 
Top Shot state (or imply) in their terms that users expressly waive their right to file a class action or seek relief on 
a class basis. 

License to User and Creator Information and Content  

Some platforms like KnownOrigin, Nifty Gateway, and MakersPlace state that they have a right to use the content 
users or creators upload for various purposes, including to display it on the platform, for promotional purposes, 
and in some cases, to create derivative works for certain purposes. The platform may also have a right to use 
and modify the creator’s name and image for marketing or promotional purposes. The promotional activities 
may include use of the content in digital galleries, promotions and events, and compilations. Foundation and 
SuperRare creators grant the platform a license to all minted works, which includes similar rights to promote the 
works on social media and visual environments, to create and distribute digital or physical derivative works based 
on the work, and storing, distributing, and reproducing one or more copies of the work within a distributed file 
system such as the InterPlanetary File System (IPFS). 
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Seller’s Representations8 

In most terms, minters / sellers / creators must make certain representations and warranties. The marketplaces will 
generally require that the seller be responsible for the accuracy and content of their creations, for respecting (and 
not infringing upon) the intellectual property rights of others, and for not coordinating pricing with other creators. 
This section will typically state that the creator is agreeing to mint only original works. In addition, the creator must 
have the authority to mint, display, and sell the work. Moreover, some marketplaces prohibit any behavior that 
would lead to unauthorized commercialization or counterfeiting of digital assets. 

Rarity Representation 

SuperRare and Foundation creators must agree not to mint multiple NFTs for the same artwork. This is one of the 
few restrictions on the content owner. Although the content owner may sell less of their NFTs, the guaranteed 
scarcity generally increases the value of each NFT. As a content owner using a marketplace, it is important that 
you are aware of any terms subjecting you to a restriction on what you can do in the future, and that you agree 
to abide by such terms. Content owners must make the personal business decision whether to agree to limit the 
number of NFTs they will ever mint for their work or to instead go mass market and sell as many NFTs as they can. 

Affirmative Acceptance 

Initial Purchasers: The introduction usually explains how users accept the terms (either by clicking “I accept”, 
accessing, using or transacting on the site / platform, or creating an account). With terms, just as with any other 
contract, there needs to be an affirmative acceptance. Typically, an initial purchaser must agree to be bound by 
the marketplace terms. As part of the terms, the initial purchaser usually gets ownership of the NFT but only a 
license to the digital asset associated with the NFT. Often, by accepting the terms, the initial purchaser agrees to 
be bound by the license terms from the copyright owner. 

IP owners should ensure that there is a license, that the licenses applies, and that the license is clear on what the 
restrictions are so that buyers may abide by them. NFT buyers need to have notice of the terms, be given a means 
to accept the terms, or be bound by the license and its restrictions through some other legally binding mechanism. 

Subsequent Buyers: A subsequent buyer of an NFT also needs to be covered by the same license that initially 
bound the first purchaser. However, the license may not automatically transfer. Although some marketplaces 
physically permit the NFT to be resold on a secondary market, it is unclear whether or how the NFT license is 
applicable to subsequent purchasers. Moreover, if an initial buyer merely sells the NFT directly to a subsequent 
buyer (as opposed to resale via a marketplace), there may not be an opportunity for the subsequent buyer to 
affirmatively accept the terms and agree to the license. 

Copyright owners would be well advised to ensure that with any resale of an NFT, the license to the digital asset 
is binding on the subsequent purchaser. Ensuring the transferability of the original license with the NFT can help 
eliminate the lack of clarity and misunderstanding on the applicability of the license to the subsequent purchaser. 
Subsequent NFT buyers, in order to be both entitled to and covered by the NFT license, should determine whether 
the license is automatically transferable to them. Additionally, content owners who want their NFT license to be 

8  This section would not apply to Top Shot, Vee Friends, and Bored Ape Yacht Club because as proprietary marketplaces offering their 
own NFTs, they are the sellers. 
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binding on subsequent purchasers may want to consider sound mechanisms by which the subsequent buyer 
becomes legally obligated to and bound by the license and the restrictions of the license (e.g., where the NFT can 
be displayed, prohibition on commercial uses, etc.). 

Various techniques can be used to ensure both initial buyers and subsequent purchasers are aware of and bound 
to the license.  

Initial Sale

One way to ensure the license terms are binding on the initial purchaser is for the copyright owner to ensure the 
marketplaces’ terms refer to the license and to ensure that the license terms are presented in juxtaposition to the 
NFT display on the marketplace. For instance, another approach (discussed in more detail below) is for a third 
party content owner to provide terms in juxtaposition to the NFT. The NFT listing can include a separate PDF 
attachment of the terms, which states that by buying the NFT, the purchaser is agreeing to the third party’s terms. 
This is an attempt to ensure that the user is affirmatively accepting the terms. 

Subsequent Sale  

Even if the initial purchaser is legally bound by the license, a question arises as to how a subsequent purchaser 
can be legally bound. Whether the NFT transfer is a resale on a marketplace other than the original marketplace 
where the terms were initially posted (which the first buyer agreed to abide by) or merely a wallet to wallet transfer, 
ensuring that the license terms persist through either transfer is critical. Content owners should be aware that just 
because the terms state that the buyer is bound, a subsequent purchaser could argue that they are not subject 
to the license terms if they are not aware or do not affirmatively accept them.9 This is likely an issue that will be 
litigated in the near future. To avoid this uncertainty, it is best for copyright owners to take certain steps to increase 
the likelihood that the subsequent purchaser has notice and that the license is binding on subsequent purchasers.   

The copyright owner can include various terms in the license that would help mitigate such risks. These terms 
could specify conditions upon which the license is transferrable, including, for example, that the initial purchaser 
must notify the subsequent purchaser of the license and indicate that the subsequent purchaser must agree to be 
bound for the license to transfer. We have often included other terms to bolster this position. 

Another option is to embed a copy of or reference to the license in the metadata of the NFT. This is analogous to 
how open source software licenses are implemented. This arguably gives all buyers notice and permanently links 
the license to the digital asset.

Terms that Differ Based on the Business Model of the Marketplace
How to Become an Artist 

A term that would typically be found in curated marketplaces such as KnownOrigin and Foundation relates to how 
artists can create their NFTs. This section will usually describe how users can apply to be an artist, mint and then 
sell their limited-edition or unique NFTs on the platform. The terms may also state the type of NFTs the marketplace 

9  Whether such an argument would prevail is uncertain. The initial purchaser cannot grant to the subsequent purchaser greater rights 
than the initial purchaser has. Moreover, any use by the subsequent purchaser beyond the scope of the license could be a copyright 
infringement. 
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offers, such as digital artwork, animations, audio, and photographs. Some marketplaces which are invite-only, like 
SuperRare and Foundation, clarify that an artist or creator must be invited and approved to mint and later list NFTs 
for sale.

Integration 

One aspect of SuperRare, Foundation and Rarible that deviates from the norm among some of the marketplaces is 
that NFTs minted on SuperRare, Foundation or Rarible are automatically displayed and manageable on OpenSea. 

Non-Custodial Service Provider

Depending on the business model of the marketplace, some terms specify the extent of the marketplace’s 
involvement in transactions. Many NFT marketplaces function as intermediaries and primarily consist of content 
created by their users. Some marketplaces are “non-custodial” (e.g., OpenSea, KnownOrigin, MakersPlace, 
SuperRare and Foundation) as they do not take possession of the NFTs. Their terms typically contain a clause 
that the platform is administrative only and merely facilitates transactions between buyers and sellers, but is not 
involved in the actual transaction between the parties. Thus where NFTs are transferred directly from the buyer 
to the seller, the platform terms seek to structure the contract to be directly between the buyer and seller. In 
addition to stating that the platforms are not the custodians of any user-owned digital items, some marketplaces, 
like SuperRare and Foundation, will also include an acknowledgement by the user that the site will not buy, sell, or 
have any custody, possession or control of any NFTs for the purpose of facilitating the transactions. 

Proprietary marketplaces differ from open marketplaces because open marketplaces typically do not take custody 
of their users’ NFTs – these marketplaces only mint the NFTs for their content owners, transfer the NFTs to the 
creators’ wallets, and the content owners can then list their NFTs on the platforms. Open marketplaces usually 
avoid taking custody of NFTs because they do not want to directly sell the NFTs. Rather, they merely provide the 
service for sellers and buyers to use and transact directly.  

The terms for Vee Friends vary for the initial sale and resale. The initial sale of NFTs on Vee Friends is sold by 
the platform and the agreement for sale is between Vee Friends and the initial purchaser. Secondary sales are 
directly from the initial purchaser to the subsequent purchaser and the site is not a party to the agreement but only 
facilitates the transaction. 

Top Shot’s terms are similar to Vee Friends for the initial purchase on its site. Because Top Shot exclusively mints 
and sells its own NFTs, the platform is involved in the initial sale of the NFT. However, Top Shot’s terms state that 
any purchase or sale of a “moment” made, accepted, or facilitated outside of its marketplace is not within Top 
Shot’s control. Top Shot only allows users to purchase moments by buying the NFTs directly from Top Shot on its 
platform or by buying moments from other users on its marketplace. 

Separate License Terms – Marketplace Licenses vs. Custom Licenses

Some marketplaces provide a “standard” license that applies to all NFT sales, while other marketplaces, like 
Rarible and MakersPlace, allow the minters of NFTs to apply a custom license to their particular NFTs. For example, 
MakersPlace provides a general limited license that applies “unless otherwise specified by the seller of the crypto 
asset in writing.” Therefore, the NFT itself may carry different license terms than the default terms set by the 
marketplace. Moreover, a marketplace’s terms may be silent on license rights (i.e., Nifty Gateway and OpenSea). 
For reasons stated herein, it can be confusing and may lead to issues if there is no clear license. 
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If a marketplace has a standard license that does not adequately protect a content owner’s IP rights, the content 
owner may want to consider creating a custom license for its NFT. OpenSea is the only marketplace examined 
in this article that lists NFTs minted on other platforms or by another third party. OpenSea’s terms state that third-
party content may be subject to separate license terms. In such an event, any third-party links may include license 
terms governing use of the NFT. The terms for the Vee Friends NFTs are visible on OpenSea. So a collector who 
buys a Vee Friends NFT on OpenSea will also have access to the separate terms attached to the NFT.

License to Current Owner and Effect of Transferring the NFT 

The initial user’s license should terminate upon resale of the NFT. As mentioned above, content owners should 
ensure that the subsequent purchaser is bound by the original license. Some of the NFT marketplaces (i.e., 
SuperRare and Top Shot) include a Term that the limited license belongs only to the current owner of the NFT, 
and any transfer, sale or other dispossession of the NFT terminates the former owner’s rights and interest in the 
license and NFT. Assuming reasonable steps have been taken, the new NFT recipient will be subject to the 
terms. However, as previously discussed, a subsequent purchaser may not automatically be bound by the terms, 
including the limited license to the digital asset associated with the NFT.

One company’s licensing approach is to include the following provision in the first paragraph of its NFT terms: 
“The recipient of [Company’s] NFT, whether through an initial transfer from [Company] or a subsequent transfer 
or purchase, agrees to the [Company’s] NFT terms which can be found here: [LINK TO TOS].” This is intended 
to ensure that the company’s terms are properly conveyed to subsequent purchasers. Nevertheless, if the buyer 
does not have notice of these terms, the license may not be legally binding. Therefore, to further clarify the 
license and its restrictions on the purchaser, we recommend having separate license terms, requiring notice to 
any purchaser and embedding the license in the metadata of the NFT. Some form of affirmative acceptance also 
helps. This can help assure content owners that the limited license and buyer’s restrictions are included in the 
subsequent NFT sale to continuously and seamlessly effect the transfer of rights in the manner intended by the 
content owner.

IP owners using a marketplace to create and list their content should ensure that they can apply their own licenses 
with certain restrictions in the event that the marketplace’s standard license does not sufficiently protect the 
content of copyright owners. Content owners may either choose to follow the alternative model mentioned above 
and attach separate terms to the NFT listing on the marketplace and/or embed the license terms in the metadata 
of the NFT. 

Sample License Terms

In the discussion that follows, we will discuss key terms to consider including in the limited license, depending on 
the scope and extent of rights a content owner wants to grant to a buyer. 
 
Scope of the NFT License 
Given the potential for confusion in drawing a distinction between ownership of the NFT and a license to the 
content in the NFT, the marketplace terms and any content license should make this clear. Content owners have 
the ability to grant broad or limited rights and impose specific restrictions based on their individual needs and 
business model. There is no one right licensing model. However, all content owners should make clear in the 
license what a user can or cannot do, which is applicable to all the provisions discussed below. The following are 
some of the rights content owners may want to consider addressing in their licenses to protect their IP.
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1. Display Right 

It is important for content owners to specify what purchasers can do with the NFT. Users can generally display one 
instance of the NFT, but not for commercial purposes. On proprietary marketplaces, typically the user can only 
display the NFT on those platforms. Top Shot grants purchasers a limited license to display its NFTs on third-party 
marketplaces or websites only if the third party cryptographically verifies that it is the actual purchaser who has 
the necessary rights to display the NFT.

On SuperRare and Foundation, the creator grants the purchaser a limited license to display the underlying work; 
such right includes promoting or sharing the buyer’s purchase, ownership, or interest in the work (i.e., on social 
media platforms), discussing, sharing, or commenting on the work, displaying the work on third-party marketplaces, 
exchanges, platforms, or applications to sell or trade the NFT associated with work, and displaying the work within 
decentralized virtual environments.

2. Right to Copy

Some licenses permit the user to copy the NFT in a way that does not involve selling or using it for commercial 
gain. Some licenses do not grant the right to create merchandise from the digital asset, to issue / sell copies of the 
original digital asset, or to modify the digital asset underlying the NFT in any way. Some licenses may permit users 
to print a copy of their NFT’s art on a t-shirt or hat that the users intend to wear themselves or give to a small group 
of friends, to commission someone to paint a picture of their NFT art if the users put the painting on a wall in their 
home, or to make a video using the NFT art, but only if it is shared with family or a few friends. 

3. Right to Sell

The limited license usually grants, in addition to the display right, the right to sell, trade, or transfer the NFT, as long 
as the buyer is not otherwise making commercial use of the digital asset.

4. Right to Store

The limited license may allow users to store their NFTs in a digital wallet. Some marketplaces store a user’s NFT 
on their platforms. There are several digital wallets (such as Metamask) and NFT marketplaces (such as Nifty 
Gateway) that store NFTs in multiple forms. 

5. Right to Use 

The license typically grants the user a limited license to use the content underlying the NFT, where it can be used 
either in a digital wallet, within the marketplace’s platform, or sometimes through a third-party platform. 

6. No Right to Commercialize 

In most cases, the limited license does not grant the buyer a right to commercialize the content. Typical licenses 
state: “your purchase of [the NFT] does not give you the right to publicly display, perform, distribute, sell or 
otherwise reproduce [the NFT] for any commercial purpose.” 

Top Shot, Foundation, and SuperRare have similar provisions discussing this prohibition: “The collector / buyer 
will not modify the work, use the work to advertise, market, or sell a third-party product or service, use the work 
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in connection with images, videos, or other forms of media that depict hatred, intolerance, violence or cruelty 
or infringes upon the rights of others, incorporate the work in a form of media for commercial purpose, sell 
merchandise that contains the work, or attempt to acquire intellectual property rights in the work.” 

KnownOrigin’s terms state: “You (buyer) do not acquire any intellectual property rights in the Content, but instead 
you receive ownership (or title) of the Token. You have the right to display the Token and resell it to another person 
if you wish; the original artist of the Content does not give up any copyright in the Content, meaning that you cannot 
prevent the original artist from using the Content for further commercial work; and you have no right to use the 
content for commercial purposes.”

The terms for Vee Friends contain the following statement: “You further agree that you are not receiving any 
copyright interest in the VFNFT or its content, and indeed, you agree that Company may sell, license, modify, 
display, broadcast and create derivative works based upon your VFNFT or its content.” Vee Friends ensures its 
terms state that it will retain the right to create derivative works because Gary Vaynerchuk plans to utilize the NFTs 
in other markets. 

One company’s NFTs include the Term: “Although the NFT itself is owned by the recipient of the NFT, the Artwork 
and Brand associated with the NFT is licensed and not transferred or sold to such recipient…license to access, 
perform and/or display the Artwork and Brand using the NFT, solely for your personal, non-commercial purposes…
[Company] and its affiliates retain all right, title, and interest in and to the Artwork and Brand.” 

This company’s license also states: “You may not use the Brand in connection with any product or service that 
is not [Company’s] product or service, or in any manner that is objectionable, likely to cause confusion or dilute, 
blur, or tarnish the Brand. All use of the Brand, including any goodwill generated by such use, shall inure to the 
benefit of [Company].” 

As more famous brands enter the NFT space, it is likely that similar terms will be used in their NFT agreements. 

Alternative License Provisions 

Notwithstanding the above, there are situations in which the copyright owner elects to grant broader rights than 
those in the typical limited license terms above.  

Some NFT marketplaces expressly grant the purchaser some rights to commercialize the work. One example of a 
platform that specifically permits commercial use is Bored Ape Yacht Club. BAYC grants the buyer of a Bored Ape 
an unlimited, worldwide license to use, copy, and display the purchased art for the purpose of creating derivative 
works based upon the art (i.e., producing and selling T-shirts displaying copies of the art). 

Another license that grants broader rights is Dapper Labs’ CryptoKitties license. The purchasers of a CryptoKitty 
receive a license to use, copy, and display the Art for the Purchased Kitty for the purpose of commercializing 
their own merchandise that includes, contains, or consists of the Art for their Purchased Kitty, provided that such 
commercial use does not result in the purchaser earning more than $100,000 in gross revenue each year. 

While there are instances of content owners granting purchasers broad use of their NFTs, the norm is restrictive. 
If content owners choose to permit broader use of their NFTs, they should be clear on what the uses are and what 
restrictions they are imposing on the buyer. 
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Other Rights

The owner of Vee Friends intends to utilize the content of his NFTs in other markets, like television. Some purchases 
of the Vee Friends NFTs include special experience opportunities, which are further described in the NFT’s 
“Experience terms.” This aspect of the Vee Friends NFT license deviates from other NFT agreements as it grants 
purchasers the right to be admitted to “VeeCon” in future years. 

It is possible that as more companies begin entering the NFT space and releasing their own NFTs, such companies 
will also offer a physical experience (such as a ticket to an event) in addition to just the NFT. The fact that NFTs 
can be created to have functionalities in both the digital and physical world, as both a collectible and a certificate 
of some sort, is revolutionary, and we look forward to seeing how NFTs will be similarly utilized across industries 
in the future. 

Royalty and Resale 

All the curated marketplaces (including Rarible and Vee Friends) include in their terms a provision explaining fees 
and royalties on both primary and secondary sales. Royalties are completely automatic payments so creators (or 
proprietary marketplaces) can just sit back and earn royalties in perpetuity each time collectors re-sell their NFTs 
to another person at a higher price. Thus, the creator (or platform) is entitled to a continuing royalty even after the 
initial sale.  

Vee Friends: The initial purchaser of a Vee Friends NFT pays all amounts due to Vee Friends, LLC. Subsequent 
purchasers pay all amounts due to the current holder of the NFT. Vee Friends receives 10% (royalty) of every 
subsequent sale of a Vee Friends NFT. When a Vee Friends NFT is sold on a third-party marketplace, the seller 
must include a statement in the description of the NFT that is substantially similar to: “10% Royalty Applies. See 
Vee Friends terms for details.” 

KnownOrigin: KnownOrigin collects 15% of the total value of the initial transaction, and for all secondary sales 
that take place on its marketplace, a further 2.5% royalty fee for KnownOrigin and a 12.5% royalty for the artist. 
While most of the NFT platforms do not take a percentage of the resale cost for sales on secondary marketplaces, 
KnownOrigin does. For any secondary sales of such NFTs made on the OpenSea marketplace, KnownOrigin also 
receives a 2.5% commission of the total value of that transaction. KnownOrigin is unique in this regard. 

Foundation: When NFTs are traded on Foundation in a primary sale, the creator receives 85% of the total sale 
price and Foundation collects the remaining 15%. For secondary sales on Foundation, the seller receives 85% 
of the total sale value, and out of the remaining 15%, the original creator receives 10% and Foundation collects 
5%. Unlike KnownOrigin, Foundation does not collect fees, commissions, or royalties for transactions occurring 
outside of its marketplace. An interesting aspect of Foundation is “splitting,” which means a creator can share 
earnings with up to 3 other recipients. Everyone participating in a split receives funds from the primary market sale 
and also receives earnings for all secondary market sales in perpetuity. 

Rarible: Sales on Rarible’s marketplace is subject to a 2.5% service fee payable to Rarible. With respect to 
secondary sales, Rarible is appealing to creators in comparison to the other marketplaces because commissions 
are set in the sole discretion of the creator. Artists minting on Rarible are allowed to select any royalty percentage 
they want to receive from lifetime re-sales, ranging from 0% all the way up to 100%. If a collector buys an NFT 
with a 100% commission, Rarible states in its terms that the buyer would be unable to collect any proceeds from 
a resale of that NFT on the Rarible Platform. 
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SuperRare: For primary sales on SuperRare’s platform, the artist receives 85% of the total sale price and SuperRare 
collects 15%. For subsequent sales in SuperRare’s secondary market, the artist receives a 10% royalty based on 
the total sale price which is paid by the collector who re-sells the NFT. As of July 2021, SuperRare also now has 
Collector Royalties. The first collector of a qualifying artwork will receive a 1% transaction royalty, paid from the 
SuperRare network fee, upon completion of the first secondary market transaction to which they are no longer a 
direct participant. This royalty will decay by 50% for each subsequent transaction until exhaustion (1%  0.5%  
0.25%  0.125%  0.0625%, etc). Unlike KnownOrigin, but similar to Foundation, SuperRare does not collect 
fees, commissions, or royalties for off market transactions occurring outside of its marketplace. Notwithstanding 
the provision in SuperRare’s terms encouraging collectors to list their NFTs for sale on SuperRare’s marketplace, 
collectors are still permitted to sell or transfer their NFTs on third party exchanges. 

Nifty Gateway: Nifty Gateway artists can set their own royalties, just like Rarible creators. For every sale of a Nifty 
on its platform, Nifty Gateway collects 5% plus 30 cents. 

MakersPlace: MakersPlace takes a 15% commission of the total sale price from a primary sale, and the buyer pays 
an extra 2.9% fee if purchasing via credit card. For resales on its marketplace, MakersPlace takes 2.5% and 10% 
goes to the creator as a royalty. 

Payment
All the marketplaces ensure that the NFT buyer agrees to pay all applicable fees associated with the transaction. 
Most NFT transactions are generally irreversible since they are conducted through either the Flow or Ethereum 
blockchain. As a result, the payments are collected automatically and no refunds on purchases are typically 
permitted. NFT marketplaces whose payments are conducted through a blockchain also have a Term that the 
buyer will need to pay a Gas Fee for each transaction that occurs on its platform.10 Transaction fees that users are 
responsible for can vary significantly – high gas prices can reach up to $50 per transaction. 

Payments can apply to either the initial sale or the resale of the NFT. Some of the marketplaces may not address 
payment in their terms, which can be problematic for content owners. Content owners should consider how they 
will get paid for their NFTs. In many cases, there is a direct wallet to wallet transfer of the NFT from the seller’s 
wallet to the buyer’s wallet and cryptocurrency from buyer to seller. This method of payment is typically managed 
through a smart contract. Thus, the initial sale price is paid directly to the content owner (and on a secondary 
sale, a portion of the resale price is paid directly to the seller and the remaining royalty fee is paid directly to the 
content owner). For this payment method, the content owner must be willing and able to accept cryptocurrency. 
This requires the content owner to handle the necessary crypto accounting and accept potential fluctuations in the 
value of the crypto unless immediately converted to fiat currency. 

Another payment model is a typical reporting structure in which the marketplace receives the currency (whether 
in cryptocurrency or other form of payment) from the buyer, and sends a report and payment due to the content 
owner. The marketplace facilitating this transaction will typically charge a service fee, which may be taken from 
either the seller or the buyer. One risk of relying on the marketplace for payment in this way is that the marketplace 
may shut down or go out of business, therefore resulting in uncertainty whether the content owner will continue to 
receive royalty / resale payments.

10 Gas Fees fund the network of computers that run the decentralized Flow or Ethereum blockchain network.
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If a marketplace’s payment structure pays the content owner directly in crypto, but the content owner wishes to 
accept a less volatile currency such as the USD, there are alternatives. Coinbase and BitPay are companies that 
offer a service (for a fee) where they accept the crypto and immediately credit the seller in USD or other fiat. 

In sum, content owners can choose to be paid however they want, but they need the mechanism to accept 
cryptocurrency if that is the selected payment method. In such an event, content owners should understand how 
to manage a digital wallet, be aware of the volatility of cryptocurrency and the risk of loss if the cryptocurrency 
goes down in value, and be mindful of the tax and accounting implications for both regular income and capital 
gains on the value of the cryptocurrency being held. 

Conclusion
The NFT market is just getting started, as the innovation is only in its infancy. Careful consideration of potential, 
forthcoming legal issues will be necessary as more industries begin to utilize NFTs. As content creators get more 
creative, as business models change and as NFTs represent more than static digital art, the licenses will evolve. 
The foregoing is just a snapshot of some of the licenses and license terms that are currently used. Even with these 
“basic” NFT license terms, there are many legal issues that may arise. It is likely some of the current licenses will 
lead to litigation. Companies getting involved with NFTs should definitely think through these and other issues that 
will arise and work with knowledgeable counsel to get ahead of the issues to come.
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Sheppard Mullin’s Blockchain Technology and Digital Currency team helps clients develop innovative and comprehensive 
legal strategies to take advantage of what may be the most disruptive and transformative technology since the Internet. We 
focus on advising clients on how to meet their business objectives, without incurring unnecessary legal risk. Our team includes 
attorneys with diverse legal backgrounds who collectively understand the vast array of legal issues with and ramifications of 
blockchain technology and digital currencies. More Information

For further details, please contact: 

James G. Gatto
Leader, Blockchain & Fintech Team, Social Media and 
Games Team and Open Source Team

202.747.1945
jgatto@sheppardmullin.com

Molly Tomer
Summer Associate

This alert is provided for information purposes only and does not constitute legal advice and is not intended to form an attorney client 
relationship. Please contact your Sheppard Mullin attorney contact for additional information.
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Protecting IP and Limiting Liability When  
Licensing IP for Digital Art and NFTs

 
By:  James Gatto

Many things are being tokenized, but the growth of NFTs for digital art is booming. This, in part, is due to the recent 
headline news that Beeple’s iconic digital art work was sold at auction by Christie’s for $69 million. Other digital art 
is being created to leverage pre-exiting IP and physical art. This boom is creating great opportunities for IP owners 
who want to license their IP for use in NFTs. However, for those just entering the space, there are many things to 
consider given some of the unique aspects NFTs and digital art. 

The IP owners that may capitalize on this NFT boom can include: 

• brands that have famous trademarks, logos, and other brand identifiers; 
• game companies that have unique characters or game art
• book, movie and other publishers that have unique characters and other IP; 
• artists who created have physical or digital works; 
• other IP owners

When IP licensing rights for use in digital art and other NFTs, it is important to be clear what is and what is not 
being licensed. The scope of the license should be limited to particular purposes. Various other limitations may 
also be appropriate. For example, a creator may grant rights to create a specified number of NFTs associated 
with a copyrighted work, in order to maintain the scarcity (and associated value) of the NFT based on such work. 

Other examples to consider include imposing limitations on: 

• modifications of the IP or the art in which it is included; 
• what can be combined with the IP-based art; and 
• where and how the NFTs are distributed. 

Considerations relevant to each of these potential limitations is set forth below. 

Limitations on Modifications and Combinations

In some cases, licensors may wish to limit or exercise control over modifications of the IP as used in the art and/or 
modification of the IP-based art itself. Also, it may be advisable to consider limitations on what can be combined 
with that art. 

To understand the potential need for limitations on modifications and combinations , it is important to understand 
the range of options that exist with certain forms of NFTs (e.g. digital art). Failure to consider these options may 
result in granting rights that are too broad and permit your IP to be modified or combined with other content in 
ways that you may not want associated with your IP. 
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Layered Art

For example, one cool feature of NFT-based digital art technology is layered art. This technology enables a single 
work to include multiple layers of art, each created by a different artist. Each layer may be tokenized and owned 
by a different entity. And the work as a whole can also be tokenized and that token can be owned by yet a different 
entity. Due to this feature of digital art, you should consider the scope of the license you grant to prevent art 
based on your IP from being associated with works that you find undesirable. For example, without appropriate 
limitations, your licensee may create one layer of such a work based on your IP, while other layers may include 
offensive materials or other content that you would not want associated with your IP. 

Programmable Art

Another interesting genre of digital art is programmable art. Programmable art may be autonomous or not. In either 
case, the art is programmed to change based on certain triggers. In a simple case, the work may have two fixed 
layers and the art may change from one layer to the other based on some fixed event. In this simple example, one 
layer may be presented during the day and the other at night. In this scenario, there are two fixed layers that are 
alternately displayed. However, programmable art can be much more complex and can morph a single image in 
various, sometime random ways. In some cases, programmability can modify or distort the image. This, too, could 
lead to some undesired representations of your IP. 

Generative Art 

Yet another form of digital art is referred to as generative art. Generative art uses AI or other algorithms to create 
or modify art. In some cases, an artist specifies some of the inputs or starting points for the art, then the algorithm 
takes over. Depending on the effect of the algorithm, if generative art is based on your IP as an input, this too could 
lead to some undesired representations of your IP.

Collaborative Art

Another form of digital art that is becoming more popular is collaborative art. This is a form of art where many 
individuals contribute to a single piece of art. Layered art (discussed above) is one way collaborative art is being 
created. However, in some cases the art is much more openly collaborative in a crowd-sourced manner. See 
for example Dada. Due to the open nature of contributions to collaborative art, this too could lead to unintended 
consequences for your IP if the licensee contributes to such a work with art based on your IP. 

Without sufficient knowledge of the digital art landscape, and the ever evolving tools and techniques, it is difficult 
to effectively draft licenses that protect your IP from undesirable modifications or combinations. When licensing 
your IP for digital art or other NFTs, it is important to understand the potential ramifications of these and other 
technologies. Simply granting a license to use your IP in one or more NFTs can be risky. While that may seem 
like a limited license, without other appropriate limitations, it may be a lot broader than you intend. Depending 
on the intended use, licensors should consider including language in their license to protect against potentially 
undesired outcomes. 

License Revenue Models

Another unique and advantageous aspect of many NFTs is the ability for creator and/or licensor to collect a fee not 
just when the NFT is originally sold but each time it is resold as well. This capability can be implemented through 
smart contracts. Smart contracts typically comprise autonomous code that is associated with a token and manage 
the sale and resale of the token. They can be programmed to automatically transfer a portion of the sale and 
resale to a designated digital wallet. To take advantage of this capability, licensors should make sure the license 
is properly worded to cover a royalty or revenue share for the initial sale and each resale.

Liability avoidance

While the upside of licensing IP for NFTs is appealing, there can be potential liabilities as well. For example, 
various potential legal liabilities may arise based on how and where the NFT is sold. Most of the well known NFT 
platforms are mindful of and address these issues. However, without appropriate limitations, licensees may use 
alternative distribution methods that are not necessarily regulatory-compliant

Page 2
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Securities Laws – Fractional Ownership and Pooling

Most NFTs that are associated with a single wok and individually sold are not likely to be deemed a security under 
U.S. securities laws. However, various sales techniques are being used that may implicate securities laws. One 
technique is fractional ownership. In this scenario, ownership of a single work (or group of works) is represented by 
multiple tokens with different owners. This enables many people to share ownership of a single work. Depending 
on how this fractional ownership is structured this could constitute a pooled interest. 

According to another technique, multiple artists may pool together a collection of their independent works, tokenize 
that collection and share in the proceeds from sale and resale of the token. 

In both of these scenarios, depending on how the fractionalization or pooling of interests is structured, securities 
law issues may arise. The seminal case on whether a token offering is subject to securities law is the Howey 
case. This case dealt with a pooling of assets (orange groves) and a sharing of the collective proceeds. Whether 
the foregoing techniques raise securities law issues must be decided on a case-by-case basis, considering the 
totality of facts and circumstances of the particular offering. However, prudent licensors can include language in 
their licenses to NFT creators that can help prevent or mitigate any such liability. 

Money Laundering and Sanctions Circumvention

It is well known that high value art has been used in money laundering schemes and to circumvent sanctions. 
The record sums being obtained for some NFTs has caught the attention of FinCEN and OFAC. These entities 
administer the anti-money laundering and sanctions circumvention laws governing these activities. IP owners 
should consider provisions in their licenses to address these possibilities. 

Requirements for a licensee to ensure compliance with all applicable laws and to indemnify the licensor in the 
event of breach are common in IP licenses. These requirements are recommended. However, in some cases, it 
may be prudent for licensors to understand and limit where licensed NFTs will be sold and/or to include language 
in their licenses to exercise a certain level of control to prevent unwanted scenarios. A certain level of diligence 
on the distribution methods and/or platforms through which a sale of the licensed work will be sold is advisable. 

Conclusion

The digital art and NFTs markets are, fascinating, growing and will undoubtedly continue to evolve. Many fortunes 
already have been made. Many more likely will be made. But as with any other big opportunity there do come 
some potential risks and liabilities. The foregoing are just some of the legal issues that should be considered when 
licensing IP to capitalize on these trends while avoiding or minimizing liability. 

Sheppard Mullin’s Blockchain Team includes intellectual property licensing lawyers who focus on helping NFT 
creators and IP owners protect their intellectual property, avoid claims of infringement and enforce rights when 
infringement is found. 

To further assist those dealing in NFTs, Sheppard Mullin has offered free webinars on NFTs and Entertainment. We 
covered NFTs and games on February 4. A link to that webinar is here. On March 10 we covered, NFTs and digital 
art (a day before Christie’s fetched a whopping $69 million for Beeple’s iconic piece of digital art). That webinar 
can be found here. For an overview of some of other legal issues in these areas, see our articles on art, games 
and collectibles. Sign up here for our Law of the Ledger blog to automatically receive updates on these issues. 
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What are NFTs?

Non-fungible Tokens = asset (physical or digital) + evidence 
of ownership 

Asset Evidence of Ownership

3

What are NFTs

NFT ownership 
is recorded on 
blockchain 

- Creation and 
resale managed 
by smart 
contract

 The actual file is 
stored 
somewhere 
else!

4
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What are NFTs

5

Token URI 

What are NFTs?
Non-fungible

Cryptographic token (e.g., ERC-721 or 1155)

Created (minted) and Managed by Smart Contracts

Transactions Recorded on 
Distributed ledger (blockchain)

Transactions Performed via
a digital wallet or other application

Often on NFT Marketplace

Digitally Displayed in various ways

6
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What Can Be Tokenized?
NFTs can be used to represent virtually any type of real or intangible 

item, including:
Artwork
Virtual items within video games such as skins, virtual currency, 

weapons and avatars
Music
Collectibles (e.g. digital trading cards)
 Tokenized real-world assets, from real estate and cars to racehorses 

and designer sneakers
Virtual land
Video footage of iconic sporting moments

NFTs – IP ISSUES

NFT = TOKEN + ASSET
 Typically own the token, but only have a license to the instance of 

the digital asset referenced in the token metadata
Copyright owner retains rights in the underlying work
 If selling NFTs, rights clearance like licensing of other media
Review TOS for platform through which you sell

- Ensure license with original sale
- Smart contract can impose certain restrictions
- Ensure platform does not overstate what user “owns” or is “buying”
- % of resale (can get paid directly via smart contract to a digital wallet) 
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Licensing Opportunities

The IP owners that may capitalize on NFT boom can include: 
Brands that have famous trademarks, logos, and other brand 

identifiers 
 Teams, bands, artists, celebrities
Game companies that have unique characters or game art
Book, movie and other publishers that have unique characters and 

other IP
Artists who created have physical or digital works
 Text – tweets and articles
Other IP owners

9

Licensing IP for NFTs

Brands/IP Owners should consider nuances of NFTs when licensing:
 Limit scope of license to specifically agreed upon authorized uses
 Limit # of instances to maintain scarcity
Specify license fee based on sale and resale
 Limit modifications/combinations – approve NFT and prohibit 

subsequent modifications or combinations w/o approval
 Limit where distributed – specify agreed upon distribution channels
 Limit how distributed – e.g., prevent unauthorized pooling or  

fractionalization
NFTs and Intellectual Property: What IP Owners and NFT Creators Need to Know

10
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IP Protection Issues

Utility Patents
Design Patents
 TM/trade dress
Copyright
Right of Publicity

11

Sample Patents

U.S. Patent 10,946,283 “efficiently storing, issuing, and transacting 
tokenized blockchain game assets managed by a smart contract”
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Trademark Protection For NFTs
 Types
 Word Marks
 Logos, Design Marks / Trade Dress
 Slogans
 Motion Marks 

 Classes  
 9: Downloadable Software
 42: Non-downloadable Software
 28: Digital collectibles and games
 41: Entertainment Services

 Intent to Use  
 Constructive Priority Date

13

Design Patent Protection

 Violation of a design patent permits recovery of all of the infringers’ 
profits (not just those attributable to the use of the design/trade 
dress)

 35 U.S. Code § 289 creates a special form of damages for infringement of design patents, 
allowing a patent owner to pursue "total profits"(also referred to as "infringer profits") as an 
alternative to the traditional patent damages available under Section 284, such as reasonable 
royalty. "Total profits" damages are calculated using the infringer's total sales and subtracting 
appropriate costs and expenses.

 Can Be a Significant Advantage

14
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Copyright Infringement 

Many of the traditional principles apply
Monitor and act early
 If NFT infringes copyright – DMCA take down notice to the platform
Once sold, NFT is associated with a user wallet, but identity may be 

hard to ascertain

First Sale Doctrine

Limitations on exclusive rights (17 U.S. Code § 109)
(a)Notwithstanding the provisions of section 106(3), the owner of a 
particular copy or phonorecord lawfully made under this title, or any 
person authorized by such owner, is entitled, without the authority of 
the copyright owner, to sell or otherwise dispose of the possession 
of that copy or phonorecord.
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First Sale Doctrine
First sale doctrine typically not applied to digital goods. Capitol 
Records, LLC v. ReDigi Inc.
 The statute only protects distribution of copies that were “lawfully 

made under this title”
 The files that ReDigi were reselling were not lawfully made - the 

copyrightable content itself was transferred and copied
 “The fact that a file has moved from one material object — the user's 

computer — to another — the ReDigi server — means that a 
reproduction has occurred. Similarly, when a ReDigi user downloads 
a new purchase from the ReDigi website to her computer, yet another 
reproduction is created. It is beside the point that the original 
phonorecord no longer exists. It matters only that a new phonorecord 
has been created.”

Terms of Service
Powerful tool to legally protect you…if done right
Must form valid contract - sign on property doesn’t bind a passerby 
Modifications must be agreed to - once we have an agreement you 

need to agree to change the deal
Must be customized to your business model and legal risks - Do not 

treat as boilerplate/copy from others
You must act consistent with what’s in the TOS to get the benefit  
Courts will enforce TOS if properly formed - it has saved most 

game companies from gambling suits - prohibit secondary markets 
(this specific point may not be relevant to NFTs but is example) 
 Leverage requirement for arbitration and avoid class action
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4 Big Regulatory Issues

• Terms of Service – customized TOS are critical and legal terms need to be consistent with business model 
and advertising

Contact Information & Resources

James Gatto │ Email 
Partner, Blockchain & Fintech Team Leader

Sheppard Mullin Blockchain Blog: 
https://www.lawoftheledger.com/ 

Sheppard Mullin Art Law Blog: 
https://www.artlawgallery.com/ 

 NFT License Breakdown: Exploring Different 
Marketplaces and Associated License Issues 
(Sept. 2021)

 Protecting IP and Limiting Liability When 
Licensing IP for Digital Art and NFTs (Mar. 2021)

 NFTs and Intellectual Property: What IP Owners 
and NFT Creators Need to Know (Mar. 2021)

 The Hammer Falls on the First Major 
Blockchain-based Art Auction (Nov. 2018) 

 Tokenized Art Legal Issues (Feb. 2021)
 Blockchain Games and Collectibles – Patents 

and Other Legal Issues (Mar. 2019)
 Legal Issues With Blockchain-Based Crypto 

Games and Collectibles (May 2018) 
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Trends in Cybersecurity:
Views from Law and Tech

 Sophisticated Extortionate Attacks
 Thorough, persistent, patient reconnaissance 
 Customized malware to evade anti-virus 

products 
 Credential stealing Trojans
 Legitimate applications used for malicious 

purposes
 Deletion of backup data
 Theft of sensitive information
 Encryption of core applications, networks
 Full-scale criminal business models
 Continuing evolution of criminal business 

models to maximize monetization 
 Remains the greatest threat across all sectors

General Trends in Online Crime

2
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 Optimization of Monetization
 High value targets 

• Managed service providers
• Critical providers in technology supply chain
• Organizations with financial ability
• Organizations with reputations to preserve 

 Exfiltration Extortion
• Exfiltration of sensitive data prior to encryption
• “Invisible” exfiltration – without encryption

 Actions to Leverage Ransom Payment
• Preliminary posting of attack on shaming site
• Preliminary posting of sensitive data
• Direct contact with employees and clients
• Posting of stolen data if ransom not paid
• DDoS attack if ransom not paid

General Trends in Online Crime

3

 Email Account Compromises
 Sophisticated phishing attacks
 Credential harvesting

 Attack Monetization
 Sensitive data sales
 Secondary access to funds

 Wire transfer redirects
 Direct deposit redirects
 W-2 image exploits

 Attack vector for network intrusion

General Trends in Online Crime

4
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 Automated cybersecurity 
 Automated cybersecurity including auto-updates
 Users can be helped to make better decisions 
 human-centered and usable security

 Machine learning/Artificial Intelligence 
 very narrow areas such as malware

 Risk cannot be eliminated
 Regardless of advances in technology, risk cannot be 

eliminated 

General Trends in 
Cyber Defense Capabilities

5

 Proactive
 Critical security controls

 Multi-factor authentication
 Heuristic-based endpoint detection and response tools

 Incident response planning
 Tabletop exercises

 Reactive
 Rapid response protocols
 Heuristic-based endpoint detection and response tools

 State of the art detection and mitigation
 Mitigating risk of invisible exfiltration
 HIPAA breach risk assessments 

Best Practices in Prevention, 
Detection & Response to 
Data Breaches

6



Chapter 4—Presentation Slides: Trends in Cybersecurity: Views from Law and Tech

 4–4Emerging Legal Issues Related to Technology

 Focus on security, compliance will follow
 Focus on compliance, may be compliant but insecure
 Technology best practices versus compliance
 Map security controls to compliance platform
 HIPAA – Chapter 45 CFR Part 160
 PCI DSS
 NIST / Critical Security Controls

 Ensure functional security, not “checklist 
compliance”

Best Practices in Compliance

7

 State of actuarial science and statistics
 Research in economics

 Cyber Insurance industry trends
 Effect of ransom payments

 Carriers leaving markets
 Policies include new and higher retention
 Policies include new sublimits
 Policies include lower aggregate limits
 Substantially higher premiums 
 Multi-factor authentication may be precondition to binding a policy
 Heuristic-based endpoint detection and response tool may be 

precondition to binding a policy
 Office of Foreign Asset Control Guidance

 Increased scrutiny on due diligence compliance programs and 
reporting to law enforcement 

Mitigate Economic Risk 
Through Cyber Insurance

8
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 Law firms are targets of extortionate attacks
 Treasure trove of sensitive information
 Document management systems often lack segmentation and access 

controls
 Law firms have enhanced notification obligations

 Data breach notification statutes
 ABA Formal Opinion 483 – may have ethical duty to notify in the 

absence of regulatory or statutory duty to notify
 Duty of competence – including basic technology, and oversight of 

security measures to protect client information
 Duty of confidentiality
 Duty to safeguard client documents
 Duty of communication – keep client reasonably informed, including 

notification of any unauthorized access to materially confidential 
information

Cybersecurity and 
the Legal Vertical

9

 Develop or revise incident response plan
 Develop preventive cybersecurity measures

 Layered defense
 Heuristic-based endpoint detection and response tools

 Develop comprehensive data backup and restoration system
 Identify essential data to backup
 Identify type, location, frequency and process of backups
 Identify retention timeframe for backup data
 Air gap one copy of backup data

 Establish a culture of security – Develop a human firewall
 Know the resources available through cyber insurance policy

Prevention of & Preparation 
for Ransomware Attacks

10
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 Preparation
 Detection
 Analysis
 Containment
 Eradication
 Recovery
 Lessons Learned

Closing Thoughts & 
Questions

11

• Insightful resources for clients, brokers, carriers, and the 
industry:

– Digital Insights Blog (subscribe online)
– Digital Insights Quarterly Newsletter 

(subscribe online)
– Cybersecurity Quarterly Webinars
– Interactive Maps: 

 Data breach notification statute maps
 Information security standards
 Data privacy statute summaries

– Data Privacy & Cybersecurity Handbook 
(subscribe online)

– Lewis Brisbois Cyber Practice App:
 Available in the App Store

• 24/7 Telephonic Hotline: 844.312.3961
– breachresponse@lewisbrisbois.com

Free
Resources

12
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Josiah Dykstra, Ph.D., CISSP, CEH, is the Founder
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prestigious honors including the 2017 Presidential
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(PECASE). Dr. Dykstra is also an Associate Member
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Questions?

Josiah Dykstra, Ph.D.
CISSP, CEH

Founder, Designer Security
Josiah@DesignerSecurity.com

443.599.8505
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Sean Hoar, CISSP, GISP, CIPP/US, is a Partner and
Chair of Lewis Brisbois’ national Data Privacy &
Cybersecurity Practice. Sean has extensive
experience managing responses to digital crises, and
the Lewis Brisbois Rapid Response Team has
managed thousands of data security incidents. Sean
served as the lead cyber attorney for the U.S.
Attorney’s Office in Oregon, and worked closely with
the Computer Crime & Intellectual Property Section in
Washington D.C. He holds the Certified Information
Systems Security Professional (CISSP), the Global
Information Security Professional (GISP), and the
Certified Information Privacy Professional/United
States (CIPP/US) credentials. He taught courses in
cybercrime at the University of Oregon School of Law
and the Lewis & Clark Law School, and he serves as
the Executive Director of the Financial Crimes &
Digital Evidence Foundation.

Questions?

Sean B. Hoar
Partner, CISSP, CIPP/US

Lewis Brisbois Bisgaard & Smith LLP
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971.712.2795
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 Data Privacy
Emerging Issues



Speakers

 Robert Gratchner, Head of Global Data Protection, Western Digital, 
Lake Oswego, OR

 Alex Wall, Global Privacy Counsel, Rimini Street, Inc., Portland, OR 
(CIPP/US, CIPP/E, CIPM, PLS, FIP)
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1. The U.S. Could Get a GDPR-Inspired 

Federal Privacy Law


New Legislation

 Colorado and Virginia are getting new data protection laws

 California voted for California Privacy Rights Act

 Other countries are implementing new Data Protection laws 
or enhancing their own:

 China

 Brazil

 Canada
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China’s New Privacy Law

 The Personal Information Protection Law of the People's Republic of China ('PIPL’)  will enter 
into effect on 1 November 2021.

 The PIPL is a comprehensive data protection law that regulates personal information handling 
activities and promotes the rational use of personal information. It establishes duties for data 
controllers, such as the 

 appointment of personal information protection officers, and includes provisions on 

 Requirements to conduct personal information protection impact assessments (PIAs), as well 
as

 restrictions on international data transfers, among other things.

 The PIPL provides individual rights similar to those found in the EU's General Data Protection 
Regulation (Regulation (EU) 2016/679) ('GDPR'), including the right to know, access, data 
portability, refuse decisions made solely through automated methods, and request correction 
and deletion.


China’s New Security Law

 The Data Security Law of the People's Republic of China entered into 
effect on 1 September 2021. The Data Security Law (“DSL”) regulates 
data processing activities associated with personal and non-personal 
data.

 The DSL regulates the handling of personal and non-personal 
information. It introduces data security protection obligations for 
information processors including the designation of persons 
responsible for data security, the establishment of data security 
management bodies, and the conducting of risk assessments, among 
other things.

https://www.dataguidance.com/comparisons/general-data-protection-regulation
https://www.dataguidance.com/comparisons/general-data-protection-regulation
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2. The Growing Collection of Information 

and Spreading of Misinformation



 We're probably going to want to have some sort of secure/privacy-
protective digital vaccine passport. Some of the current offerings look a 
little weak.

Privacy, Security and Proof of 
Vaccination

https://www.msn.com/en-ca/news/canada/serious-privacy-security-concerns-raised-about-portpass-vaccine-verification-app/ar-AAOQHzf
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Browsers might cut cookies out of their 

diet soon…

 Cookies are going away, ATT and FLoC are coming in, and tracking 
may get more pervasive using different technology. 

 What if there isn't a new normal that works for advertisers? And what 
happens to the advertising industry next?

 What if we can't agree to unify on new models? 

 Digiday suggests that Amazon has the most to gain from the changing 
advertising landscape.


Alexa, meet Astro, the robot sentry

 If Alexa wasn't privacy-invasive enough, you can now get in line to 
purchase 'Astro,' Amazon's robo-sentry.  This robot will follow people 
around the house recording every move. Will it work or will it ...'throw 
itself down a set of stairs,' as one insider predicts.

https://digiday.com/marketing/an-early-red-flag-mobile-ad-industry-grapples-with-early-uncertainties-from-apples-tracking-crackdown/?utm_source=Benedict%27s+Newsletter&utm_campaign=77c15ad54e-Benedict%27s+newsletter_COPY_01&utm_medium=email&utm_term=0_4999ca107f-77c15ad54e-70232417
https://digiday.com/marketing/an-early-red-flag-mobile-ad-industry-grapples-with-early-uncertainties-from-apples-tracking-crackdown/?utm_source=Benedict%27s+Newsletter&utm_campaign=77c15ad54e-Benedict%27s+newsletter_COPY_01&utm_medium=email&utm_term=0_4999ca107f-77c15ad54e-70232417
https://www.kevel.co/blog/unified-id-cookies/?utm_source=Benedict%27s+Newsletter&utm_campaign=9d9dfe0bea-Benedict%27s+newsletter_COPY_01&utm_medium=email&utm_term=0_4999ca107f-9d9dfe0bea-70232417
https://www.modernretail.co/platforms/as-privacy-changes-loom-amazon-stands-to-reap-the-greatest-reward/?utm_source=Benedict%27s+Newsletter&utm_campaign=77c15ad54e-Benedict%27s+newsletter_COPY_01&utm_medium=email&utm_term=0_4999ca107f-77c15ad54e-70232417
https://www.modernretail.co/platforms/as-privacy-changes-loom-amazon-stands-to-reap-the-greatest-reward/?utm_source=Benedict%27s+Newsletter&utm_campaign=77c15ad54e-Benedict%27s+newsletter_COPY_01&utm_medium=email&utm_term=0_4999ca107f-77c15ad54e-70232417
https://www.vice.com/en/article/93ypp8/leaked-documents-amazon-astro-surveillance-robot-tracking
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Russian privateers on the Internet seas

 In the 16th century, England granted privateers free license to raid 
Spanish ships, fostering the advent of the golden age of piracy. Russia 
seems to have issued its own letter of marque - for cyber attacks.


Misinformation

"I am here today because I believe that 
Facebook's products harm children, stoke 
division, and weaken our democracy,“  -
Frances Haugen

https://www.bloomberg.com/opinion/articles/2021-05-14/putin-s-russia-gives-safe-harbor-to-pirates-of-the-cyber-seas?srnd=opinion
https://www.bloomberg.com/opinion/articles/2021-05-14/putin-s-russia-gives-safe-harbor-to-pirates-of-the-cyber-seas?srnd=opinion
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3. The Trend of Employee Monitoring


Employee Monitoring

 Mandatory drug testing, criminal background checks, and a 
battery of psychological assessments are almost commonplace.

 In addition to these pre-employment screenings, 
computer monitoring, video surveillance, spying, 
eavesdropping, investigators posing as employees, undercover 
operatives, personal information shared with co-workers, 
telephone taps, and active badges are among the most 
common monitoring techniques
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Another COVID side-effect: Continuing 

Elevated Workplace Surveillance

 Over-intrusive workplace surveillance seems to be a lasting side effect 
from the pandemic.

Solution offerings for businesses

https://www.washingtonpost.com/technology/2021/09/24/remote-work-from-home-surveillance
https://www.washingtonpost.com/technology/2021/09/24/remote-work-from-home-surveillance
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Today’s Agenda

• Remote Lawyering
• Mobile Layering 
• Data Security Ethics
• Cloud Computing

• Oregon RPCs

• Questions
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Remote Lawyering 
(Before, During & After the Pandemic)

buchalter.com

ALL OF THEM
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Home Office: Expectations

buchalter.com

Home Office:  Reality
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Principal Concerns with Remote Lawyering

Duty of 
Competence

Duty of 
Confidentiality

Duty to 
Supervise Avoiding UPL

buchalter.com

#1:  You Have to be Competence
• Oregon RPC 1.1:  “Competent representation requires the legal knowledge, skill, 

thoroughness, and preparation reasonably necessary for the representation.” 

• Cmt [8]:  Lawyer must “maintain” competence by keeping abreast of changes in the law and 
its practice, including the benefits and risks associated with relevant technology, engage in 
continuing study and education.

Consider
• Available workspace and needs
• The inevitable interruptions to workflows
• Securing physical material/property
• Tracking deadlines and scheduling changes
• Staying (and becoming) competent 



Chapter 6—Modern Ethics and the Future of Virtual and Remote Practicing

 6–5Emerging Legal Issues Related to Technology

buchalter.com

#2:  Keep Client Information Confidential
• RPC 1.6(a):  A lawyer shall not reveal information relating to 

the representation of a client unless the client gives 
informed consent, the disclosure is impliedly authorized in 
order to carry out the representation or the disclosure is 
permitted by paragraph (b).

Attorney-client privilege:  

• Attorney

• Client

• Communication

• Confidential

• Purpose of legal advice

buchalter.com

Traditional office New remote work setup

• Semi-designated work space

• No (or limited) in-person contact
• 24/7 open access
• Less secure tech

• Not staffed by employees
• Staff is remote
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• RPC 1.6(c):  attorneys need to act reasonably to prevent non-authorized access or 
inadvertent disclosure

Consider reasonable actions in different settings:
—physical office
—remote work location
—electronic material/metadata
—inadvertent/unintended recipients
—outside service providers

buchalter.com

#3:  Remember Your Duty to Supervise

Supervising attorneys: duty to adequately supervise and ensure compliance 
becomes increasingly challenging given:

• Remote work settings
• Delegation of duties
• Decreased in-person communication
• Lack of physical oversight
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RPC 5.3:  Supervising Nonlawyer Assistance

• Nonlawyers in the firm:
—Give appropriate instruction and supervision
—Be responsible for work product

• Nonlawyers outside the firm:
—Make reasonable efforts to ensure that the services are provided in a manner that is 

compatible with the lawyer’s professional obligations
—Varies depending on circumstances, including the education, experience and reputation 

of the nonlawyer; the nature of the services involved; the terms of any arrangements 
concerning the protection of client information

• Technology and no lawyer assistance

buchalter.com

#4:  Avoid UPL in Remote Practice

• Issue:  Can you live in one state while you work in another?

• Assume:
—Lawyer has no business office in the other state
—She will not represent any client in other state 
—She will not solicit work in other state
—She will have no public presence in other state 
—She will have disclaimers everywhere regarding her licenses
—She will use the firm’s mailing address
—She will not do any work involving the law of the other state
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• ABA Opinion 495 (December 16, 2020)

[I]in the absence of a local jurisdiction’s finding that the activity constitutes 
the unauthorized practice of law, a lawyer may practice the law authorized by 
the lawyer’s licensing jurisdiction for clients of that jurisdiction, while 
physically located in a jurisdiction where the lawyer is not licensed if the 
lawyer does not hold out the lawyer’s presence or availability to perform legal 
services in the local jurisdiction or actually provide legal services for matters 
subject to the local jurisdiction, unless otherwise authorized.

buchalter.com

• RPC 5.5(a):  A lawyer shall not practice law in a jurisdiction in violation of the 
regulation of the legal profession in that jurisdiction, or assist another in doing 
so.

• RPC 5.5(b):  A lawyer who is not admitted to practice in this jurisdiction shall 
not: 

—(1) except as authorized by these Rules or other law, establish an office or other 
systematic and continuous presence in this jurisdiction for the practice of law; or 

—(2) hold out to the public or otherwise represent that the lawyer is admitted to practice 
law in this jurisdiction.
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Other opinions:

• Maine Ethics Op 189 (2005):
—Where the lawyer’s practice is located in another state and where the lawyer is 

working on office matters from afar, we would conclude that the lawyer is not 
engaged in the unauthorized practice of law. We would reach the same 
conclusion with respect to a lawyer who lived in Maine and worked out of his 
or her home for the benefit of a law firm and clients located in some other 
jurisdiction. In neither case has the lawyer established a professional office in 
Maine, established some other systematic and continuous presence in Maine, 
held himself or herself out to the public as admitted in Maine, or even provided 
legal services in Maine where the lawyer is working for the benefit of a non-
Maine client on a matter focused in a jurisdiction other than Maine.

buchalter.com

• Utah Ethics Opinion 19-03 (2019) states: 

“what interest does the Utah State Bar have in regulating an out-of-
state lawyer’s practice for out-of-state clients simply because he has 
a private home in Utah? And the answer is the same—none.”
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• Other States:
—Washington, D.C. Op. 24-20 (2020):  yes, “during the pandemic”
—Phil./Penn Joint Op. 2021-100:  yes, adopts ABA Op. 495
—Florida Op. SC20-1220 (2021): yes, doesn’t implicate RPC 5.5(b)

• No Oregon opinion 
—OR Op 2021-198 (law school graduates pending bar admission)
—In re Harris, 366 OR 475 (2020) (practice authorized pending bar admission)
—See RPC 5.5(c), allowing “temporary practice”

buchalter.com

And Constitutional Issues

• See In re Jones, 123 N.E.3d 877 (Ohio 2018)
—Under RPC 5.5(c), lawyer was able to engage in the temporary practice of law in Ohio 

pending Bar admission

• But see the concurrence:  “The majority reaches the correct result[.] *** The 
problem is that *** the rule is irrational and arbitrary and cannot 
constitutionally be enforced.”

—Violates the Ohio and US Constitutions
—Arbitrary and unreasonable
—No rational relationship to any discernable state interest.
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Data Security Risks and Mobile 
Lawyering

buchalter.com
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Phishing and Malware
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Lessons Learned from Self-Inflicted Exposure
• Learn to identify risk

—Remote lawyering 
—Device usage 
—Not having, or noncompliance with, firm policies (aka, your cybersecurity is only as 

strong as its weakest link). 

• Learn how to mitigate risk
—Have policies and procedures in place
—Train, train, train
—Enforcement through compliance testing

• Learn how to respond when the inevitable exposure happens
—Breach planning and response

buchalter.com

Primary Risks of Mobile Lawyering

• Physical access to lost or stolen device 
by unauthorized user

• Hackers accessing confidential information
—Unencrypted data over an unsecured wireless network
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10 Ways to Minimize Risk

• Use secure networks, where possible
• Use encrypting technology
• Inactivity timer
• Location services
• Remote wipe (and wipe on attempts)
• URLs and QRs
• Update your device
• Don’t jailbreak or root
• Terms of Service – malicious apps
• Virtual assistants
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Cloud Computing

buchalter.com

Formal Opinion No. 2011-188

» Question presented: May Law Firm contract with third-party vendor to store client 
files and documents online on remote server so that Lawyer and/or Client could 
access the documents over the Internet from any remote location. 

» Answer:  Yes, qualified.

» 1.  The lawyer must take reasonable steps to ensure that the storage company will 
reliably secure client data and keep information confidential.

» 2.  Under certain circumstances, this may be satisfied through a third-party 
vendor’s compliance with industry standards relating to confidentiality and security.
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Formal Opinion No. 2011-188
• Reasonable steps may require:

—Ensuring the service agreement requires the vendor to preserve the confidentiality and security of the 
materials.

—Requiring vendor to notify lawyer of any unauthorized third-party access to the materials.
—Investigating how the vendor backs-up and stores its data and metadata to ensure compliance with the 

lawyer’s duties.

• Technology changes = reasonableness may change as well, causing technology to become 
obsolete or less secure

• Lawyers may be required to reevaluate the protective measures used by the third-party 
vendor to safeguard the client materials

buchalter.com

Cloud Computing Summary Considerations

• Financial security
• Limits on staff access
•Protection from 3d parties
•Reasonable amount of assurance
•Comparable technology
• Server locations
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Professionalism with Technology

buchalter.com

Why do People Think of Lawyers like this Guy?
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• Order:

• Given the global COVID-19 pandemic, it is hardly surprising that Plaintiff filed [ECF No. 47] a motion to extend 
the mediation and discovery deadlines and all related deadlines and to reschedule the special set trial date. ***

• Rather than guess at defense counsel's motivation, the Undersigned requires defense counsel to by March 26, 
2020 file a double-spaced memorandum explaining (1) whether he did, in fact, oppose the motion to 
reschedule the trial and enlarge trial-related deadlines and the mediation deadline, and (2) all the reasons 
justifying his opposition (assuming that he did actually advise Plaintiff's counsel that he opposes the motion).

• If defense counsel opposed the motion, then he is best advised to provide a comprehensive and rational 
explanation. Before filing this response, though, defense counsel may want to brush up on the concepts or 
karma, goodwill, grace, compassion, equity, charity, flexibility, respect, spirituality, selflessness, kindness, public 
spirit, social conscience, and empathy.

buchalter.com

David J. Elkanich
503-367-4227
delkanich@Buchalter.com
Twitter:  @DavidElkanich

David Elkanich is a Shareholder at Buchalter and chairs 
the Firm’s new Professional Responsibility Practice Group. 
David focuses his practice on legal ethics, risk 
management, and discipline defense. David advises both 
lawyers and law firms in a wide range of professional 
responsibility matters

David is an avid speaker and tweets (occasionally) at 
@DavidElkanich.

David is an adjunct professor at Lewis & Clark Law School, 
where he has taught ethics since 2012. He received his 
J.D. from the University of Oregon School of Law and his 
B.A., magna cum laude, from the University of Arizona.
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2016 Revision 

FORMAL OPINION NO 2011-188 
[REVISED 2015] 

Information Relating to the Representation of a Client: 
Third-Party Electronic Storage of Client Materials 

Facts:

Law Firm contracts with third-party vendor to store client files and 
documents online on remote server so that Lawyer and/or Client could 
access the documents over the Internet from any remote location. 

Question:

May Lawyer do so? 

Conclusion:

Yes, qualified. 

Discussion:

With certain limited exceptions, the Oregon Rules of Professional 
Conduct require a lawyer to keep client information confidential. See
Oregon RPC 1.6.1 In addition, Oregon RPC 5.3 provides: 
                                           
1  Oregon RPC 1.6 provides: 

 (a)  A lawyer shall not reveal information relating to the 
representation of a client unless the client gives informed consent, the 
disclosure is impliedly authorized in order to carry out the repre-
sentation or the disclosure is permitted by paragraph (b). 

  (b) A lawyer may reveal information relating to the repre-
sentation of a client to the extent the lawyer reasonably believes neces-
sary:

 (1) to disclose the intention of the lawyer’s client to 
commit a crime and the information necessary to prevent the crime; 

 (2) to prevent reasonably certain death or substantial bodily 
harm; 

 (3) to secure legal advice about the lawyer’s compliance 
with these Rules; 
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2016 Revision 

With respect to a nonlawyer employed or retained, supervised 
or directed by a lawyer: 

                                                                                                                        
 (4) to establish a claim or defense on behalf of the lawyer 
in a controversy between the lawyer and the client, to establish a 
defense to a criminal charge or civil claim against the lawyer based 
upon conduct in which the client was involved, or to respond to 
allegations in any proceeding concerning the lawyer’s representation 
of the client; 

 (5) to comply with other law, court order, or as permitted 
by these Rules; or 

 (6) in connection with the sale of a law practice under Rule 
1.17 or to detect and resolve conflicts of interest arising from the 
lawyer’s change of employment or from changes in the composition or 
ownership of a firm. In those circumstances, a lawyer may disclose 
with respect to each affected client the client’s identity, the identities 
of any adverse parties, the nature and extent of the legal services 
involved, and fee and payment information, but only if the information 
revealed would not compromise the attorney-client privilege or 
otherwise prejudice any of the clients. The lawyer or lawyers receiving 
the information shall have the same responsibilities as the disclosing 
lawyer to preserve the information regardless of the outcome of the 
contemplated transaction. 

 (7)  to comply with the terms of a diversion agreement, pro-
bation, conditional reinstatement or conditional admission pursuant to 
BR 2.10, BR 6.2, BR 8.7 or Rule for Admission Rule 6.15. A lawyer 
serving as a monitor of another lawyer on diversion, probation, con-
ditional reinstatement or conditional admission shall have the same 
responsibilities as the monitored lawyer to preserve information relat-
ing to the representation of the monitored lawyer’s clients, except to 
the extent reasonably necessary to carry out the monitoring lawyer’s 
responsibilities under the terms of the diversion, probation, conditional 
reinstatement or conditional admission and in any proceeding relating 
thereto.

 (c)  A lawyer shall make reasonable efforts to prevent the 
inadvertent or unauthorized disclosure of, or unauthorized access to, 
information relating to the representation of a client. 
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 (a) a lawyer having direct supervisory authority over the 
nonlawyer shall make reasonable efforts to ensure that the person’s 
conduct is compatible with the professional obligations of the lawyer; 
and

 (b) except as provided by Rule 8.4(b), a lawyer shall be 
responsible for conduct of such a person that would be a violation of 
the Rules of Professional Conduct if engaged in by a nonlawyer if: 

 (1) the lawyer orders or, with the knowledge of the specific 
conduct, ratifies the conduct involved; or 

 (2) the lawyer is a partner or has comparable managerial 
authority in the law firm in which the person is employed, or has direct 
supervisory authority over the person, and knows of the conduct at a 
time when its consequences can be avoided or mitigated but fails to 
take reasonable remedial action. 

Lawyer may store client materials on a third-party server as long as 
Lawyer complies with the duties of competence and confidentiality to 
reasonably keep the client’s information secure within a given situation.2
To do so, the lawyer must take reasonable steps to ensure that the storage 
company will reliably secure client data and keep information confi-
dential.3 See Oregon RPC 1.6(c). Under certain circumstances, this may 
be satisfied through a third-party vendor’s compliance with industry 
                                           
2  Some call the factual scenario presented above “cloud computing.” See Richard 

Acello, Get Your Head in the Cloud, 96-Apr ABA Journal 28, 28–29 (April 2010) 
(providing that “cloud computing” is a “sophisticated form of remote electronic 
data storage on the Internet” and “[u]nlike traditional methods that maintain data 
on a computer or server at a law office or other place of business, data stored ‘in 
the cloud’ is kept on large servers located elsewhere and maintained by a 
vendor”).

3  In 2014, leaked documents indicated that several intelligence agencies had the 
capability of obtaining electronic data and monitoring electronic communications 
between, among others, attorneys and clients through highly sophisticated 
methods beyond the capabilities of the general public. Oregon RPC 1.6(c) would 
not require an attorney to protect a client’s data against this type of advanced 
interception, as it only requires an attorney to take reasonable steps to secure 
client data. Nevertheless, an attorney may want to take additional security pre-
cautions if he or she handles clients or matters that involve national security 
interests. 
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standards relating to confidentiality and security, provided that those 
industry standards meet the minimum requirements imposed on the 
Lawyer by the Oregon Rules of Professional Conduct. This may include, 
among other things, ensuring the service agreement requires the vendor 
to preserve the confidentiality and security of the materials. It may also 
require that vendor notify Lawyer of any nonauthorized third-party 
access to the materials. Lawyer should also investigate how the vendor 
backs up and stores its data and metadata to ensure compliance with the 
Lawyer’s duties.4

Although the third-party vendor may have reasonable protective 
measures in place to safeguard the client materials, the reasonableness of 
the steps taken will be measured against the technology “available at the 
time to secure data against unintentional disclosure.”5 As technology 
advances, the third-party vendor’s protective measures may become less 
secure or obsolete over time.6 Accordingly, Lawyer may be required to 

                                           
4  See OSB Formal Ethics Op No 2005-141 (rev 2015), which provides:

As long as Law Firm makes reasonable efforts to ensure that the 
recycling company’s conduct is compatible with Law Firm’s obliga-
tion to protect client information, the proposed conduct is permissible. 
Reasonable efforts include, at least, instructing the recycling company 
about Law Firm’s duties pursuant to Oregon RPC 1.6 and obtaining its 
agreement to treat all materials appropriately.  

 See also OSB Formal Ethics Op No 2005-129 (rev 2014); OSB Formal Ethics Op 
No 2005-44.

5 See New Jersey Ethics Op No 701 (discussing electronic storage and access to 
files). 

6 See Arizona Ethics Op No 09-04 (discussing confidentiality, maintaining client 
files, electronic storage, and the Internet). 
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2016 Revision 

reevaluate the protective measures used by the third-party vendor to 
safeguard the client materials.7

Approved by Board of Governors, April 2015. 

                                           
7  A lawyer’s obligation in the event of a breach of security of confidential materials 

is outside the scope of this opinion. 

COMMENT: For additional information on this general topic and other related sub-
jects, see The Ethical Oregon Lawyer § 6.2-1 (confidentiality), § 13.3-3 (employment 
of nonlawyers), § 16.4-5(c) (third-party electronic storage of client materials) (OSB 
Legal Pubs 2015); and Restatement (Third) of the Law Governing Lawyers §§ 59–60 
(2000) (supplemented periodically). 



Chapter 6—Modern Ethics and the Future of Virtual and Remote Practicing

 6–24Emerging Legal Issues Related to Technology



Chapter 6—Modern Ethics and the Future of Virtual and Remote Practicing

 6–25Emerging Legal Issues Related to Technology

(9/2016) 



Chapter 6—Modern Ethics and the Future of Virtual and Remote Practicing

 6–26Emerging Legal Issues Related to Technology

(9/2016) 

See
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(9/2016) 

The Ethical Oregon Lawyer 

Restatement (Third) of the Law Governing Lawyers 
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(3/2017) 

What Must Be Provided?

client file

Compare
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(3/2017) 

In re Arbuckle In re Chandler

A
A

See, e.g.

Potter v. 
Schlesser Co , Inc.

writing
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A C
A

C A
A

A A A
C A

A
Cf.

Cf. Crimson Trace Corp. v. Davis Wright Tremaine LLP
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(3/2017) 

May Lawyer Retain a Copy of the Client File and Charge 
for Duplication Expenses? 
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(3/2017) 

See

See, e.g.
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(3/2017) 

When May the Lawyer Charge the Client for Costs Related 
to Locating and Segregating File Documents? 

Cf

see The Ethical 
Oregon Lawyer 

Restatement (Third) of the Law Govern-
ing Lawyers 
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OPINION 24-20:  Teleworking from Home and the COVID-19 Pandemic 

In light of the widespread use of telework occasioned by the need to practice 
social distancing to slow the spread of the novel coronavirus COVID-19, the D.C. 
Court of Appeals Committee on Unauthorized Practice of Law has issued the 
following opinion identifying circumstances in which persons who are not District of 
Columbia bar members may practice law from personal residences or other locations 
within the boundaries of the District of Columbia under Rule 49(c)(13) (“Incidental 
and Temporary Practice”). 

Background Legal Principles 

Rule 49(a) of the Rules of the District of Columbia Court of Appeals provides:  
“Except as otherwise permitted by these rules, no person may engage in the practice 
of law in the District of Columbia or in any manner hold out as authorized or 
competent to practice law in the District of Columbia unless enrolled as an active 
member of the D.C. Bar.”  “‘In the District of Columbia’ means conduct in, or 
conduct from an office or location within, the District of Columbia.”  D.C. Ct. App. 
R. 49(b)(3).  Rule 49’s official commentary explains: 

The rule is intended to regulate all practice of law within 
the boundaries of the District of Columbia. . . .  A lawyer is 
engaged in the practice of law in the District of Columbia 
when the lawyer provides legal advice from an office or 
location within the District.  That is true if the lawyer 
practices in a residence or in a commercial building, if all of 
the lawyer’s clients are located in other jurisdictions, if the 
lawyer provides legal advice only by telephone, letter, email, 
or other means, if the lawyer provides legal advice only 
concerning the laws of jurisdictions other than the District 
of Columbia, or if the lawyer informs the client that the 
lawyer is not authorized to practice law in the District of 
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Columbia and does not provide advice about District of 
Columbia law. 

Comment, D.C. Ct. App. R. 49(b)(3). 

Rule 49(c) lists “activities . . . permitted as exceptions” to Rule 49(a)’s general 
prohibition on the practice of law in the District of Columbia by persons who are not 
District of Columbia bar members.  Rule 49(c)(13) provides an exception for 
“incidental and temporary practice”: 

A person may provide legal services in the District of 
Columbia on an incidental and temporary basis if the 
person is authorized to practice law and in good standing in 
another state or territory or authorized to practice law in a 
foreign country, is not disbarred or suspended for 
disciplinary reasons, and has not resigned with charges 
pending in any jurisdiction or court. 

D.C. Ct. App. R. 49(c)(13).  Rule 49’s official commentary explains: 

The exception in subsection (c)(13) recognizes that Rule 49 
is not intended to require admission to the D.C. Bar where 
an attorney with a principal office outside the District of 
Columbia is incidentally and temporarily required to come 
into the District of Columbia to provide legal services to a 
client. 

The exception requires that the lawyer’s presence in 
the District of Columbia be both incidental and temporary.  
Whether the lawyer’s presence in the District is “incidental” 
to the District of Columbia and to the lawyer’s authorized 
practice in another jurisdiction depends on a variety of 
factors. . . . 

Subsection (c)(13) also requires that the lawyer’s 
presence in the District be “temporary.”  There is no 
absolute limit on the number or length of a lawyer’s visits 
to the District that makes the lawyer’s presence 
“temporary.”  For example, a lawyer who spends several 
weeks or even months in the District in connection with a 
case that does not involve the District and that is pending 
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in a court outside the District may be only temporarily, and 
incidentally, in the District for purposes of subsection 
(c)(13).  If a lawyer’s principal place of business is in the 
District, the lawyer is not practicing law in the District on a 
temporary basis and must be a member of the D.C. Bar 
unless another exception in section (c) applies. 

The Committee’s View 

In view of the foregoing principles, the Committee’s opinion is that an attorney 
who is not a member of the District of Columbia bar may practice law from the 
attorney’s residence in the District of Columbia under the “incidental and temporary 
practice” exception of Rule 49(c)(13) if the attorney (1) is practicing from home due 
to the COVID-19 pandemic; (2) maintains a law office in a jurisdiction where the 
attorney is admitted to practice; (3) avoids using a District of Columbia address in any 
business document or otherwise holding out as authorized to practice law in the 
District of Columbia, and (4) does not regularly conduct in-person meetings with 
clients or third parties in the District of Columbia. 

Rule 49(c) sets forth a number of other exceptions—in addition to the Rule 
49(c)(13)—to the general prohibition on the practice of law in the District of 
Columbia by persons other than members of the District of Columbia bar.  This 
opinion should not be construed to limit the ability of persons to practice law in the 
District of Columbia pursuant to any of those exceptions. 

* * * 

This opinion was adopted by the Committee on Unauthorized Practice of Law 
by electronic vote pursuant to Rule 49(d)(9)(F) on March 23, 2020. The staff of the 
Committee shall cause the opinion to be submitted for publication in the same 
manner as the opinions rendered under the Rules of Professional Conduct. 

 

        
March 23, 2020     Charles Davant IV 

Chair, Committee on the  
Unauthorized Practice of Law 
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Supreme Court of Florida 
 
 

____________ 
 

No. SC20-1220 
____________ 

 
 

THE FLORIDA BAR RE: ADVISORY OPINION—OUT-OF-STATE 
ATTORNEY WORKING REMOTELY FROM FLORIDA HOME. 

 
May 20, 2021 

 
PER CURIAM. 

 This matter is before the Court for consideration of a proposed 

advisory opinion from the Standing Committee on the Unlicensed 

Practice of Law (Standing Committee) regarding an out-of-state 

licensed attorney working remotely from Florida.  We have 

jurisdiction.  See art. V, § 15, Fla. Const.; R. Regulating Fla. Bar 

10-9.1(g).  

 Thomas Restaino, an out-of-state licensed attorney, filed with 

the Standing Committee a request for issuance of an advisory 

opinion on the issue of whether it constituted the unlicensed 

practice of law for him to work remotely from his Florida home 

solely on federal intellectual property matters for a New Jersey 
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based law firm.  The Standing Committee held a public hearing on 

Mr. Restaino’s request, after which it filed with the Court a 

proposed advisory opinion concluding that Mr. Restaino’s remote 

work activities do not constitute the unlicensed practice of law in 

Florida.   

 After the Standing Committee filed its proposed advisory 

opinion, the Court invited Mr. Restaino and all other interested 

parties to file either a brief or response in support of or in 

opposition to the opinion.  The Real Property, Probate, and Trust 

Law Section of The Florida Bar filed a response in support of the 

proposed opinion.  No other briefs or responses were filed. 

 Having considered the proposed opinion and the response 

filed, the Court hereby approves the proposed advisory opinion as 

set forth in the appendix to this opinion.1  

 It is so ordered. 

CANADY, C.J., and POLSTON, LABARGA, LAWSON, MUÑIZ, 
COURIEL, and GROSSHANS, JJ., concur. 
 
NOT FINAL UNTIL TIME EXPIRES TO FILE REHEARING MOTION 
AND, IF FILED, DETERMINED. 

 
 1.  References in the Appendix to TABS A, B, C, and D, are to 
the attachments to the proposed advisory opinion originally filed by 
the Standing Committee in this case on August 17, 2020. 
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Original Proceeding – The Florida Bar Re: Advisory Opinion 
 
Susanne McCabe, Chair, Jeffrey T. Picker, and William A. Spillias, 
Standing Committee on Unlicensed Practice of Law, The Florida 
Bar, Tallahassee, Florida, 
 

On behalf of the Standing Committee on the Unlicensed 
Practice of Law 

 
William Thomas Hennessey III, Chair, Real Property, Probate and 
Trust Law Section of The Florida Bar, West Palm Beach, Florida, 
 

Responding 
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Appendix 
 

THE FLORIDA BAR 
STANDING COMMITTEE ON THE 
UNLICENSED PRACTICE OF LAW 

FAO #2019-4, OUT-OF-STATE ATTORNEY WORKING 
REMOTELY FROM FLORIDA HOME 
________________________________________________/ 

PROPOSED ADVISORY OPINION 

August 17, 2020 
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INTRODUCTION 

 This request for a formal advisory opinion is brought pursuant to Rule 10-

9.1 of the Rules Regulating The Florida Bar.  The Petitioner, Thomas Restaino 

(hereinafter, “Petitioner”), is an out-of-state licensed attorney who asked whether it 

would be the unlicensed practice of law for him, a Florida domiciliary employed 

by a New Jersey law firm (having no place of business or office in Florida), to 

work remotely from his Florida home solely on matters that concern federal 

intellectual property (hereinafter, “IP”) rights (and not Florida law) and without 

having or creating a public presence or profile in Florida as an attorney (TAB A).   

Pursuant to Rule 10-9.1(f) of the Rules Regulating The Florida Bar, public 

notice of the hearing was provided on The Florida Bar’s website, in The Florida 

Bar News, and in the Orlando Sentinel.  The Standing Committee held a public 

hearing on February 7, 2020.  Testifying at the hearing were the Petitioner and 

Florida attorney Barry Rigby.  In addition to the testimony presented at the hearing 

(TAB B), the Standing Committee received written testimony from three attorneys, 

which has been filed with this Court (Tab C). 

FACTS 

Petitioner set forth the following facts in his request for advisory opinion 

(TAB A) and in his testimony at the public hearing (TAB B): He is licensed to 

practice law in New Jersey, New York, and before the United States Patent and 
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Trademark Office (hereinafter “USPTO”).  He is not licensed to practice law in 

Florida.  He recently retired from his position as chief IP counsel for a major U.S. 

Corporation.1  That position was in New Jersey.  He moved from New Jersey to 

Florida.  He started working as an attorney with a New Jersey law firm specializing 

in federal IP law.  The firm has no offices in Florida and has no plans to expand its 

business to Florida.  His professional office will be located at the firm’s business 

address in New Jersey, although he will do most of his work from his Florida home 

using a personal computer securely connected to the firm’s computer network.  In 

the conduct of his employment with the firm, he will not represent any Florida 

persons or entities and will not solicit any Florida clients.  While working remotely 

from his Florida home, he will have no public presence or profile as an attorney in 

Florida.  Neither he nor his firm will represent to anyone that he is a Florida 

attorney.  Neither he nor his firm will advertise or otherwise inform the public of 

his remote work presence in Florida.  The firm’s letterhead and website, and his 

business cards will list no physical address for him other than the firm’s business 

 
 1.  In that role, Petitioner was responsible for all IP related advice and 
counsel to the businesses and divisions of the company.  And while he is registered 
to practice before the USPTO, that was only a small part of the work he had done 
for the company (TAB B; p. 9, lines 10-17).  While the Supreme Court, in The 
Florida Bar v. Sperry, 373 U.S. 397 (1963), held that Florida may not prohibit the 
representation of clients before the USPTO by USPTO-registered practitioners as 
the unlicensed practice of law, Petitioner’s request does not involve his practice 
before the USPTO, but other aspects of his work. 
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address in New Jersey and will identify him as “Of Counsel – Licensed only in 

NY, NJ and the USPTO.”  The letterhead, website, and business cards will show 

that he can be contacted by phone or fax only at the firm’s New Jersey phone and 

fax number.2  His professional email address will be the firm’s domain.  His work 

at the firm will be limited to advice and counsel on federal IP rights issues in 

which no Florida law is implicated, such as questions of patent infringement and 

patent invalidity.3  He will not work on any issues that involve Florida courts or 

Florida property, and he will not give advice on Florida law. 

At the hearing, Petitioner testified “we’ve tried to set up and utilize the 

technology in a fashion that essentially places me virtually in New Jersey.  But for 

the fact that I’m physically sitting in a chair in a bedroom in Florida, every other 

aspect of what I do is no different than where I’m physically sitting in a chair in 

Eatontown, New Jersey and that’s the way I tried to and have structured it so that 

the public sees a presence in, in Eatontown, New Jersey and no other presence.”  

(TAB B, pp. 27-8; lines 25 – 9). 

 
 2.  Phone calls to his law firm and his extension are routed to his cell phone.  
While clients do not dial his cell phone number directly, Petitioner’s cell phone has 
a New Jersey area code (TAB B; p. 14, lines 5-9 and 13-17). 
  
 3.  Throughout Petitioner’s 32-year legal career, he has limited his practice 
to federal IP rights, generally, with an expertise in patent rights (TAB B; p. 9, lines 
2-6).  Petitioner testified that most of his law firm’s work is for his former 
corporate employer and that as a practical matter he would be working for his 
former employer as outside counsel (TAB B; p. 13, lines 12-15). 
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Petitioner further explained “the firm employs a cloud-based system.  All the 

files are located in New Jersey.  It’s actually pretty amazing.  I didn’t have any 

appreciation for this technology before I started with the firm. . . . [T]he way it 

works is . . . my computer in Florida is just a keyboard and a mouse and a screen.  

But the computer doesn’t actually – you don’t generate documents on the 

computer.  Everything is actually on a computer in New Jersey, server in New 

Jersey.  And you are just simply supplying that computer with mouse clicks and 

taps on your keyboard.  And the document you’re creating, . . . like if I were 

writing an amendment to USPTO office action, is actually being created in New 

Jersey.  It’s just the tapping happens in Florida, if you will.” (TAB B; pp. 28-9, 

lines 11 – 3). 

DISCUSSION 

Rule 4-5.5(b)(1) of the Rules Regulating The Florida Bar provides that a 

lawyer who is not admitted to practice in Florida may not establish an office or 

other regular presence in Florida for the practice of law. 

It is clear from the facts in Petitioner’s request and his testimony at the 

public hearing that Petitioner and his law firm will not be establishing a law office 

in Florida.  It is equally clear that Petitioner will not be establishing a regular 

presence in Florida for the practice of law; he will merely be living here.    
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The facts raised in Petitioner’s request, quite simply, do not implicate the 

unlicensed practice of law in Florida.  Petitioner is not practicing Florida law or 

providing legal services for Florida residents.  Nor is he or his law firm holding out 

to the public as having a Florida presence.  As Petitioner testified, “we . . . tr[ied] 

to make sure that no Florida citizens, no Florida businesses, certainly not the 

Florida courts, would have any exposure to me or . . . the work I was doing.” (TAB 

B, p. 13; lines 19-23). 

All indicia point to Petitioner’s practice of law as being in New Jersey, not 

in Florida.  It is the opinion of the Standing Committee that based on the facts set 

forth in his request and hearing testimony, and since there is no attempt by 

Petitioner or his firm to create a public presence in Florida, Petitioner does not 

have a presence in Florida for the practice of law. 

As this Court noted in The Florida Bar v. Moses, 380 So. 2d 412, 417 (Fla. 

1980), “the single most important concern in the Court’s defining and regulating 

the practice of law is the protection of the public from incompetent, unethical, or 

irresponsible representation.”  Because Petitioner is not providing legal services to 

Florida clients, no Floridians are being harmed by Petitioner’s activity and there 

are no interests of Floridians that need to be protected by this Court.4   

 
 4.  Under Rule 8.5(a) of the New Jersey Rules of Professional Conduct 
(TAB D), a lawyer admitted to practice in New Jersey is subject to the disciplinary 
authority of New Jersey regardless of where the lawyer’s conduct occurs.  
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In May 2019, the Utah Ethics Advisory Opinion Committee (hereinafter, 

“UEAOC”), in Opinion No. 19-03, opined that an individual licensed in another 

state who establishes a home in Utah and practices law for clients from the state 

where the attorney is licensed and who neither solicits Utah clients nor establishes 

a public office in Utah is not engaged in the unauthorized practice of law (TAB E).  

In coming to this conclusion, the UEAOC found no case in any jurisdiction where 

an attorney was disciplined for practicing law out of a private residence for out-of-

state clients located in the state where the attorney is licensed.  It also pointed out 

that the concern [under Utah’s version of Rule 4-5.5] is that an attorney not 

establish an office or public presence in a jurisdiction where the attorney is not 

admitted, and that concern is based upon the need to protect the interests of 

potential clients in that jurisdiction.  In paragraph 16 of its opinion, the UEAOC 

posed the following question: “[W]hat interest does the Utah State Bar have in 

regulating an out-of-state lawyer’s practice for out-of-state clients simply because 

he has a private home in Utah? . . . [T]he answer is . . . none.”   

Like the UEAOC, the Standing Committee’s concern is that the Petitioner 

does not establish an office or public presence in Florida for the practice of law.  

As discussed above, neither is occurring here.  And in answering the same question 

 
Consequently, Petitioner’s clients would be protected by the Office of Attorney 
Ethics, the investigative and prosecutorial arm of the Supreme Court of New 
Jersey. 
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posed by the UEAOC, it is the opinion of the Standing Committee that there is no 

interest that warrants regulating Petitioner’s practice for his out-of-state clients 

under the circumstances described in his request simply because he has a private 

home in Florida. 

In light of the current COVID-19 pandemic, the Standing Committee finds 

the written testimony of Florida-licensed attorney, Salomé J. Zikakis, to be 

particularly persuasive: 

I believe the future, if not the present, will involve more and more 
attorneys and other professionals working remotely, whether from second homes 
or a primary residence.  Technology has enabled this to occur, and this flexibility 
can contribute to an improved work/life balance.  It is not a practice to 
discourage. 

 
There are areas of the law that do not require being physically present, 

whether in a courtroom or a law office.  Using the attorney’s physical presence in 
Florida as the definitive criteria [sic] is inappropriate.  So long as the attorney is 
not practicing Florida law, is not advertising that he practices Florida law, and 
creates no public presence or profile as a Florida attorney, then there is no UPL 
simply because the attorney is physically located in Florida.  There is no harm to 
the public.  These facts do not and should not constitute UPL in Florida. 

 
(TAB C). 

CONCLUSION 

It is the opinion of the Standing Committee that the Petitioner who simply 

establishes a residence in Florida and continues to provide legal work to out-of-

state clients from his private Florida residence under the circumstances described 

in this request does not establish a regular presence in Florida for the practice of 
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law.  Consequently, it is the opinion of the Standing Committee that it would not 

be the unlicensed practice of law for Petitioner, a Florida domiciliary employed by 

a New Jersey law firm (having no place of business or office in Florida), to work 

remotely from his Florida home solely on matters that concern federal intellectual 

property rights (and not Florida law) and without having or creating a public 

presence or profile in Florida as an attorney. 

/s/ Susanne McCabe by Jeffrey T. Picker 
Susanne McCabe, Chair 
Standing Committee on  
Unlicensed Practice of Law 
The Florida Bar 
651 East Jefferson Street 
Tallahassee, Florida 32399-2300 
(850) 561-5840 
Fla. Bar No. 771511  
Primary Email: upl@floridabar.org 

/s/ Jeffrey T. Picker 
Jeffrey T. Picker 
Fla. Bar No. 12793 

/s/ William A. Spillias 
William A. Spillias 
Fla. Bar No. 909769  
The Florida Bar 
651 East Jefferson Street 
Tallahassee, Florida 32399-2300 
(850) 561-5840 
Primary Email: jpicker@floridabar.org 
Secondary Email: upl@floridabar.org 
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PENNSYLVANIA BAR ASSOCIATION
COMMITTEE ON LEGAL ETHICS AND PROFESSIONAL RESPONSIBILITY

PHILADELPHIA BAR ASSOCIATION PROFESSIONAL GUIDANCE COMMITTEE

JOINT FORMAL OPINION 2021-100

ETHICAL CONSIDERATIONS FOR LAWYERS PRACTICING LAW 
FROM PHYSICAL LOCATIONS WHERE THEY ARE NOT LICENSED

March 2, 2021

I. Introduction

This Formal Opinion clarifies the ethical guidance provided in American Bar Association 
Standing Committee On Ethics And Professional Responsibility Formal Opinion 495: “Lawyers 
Working Remotely” (December 16, 2020), as it applies to Pennsylvania-licensed lawyers who
practice while physically located in a state where they are not licensed to practice. Some 
attorneys have expressed a concern during the pandemic whether, under Pa.R.P.C. 5.5, a lawyer 
who lives in one state may practice remotely in another state, such as a Pennsylvania-licensed 
lawyer who lives in New Jersey but is not licensed there practicing from a home office 
physically located in New Jersey.

In this Opinion, the Pennsylvania Bar Association Committee on Legal Ethics and Professional
Responsibility and the Philadelphia Bar Association Professional Guidance Committee adopt 
ABA Formal Opinion 495 and further conclude that a lawyer licensed in Pennsylvania, may
work remotely from another jurisdiction even if the lawyer is not licensed in that jurisdiction, so 
long as appropriate steps are taken as more fully set forth in the ABA Formal Opinion.

II. Discussion

The practice of law has been transformed in recent years from a traditional office-based model to
one in which lawyers practice remotely and virtually, often from outside of Pennsylvania. The
COVID-19 pandemic further transformed the practice of law forcing many lawyers to work 
remotely from various locations, including residences in states where they are not licensed to
practice law.

The shift to a predominantly remote-based practice model has raised concerns whether a 
Pennsylvania lawyer practicing law from a physical location outside of Pennsylvania engages in 
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the unauthorized practice of law even though the attorney’s practice is limited to practicing 
Pennsylvania law for clients in Pennsylvania.  
 
To address these concerns, ABA Formal Opinion 495 concluded: 
 

The purpose of Model Rule 5.5 is to protect the public from unlicensed and 
unqualified practitioners of law. That purpose is not served by prohibiting a lawyer 
from practicing the law of a jurisdiction in which the lawyer is licensed, for clients 
with matters in that jurisdiction, if the lawyer is for all intents and purposes invisible 
as a lawyer to a local jurisdiction where the lawyer is physically located, but not 
licensed. The Committee’s opinion is that, in the absence of a local jurisdiction’s 
finding that the activity constitutes the unauthorized practice of law, a lawyer may 
practice the law authorized by the lawyer’s licensing jurisdiction for clients of that 
jurisdiction, while physically located in a jurisdiction where the lawyer is not licensed 
if the lawyer does not hold out the lawyer’s presence or availability to perform legal 
services in the local jurisdiction or actually provide legal services for matters subject 
to the local jurisdiction, unless otherwise authorized. 

 
Thus, ABA Formal Opinion 495 provides an answer to the question raised frequently to our 
Committees, i.e., Does Pa.R.P.C. 5.5 permit a lawyer who lives in one state to remotely practice 
in another, such as a Pennsylvania-licensed lawyer who lives in New Jersey but is not licensed 
there practicing from a home office physically located in New Jersey? Upon review of Pa.R.P.C. 
5.5, the Committees conclude that a Pennsylvania-licensed lawyer who lives outside of 
Pennsylvania in a state where he or she is not licensed may practice from a home office 
physically located in the other state provided that the other state does not treat such remote 
practice as the unauthorized practice of law.1 
 
Opinion 495 addresses this concern by concluding that: 
 

Model Rule 5.5(b)(1) prohibits a lawyer from “establish[ing] an office or other 
systematic and continuous presence in [the] jurisdiction [in which the lawyer is not 
licensed] for the practice of law.” Words in the rules, unless otherwise defined, are 
given their ordinary meaning. “Establish” means “to found, institute, build, or bring 
into being on a firm or stable basis.” A local office is not “established” within the 
meaning of the rule by the lawyer working in the local jurisdiction if the lawyer does 
not hold out to the public an address in the local jurisdiction as an office and a local 
jurisdiction address does not appear on letterhead, business cards, websites, or other 
indicia of a lawyer’s presence. Likewise it does not “establish” a systematic and 
continuous presence in the jurisdiction for the practice of law since the lawyer is 
neither practicing the law of the local jurisdiction nor holding out the availability to 
do so. The lawyer’s physical presence in the local jurisdiction is incidental; it is not 
for the practice of law. Conversely, a lawyer who includes a local jurisdiction address 
on websites, letterhead, business cards, or advertising may be said to have established 

                                                 
1 Opinion 495 cautions that “[i]f a particular jurisdiction has made the determination, by statute, rule, case 
law, or opinion, that a lawyer working remotely while physically located in that jurisdiction constitutes 
the unauthorized or unlicensed practice of law, then Model Rule 5.5(a) also would prohibit the lawyer 
from doing so.”  
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an office or a systematic and continuous presence in the local jurisdiction for the 
practice of law.  

Pa.R.P.C. 5.5 (“Unauthorized Practice of Law; Multijurisdictional Practice of Law”) is identical 
to the Model Rule. Rule 5.5(a) states that “A lawyer shall not practice law in a jurisdiction in 
violation of the regulation of the legal profession in that jurisdiction, or assist another in doing 
so.” Further, Rule 5.5(b) states that “A lawyer who is not admitted to practice in this jurisdiction 
shall not… establish an office or other systematic and continuous presence in this jurisdiction for 
the practice of law; or hold out to the public or otherwise represent that the lawyer is admitted to 
practice law in this jurisdiction.”  

As noted in ABA Opinion 495, the purpose of the Rule is to protect the public from unlicensed and 
unqualified practitioners of law, a purpose that “is not served by prohibiting a lawyer from practicing 
the law of a jurisdiction in which the lawyer is licensed, for clients with matters in that jurisdiction, if 
the lawyer is for all intents and purposes invisible as a lawyer to a local jurisdiction where the lawyer 
is physically located, but not licensed.” Our Committees agree.2 
 
III. Conclusion 
 
Lawyers licensed in Pennsylvania may ethically engage in the remote practice of law for clients 
with Pennsylvania matters while being physically present in a jurisdiction in which they are not 
admitted unless a statute, rule, case law, or opinion of that jurisdiction prohibits the conduct. 
Although the lawyers may not hold themselves out as being licensed to practice in the local 
jurisdiction and may not advertise or otherwise hold themselves out as having an office in the 
local jurisdiction, or provide or offer to provide legal services in the local jurisdiction, the fact 
that they are physically located there does not bar them from working remotely for the same 
clients. 
 
 
 
 
 
 
 
                                                 
2 See, e.g., Estate of Condon v. McHenry, 76 Cal. Rptr.2d 922 (Cal. Ct. App. 1998), in which a 
California appellate court held that a Colorado lawyer and the lawyer’s Colorado law firm 
representing a Colorado client in a California probate proceeding did not engage in the 
unauthorized practice of law and, therefore, could recover attorneys’ fees for legal services 
rendered, including work performed in California. In its decision, the California court found that 
the location of the client and the greater disciplinary interest of Colorado – the state of 
predominant impact of the legal services - to be key in its analysis. In addition, in Florida Bar 
Standing Committee on the Unlicensed Practice of Law, FAO # 2019-4 (Aug. 2020), the 
Committee found that a lawyer who resides in Florida and provides legal services that do not 
involve Florida law to clients outside of Florida, and who refrains from having or creating a 
public presence or profile in Florida, does not engage in the unauthorized practice of law under 
the Florida Rules of Professional Conduct merely because the lawyer is working remotely from 
home in Florida. 
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CAVEAT: The foregoing opinion is advisory only and is not binding on the Disciplinary 
Board of the Supreme Court of Pennsylvania or any other Court. This opinion carries only such 
weight as an appropriate reviewing authority may choose to give it. 
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MOVING FURTHER
FORWARD

USE OF TECHNOLOGY IN 
OREGON’S COURTS DURING THE 

PANDEMIC AND BEYOND

HON. STEPHEN K. BUSHONG, 
PRESIDING JUDGE, 

MULTNOMAH COUNTY

HON. WELLS B. ASHBY, 
PRESIDING JUDGE, 

DESCHUTES COUNTY

LISA NORRIS-LAMPE, 
APPELLATE LEGAL COUNSEL, 
OREGON SUPREME COURT

OSB Law & Technology Section CLE – October 2021

OREGON COURT 
OPERATIONS, 

PRE-PANDEMIC

•Most Oregon court proceedings 
conducted in-person.

• Some remote appearances, using a 
range of technology, but with varying 
applications across the state. 
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2020-2021 OREGON 
JUDICIAL DEPARTMENT 

(OJD) STRATEGIC CAMPAIGN
• Four Commitments and 19 Initiatives to advance the cause of providing 

justice in Oregon 
• Commitment 2:  Improve access to Justice by eliminating barriers and 

leveraging technology 
• Initiative 2.2:  Explore the use of technology to improve our communications 

with, and services for, all court users, including those with challenges due to 
limited time, location, or capacity

https://www.courts.oregon.gov/about/Documents/two-pager_v1.3_2020-02-09.pdf
full campaign:  https://www.courts.oregon.gov/about/Documents/2020-21-Strategic-Campaign_WebCopy.pdf

RESTRICTIONS 
ON COURT 
OPERATIONS –
COVID-19 
PANDEMIC

• Chief Justice Order (CJO) 20-006 
(original and amended) restricted court 
operations statewide.

• Ensured that all essential proceedings 
would continue to be conducted, but 
postponed many proceedings.

• Directed that certain proceedings be 
conducted by remote means if 
reasonably feasible and permitted by 
law.

MARCH 2020
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UPDATED 
RESTRICTIONS 
ON COURT 
OPERATIONS –
COVID-19 
PANDEMIC

• CJO 20-016 set out updated 
restrictions on court operations, 
including more expansive use of 
remote means.  

• Remote means expansion resulted 
from OJD technology efforts, since 
March, to establish a robust remote 
hearings platform for use statewide.

MAY 2020

RESTRICTIONS 
ON COURT 
OPERATIONS –
COVID-19 
PANDEMIC         
-- NEW 
STATUTORY 
AUTHORITY

• Statutory authority granted to the 
Chief Justice to direct or permit any 
court appearance to be by remote 
means, unless a constitutional 
provision requires otherwise.

• Chief Justice may delegate the 
exercise of that authority to the 
Presiding Judge.  

(Or Laws 2020, ch 12, §6(4)-(6)). 

JUNE 2020
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CONTINUING 
RESTRICTIONS 
ON COURT 
OPERATIONS –
COVID-19 
PANDEMIC

• All courts made both local and 
statewide mode-of-hearing 
adjustments, as pandemic 
circumstances have changed.

• For example, restricting in-person 
proceedings when necessitated by virus 
spikes; continuing to expand the use of 
remote hearings; and ensuring that all 
courts conduct at least some 
proceedings using remote means.

SUMMER 2020 TO JUNE 2021

CURRENT 
RESTRICTIONS 
ON COURT 
OPERATIONS –
COVID-19 
PANDEMIC

• CJO 21-025, Effective June 30, 2021
• Presiding Judge determines mode of proceedings (in-

person or remote).
• Appearances and proceedings may be by remote 

means regardless of statutes requiring "in person" 
appearances (and the like).

• Arraignments may be remote without party 
agreement.

• Procedure in place for contending that constitution 
requires in-person proceeding.

CURRENT OPERATIONS

OJD COVID orders:  https://www.courts.oregon.gov/courts/Pages/coronavirus.aspx
Current operations order: CJO  21-025, https://www.courts.oregon.gov/Documents/CJO_2021-
025.pdf

https://www.courts.oregon.gov/Documents/CJO_2021-025.pdf
https://www.courts.oregon.gov/Documents/CJO_2021-025.pdf
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REMOTE 
HEARINGS –
PLATFORM 
AND GENERAL 
INFORMATION

https://www.courts.oregon.gov/service
s/online/Pages/RemoteHearings.aspx

• Oregon courts use Cisco's WebEx Hearings 
and WebEx Events.

• Remote hearings webpage includes guides 
for attorneys, litigants, and witnesses; public 
access information; and several how-to 
videos.

• Presiding Judge Orders issued in each judicial 
district establish the use of remote hearings 
for certain types of proceedings in that 
district.

https://www.courts.oregon.gov/services/online/Pages/RemoteHearings.aspx
https://www.courts.oregon.gov/services/online/Pages/RemoteHearings.aspx


Chapter 7—Use of Technology in Oregon’s Courts During the Pandemic and Beyond

 7–6Emerging Legal Issues Related to Technology

MULTNOMAH COUNTY PRESIDING JUDGE ORDER

PJO 2101-0000 (June 2021):  
Establishes which proceedings 
will be conducted by remote 

means, with a transition 
period and a post-transition 

period (beg. Nov 1).

PJO 2101-0000 (June 2021):  
Establishes which proceedings 
will be conducted by remote 

means, with a transition 
period and a post-transition 

period (beg. Nov 1).

During transition period but 
also while social distancing in 

effect, enhanced use of 
remote means, but also 

continued impact on court's 
ability to conduct jury trials.

During transition period but 
also while social distancing in 

effect, enhanced use of 
remote means, but also 

continued impact on court's 
ability to conduct jury trials.

MULTNOMAH COUNTY PRESIDING JUDGE ORDER

Court will continue to use remote hearings in many proceedings; benefits:

https://www.courts.oregon.gov/courts/multnomah/Documents/210100000%20%20PJO%20Order%20re%20Mode%20of%20Proceedings%20for%20Certain%20Court%20Proceedings%20During%20Transition%20and%20Post-
Pandemic%20Periods.pdf

Increases access to justice

Eliminates travel, parking, and 
related costs
Saves lawyers’ time and clients’ 
money
As needed, complies with social 
distancing and other safety 
requirements

PJO 2101-00000:  
Post-Transition Period

PJO 2101-00000:  
Post-Transition Period

http://www.courts.oregon.gov/courts/multnomah/Documents/210100000%20%20PJO%20Order%20re%20Mode%20of%20Proceedings%20for%20Certain%20Court%20Proceedings%20During%20Transition%20and%20Post-Pandemic%20Periods.pdf
http://www.courts.oregon.gov/courts/multnomah/Documents/210100000%20%20PJO%20Order%20re%20Mode%20of%20Proceedings%20for%20Certain%20Court%20Proceedings%20During%20Transition%20and%20Post-Pandemic%20Periods.pdf
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Criminal morning call, trial readiness, misdemeanor pleas
Civil contested motions, ex parte, show cause, trial 

readiness, scheduling conferences
Family protective order petitions and applications, 

contested custody/parenting time orders, attorney 
fee hearings, status conferences, pretrial 
conferences, motions involving legal arguments only

Juvenile delinquency call, ex parte, case management 
conferences

Small 
Claims

mediation or ADR

Probate short matters

Examples of hearings that will, for the most 
part, continue to be remote:

MULTNOMAH 
COUNTY –
REMOTE 

HEARINGS

MULTNOMAH 
COUNTY –
REMOTE 

HEARINGS

• Remote Jury Selection:   Required effective 
October 14, 2021, for all civil and criminal 
jury trials.

• Civil Jury Trials:  Trial may be fully remote 
by stipulation of parties and 6-week notice 
to Presiding Judge.

• Civil bench trials:  May be in-person, fully 
remote, or a combination.

MULTNOMAH 
COUNTY 
TRIALS

https://www.courts.oregon.gov/courts/multnomah/Documents/210100000%20-
%20PJO%20-%20ORDER%20RE%20REMOTE%20JURY%20SELECTION.pdf

https://www.courts.oregon.gov/courts/multnomah/Documents/210100000%20-%20PJO%20-%20ORDER%20RE%20REMOTE%20JURY%20SELECTION.pdf
https://www.courts.oregon.gov/courts/multnomah/Documents/210100000%20-%20PJO%20-%20ORDER%20RE%20REMOTE%20JURY%20SELECTION.pdf
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DESCHUTES COUNTY PRESIDING JUDGE ORDER
PJO 2021-05:  

All proceedings shall be remote 
unless exception provided

PJO 2021-05:  
All proceedings shall be remote 

unless exception provided

• Exceptions (in-person proceedings) include criminal and civil jury trials 
(hybrids permitted); juvenile delinquency trials; out-of-custody adult 
arraignments; first appearance by respondents in stalking proceedings; 
civil commitment hearings; and adult treatment court.

• All other hearings and trials to be conducted by remote means except 
upon PJ or designee granting a motion for in-person appearance.

https://www.courts.oregon.gov/rules/Documents/2021-05%20-%20Regarding%20the%20Conduct%20of%20Hearings%20under%20CJO%202021-025.pdf

Phone v. Video

Exhibits

Court experiences and tips for 
success

DESCHUTES 
COUNTY –

EXPERIENCE 
WITH REMOTE 

HEARINGS

https://www.courts.oregon.gov/courts/deschutes/go/Pages/COVID-19-Information---Remote-
Hearings.aspx#Presiding%20Judge%20Orders

https://www.courts.oregon.gov/courts/deschutes/go/Pages/COVID-19-Information---Remote-Hearings.aspx#Presiding%20Judge%20Orders
https://www.courts.oregon.gov/courts/deschutes/go/Pages/COVID-19-Information---Remote-Hearings.aspx#Presiding%20Judge%20Orders
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RETURNING TO THE OJD
STRATEGIC CAMPAIGN - COMMITMENT 2

We will improve access to justice by 
eliminating barriers; continuing to simplify 
and streamline our processes; enhancing 
service options; leveraging technology…

2.2 We will explore the use of 
tteecchhnnoollooggyy  to improve our 
communications with, and services for, all 
court users, including those with challenges 
due to limited time, location, or capacity.

INITIATIVE 2.2
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INITIATIVE 
2.2 
PROJECTS 
IDENTIFIED:

Electronic Central Violations Bureau Project

File and Serve 2019 Upgrade Project 

(Upgrade is required for Criminal Case Initiation)
Jury 2018 Online Responses and Text Notification 
Project

Online Dispute Resolution Project

Odyssey Text Messaging for Hearings Project

ONLINE DISPUTE 
RESOLUTION

ODR (Online Dispute 
Resolution) Defined: 

Internet-based software 
platform that litigants can 
use to resolve legal 
problems.
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OBSTACLES:
● High cost of litigation
● Increased number of self-represented litigants

THE HOPE:
● Increase access to justice while lowering costs
● No cost to user; mobile device friendly; service to   

underserved populations; asynchronous 
communications

COURT APPLICATIONS:

Key areas – Traffic, Small Claims, Civil Debt

THE REALITY…  NOT READY FOR PRIME TIME:

Home Grown Products – Utah
Commercial Vendors
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QUESTIONS?
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Links to Material for Discussion

Oregon Judicial Branch Strategic Campaign 2020-2021 
https://www.courts.oregon.gov/about/Documents/two-pager_v1.3_2020-02-09.pdf

Chief Justice Order No. 21-025, Order Establishing Updated Directives Relating to Court 
Operations

https://www.courts.oregon.gov/Documents/CJO_2021-025.pdf

Remote Hearings, Oregon Judicial Department Online Services 
https://www.courts.oregon.gov/services/online/Pages/RemoteHearings.aspx

Oregon Judicial Department Remote Hearings Attorney Guide: Quick Reference 
https://www.courts.oregon.gov/courts/jefferson/go/Documents/RH%20Attorney%20Guide.pdf

Multnomah County Presiding Judge Order No. 2101-00000, Order Extending COVID-19 Transition 
https://www.courts.oregon.gov/courts/multnomah/Documents/PJO%20-%20ORDER%20
EXTENDING%20COVID-19%20TRANSITION.pdf

Multnomah County Presiding Judge Order No. 2101-00000, Order re Remote Jury Selection 
https://www.courts.oregon.gov/courts/multnomah/Documents/210100000%20-%20PJO%20
-%20ORDER%20RE%20REMOTE%20JURY%20SELECTION.pdf

Deschutes County General Order No. 2021-05, Court Operations/Deschutes 
https://www.courts.oregon.gov/rules/Documents/2021-05%20-%20Regarding%20the%20
Conduct%20of%20Hearings%20under%20CJO%202021-025.pdf

https://www.courts.oregon.gov/about/Documents/two-pager_v1.3_2020-02-09.pdf
https://www.courts.oregon.gov/Documents/CJO_2021-025.pdf
https://www.courts.oregon.gov/services/online/Pages/RemoteHearings.aspx
https://www.courts.oregon.gov/courts/jefferson/go/Documents/RH%20Attorney%20Guide.pdf
https://www.courts.oregon.gov/courts/multnomah/Documents/PJO%20-%20ORDER%20EXTENDING%20COVID-19%20TRANSITION.pdf
https://www.courts.oregon.gov/courts/multnomah/Documents/PJO%20-%20ORDER%20EXTENDING%20COVID-19%20TRANSITION.pdf
https://www.courts.oregon.gov/courts/multnomah/Documents/210100000%20-%20PJO%20-%20ORDER%20RE%20REMOTE%20JURY%20SELECTION.pdf
https://www.courts.oregon.gov/courts/multnomah/Documents/210100000%20-%20PJO%20-%20ORDER%20RE%20REMOTE%20JURY%20SELECTION.pdf
https://www.courts.oregon.gov/rules/Documents/2021-05%20-%20Regarding%20the%20Conduct%20of%20Hearings%20under%20CJO%202021-025.pdf
https://www.courts.oregon.gov/rules/Documents/2021-05%20-%20Regarding%20the%20Conduct%20of%20Hearings%20under%20CJO%202021-025.pdf
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