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Student Guidelines 

 

Privacy Photos 

Personal Information 
Your cell phone, address, city, and school 
name are all personal information. Never 
include this information in social media posts 
or in other public discussions. 
  
Settings 
Most every application, from e-mail to social 
media, has the option to make information public or 
private. Choose private, 
so you can control who’s seeing your posts. 
  
Passwords 
Only share passwords with your parent or 
guardian. While you may be close with your 
friends, do not share your passwords with 
them. 

Geolocation 
Many cameras have this feature, which 
pinpoints exactly where you are when you 
take a photo. Turn geolocation off so that 
you can be sure photos are safe to share. 
  
Landmarks 
Even with geolocation off, you may take 
pictures that clearly show your location. Try 
to avoid including landmarks, or well-known 
locations, when taking pictures. 
  
School Photos 
To keep school safe for all students, you’re 
required by law to fill out a legal document 
called a release form. Before posting a school 
photo, get this form from your teacher. 

Writing Safety 

Audience 
Most of the writing you do online is public. 
This means that you need to think carefully 
about what you say. Only tweet, text, or post things 
you’re okay with everyone seeing. 
  
Voice 
Because writing lacks the body language and 
sounds of regular talking, it is easy for others 
to misinterpret your words. Avoid sarcasm 
to prevent misunderstandings or hurt feelings. 
  
Purpose 
Just like writing a paper in school, knowing 
your purpose is critical. Think about what you 
want to say before you write, and remember to 
KISS (Keep It Short and Simple). 

Inappropriate Communication 
When you’re online, you may receive messages 
that make you uncomfortable. Swearing, 
name-calling, rudeness, or harassment are not 
acceptable when you are talking in-person, and 
they are not acceptable online either. 
  
Reporting 
If someone is sending you inappropriate 
messages, do not respond. Instead, show your 
parents, guardians, or teachers the message so 
they can help prevent it from happening again. 
  
Blocking 
Social media and e-mails usually allow you to 
block specific people from sending you any 
messages. If you receive inappropriate comments 
from someone, block them from your site. 
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