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Emerging technologies such as IoT devices and 

satellite imagery provide unprecedented data for 

many applications across the agricultural value 

chain. In recent years, these “smart farming” 

innovations have increasingly been deployed 

across the sector resulting in a new era for big 

data in agriculture that can provide the sector’s 

many actors with new, valuable information 

to enhance operations and crop production. 

As a result, farmers can now make data-driven 

decisions, agricultural businesses pursue new 

opportunities, governments craft more informed 

policies, nonprofits better address their mission 

statements, and research organizations answer 

more questions. In addition to the benefits for 

these specific actors, these new technologies 

could also help address global challenges like 

climate change and population rise, which 

require agriculture to increase its productivity 

while minimizing its ecological impact. 

The increasing deployment of these new sensors, 

however, has brought up a challenge in terms of 

data ownership. On one side, the data is collected 

from farmers’ fields and operations, on the other

3 We use high-income economies, middle-income economies, and low-income economies throughout this 
document. We draw our categorization of such economies from the World Bank; high-income economies are 
those with gross national income (GNI) per capita of $12,696 or more, low-income economies are those with GNI 
per capita of $1,045 or less, and middle-income economies are those with GNI per capita ranging from $1,046 
to $12,695. Read more at “World Bank Country and Lending Groups” on The World Bank: https://datahelpdesk.
worldbank.org/knowledgebase/articles/906519-world-bank-country-and-lending-groups

 side the agricultural technology providers (ATPs) 

are usually collecting the data and putting the 

data infrastructure in place. The ongoing conflict 

between farmers and ATPs over data ownership 

issues has hindered the extent to which farmers 

have adopted these new technologies. Without a 

data ethics framework that adequately considers 

farmers’ concerns, we risk stymying smart 

farming’s full potential and benefit. Importantly, 

while the debate about smart farming’s data 

ownership consequences has mostly taken place 

in high-income economies,3 smart farming’s 

innovations are likely to benefit smallholder 

farmers in the low- and middle-income countries 

the most. Thus, while the debate might not 

include low- and middle-income countries, it is 

critical to understand how high-income countries 

currently address smart farming’s resulting data 

ownership issues. By doing so and highlighting 

current efforts in the low- and middle-income 

economies, we might be able to preemptively 

address relevant data ethics issues and policies 

for low- and middle-income countries.

Executive Summary

https://datahelpdesk.worldbank.org/knowledgebase/articles/906519-world-bank-country-and-lending-groups 
https://datahelpdesk.worldbank.org/knowledgebase/articles/906519-world-bank-country-and-lending-groups 
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“Smart farming” is a term used to describe 

agriculture’s recent and increasing deployment 

of devices and technologies that can generate 

informative data for decision-makers (e.g., 

farmers, buyers, policy-makers, etc.). Smart 

farming innovations can range from on-the-

ground devices, such as soil monitors used to 

measure moisture for a single plot, to large-

scale systems that can capture weather patterns 

across numerous acres (Wolfert et. al., 2017). 

Earth observations (EO), aka satellite imagery, 

are also becoming increasingly available (Fritz, et 

al., 2019). These data can provide key information 

from the Earth orbit to develop agricultural 

monitoring systems such as cropland and crop 

type mapping (Nakalembe 2020). Smart farming 

technologies and EO are fueling the big data 

revolution in agriculture. 

Driving the “big data revolution”, which 

includes agricultural data, are recent machine 

learning (ML) and artificial intelligence (AI) 

innovations that help with wrangling the vast 

amount of data being produced by smart 

farming technologies (  Coble, et al., 2018). These 

improvements to statistical modeling and 

methods have complemented the generation 

of and access to big data, allowing researchers 

and practitioners to derive actionable insights 

from this data. For ATPs this is what supports 

their analytics services. For farmers, research 

organizations, and policy-makers, this is what 

leads to “data-driven” decisions. This creates a 

data-hungry environment wherein new ML and 

AI advancements spur on new sources of data. 

However, it is important for us to understand the 

issues around agricultural big data if we wish to 

ensure a fair and equitable practice.

Although smart farming technologies have 

immediate and tangible benefits for individual 

farmers, businesses, and governments, these 

innovations could also be critical for addressing 

many of the larger problems we face globally. 

Agriculture employs over a quarter of the 

Smart Farming and 
Big Data in Agriculture
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Smart  Farming and Big Data in Agriculture 

world’s population and accounts for trillions in 

global trade each year (Food and Agriculture 

Organization of the United Nations, 2017). 

Despite global agriculture’s current scope, 

agricultural output will need to signif icantly 

increase to keep pace with the world 

population’s projected growth. However, this 

need to feed the future will have to be balanced 

against agriculture’s severe ecological impact. 

Smart farming’s ability to generate informative 

data with actionable insights promises to 

improve agricultural eff iciency while reducing 

agriculture’s environmental footprint (Sova et. 

al., 2018).

Smart farming’s digitization of agriculture has 

renewed interest in the sector as a signif icant 

data source. Three primary kinds of actors 

operate in this domain. First, there are the 

farmers who generate the agricultural data 

and utilize it to make decisions. Second, 

there are the private sector ATPs who 

operate businesses that provide farmers the 

technology to collect and store their data. 

These businesses may also offer professional 

analytical services on top of this. And third, 

are the public sector organizations like 

governments, which might legislate on the 

business relationship between farmers and 

ATPs, or aid organizations and non-prof it ATPs 

that might deploy smart farming technologies 

for reasons unrelated to prof itability (e.g. 

research, social good, etc.). 

Agricultural data’s benefit to and relationship 

with each of these three differs considerably, 

even if the value for all can be summarized by 

the increased insights into farming operations 

that the data provides.

For farmers, this data’s primary value is how 

it can improve operations and production. 

Multi-year data is crucial to running a farm. 

Long-term information that spans multiple 

seasons helps farmers to understand how 

both their own decisions and factors outside 

of their control (e.g. climate, natural resources, 

etc.) impact their agricultural output, allowing 

them to better plan. When to cultivate crops, 

when to harvest one’s yield and in which season, 

and how much livestock is required for a farm 

to maintain its productivity and sustainability 

are critical questions for farmers each season. 

Smart farming’s data-driven insights help 

to answer these questions, either providing 

information where there previously was 

none or else replacing expensive professional 

services previously conducted in-person by a 

specialist.

More general information and communications 

technology (ICT) developments that expand 

beyond smart farming innovations, such as 
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Smart  Farming and Big Data in Agriculture 

the internet’s and telephone’s spreading 

coverage around the world, have also 

signif icantly helped farmers. This is especially 

true in low- and middle-income economies 

where both cell phones and network coverage 

might be relatively new yet nonetheless useful 

for connecting individuals, like suppliers and 

buyers, and addressing market failures. Indeed, 

many programs that aim to equip farmers in 

low- and middle-income economies with new 

technologies focus primarily on providing 

them with devices or software with up-to-

date information on market prices for their 

crops and or livestock (Heikie, 2017). While 

these examples are often overlooked when 

discussing current smart farming trends, 

their purpose is identical to more advanced 

systems: i.e. utilize new technologies to provide 

information to farmers that help to improve 

their farming operation.

For the private sector, agriculture’s 

digitization expands the sector’s prof itability 

and provides new business opportunities. 

Established industry leaders, like John Deere 

and Monsanto, have invested heavily in 

building out their capacity as an agricultural 

technology provider (ATP); developing their 

product’s technological intensity, their in-

house data storage capability, and their 

professional services’ ability to provide 

worthwhile data-driven insights (Wolfert et. 

al., 2017). For companies already in agriculture, 

the sector’s digitization offers new prof itable 

opportunities that build off current products 

and services. Whereas John Deere might 

have once only made a prof it on the day one 

of their tractors was sold, they can, by selling 

“smart” tractors that generate data during 

operation, now offer farmers professional data 

analytics services as well. Using these services 

is advantageous for the farmer, as previously 

discussed, and creates a steady stream of 

revenue for John Deere. 

Even if farmers do not use an ATP’s data 

analytics services, either by purchasing “non-

smart” products or opting out, the data the 

farmer generates using the ATPs products are 

still valuable for their ability to be commodif ied 

and sold or licensed out. In the same way 

Facebook might collect and sell a user’s data 

to an advertising agency, an ATP might collect 

and sell farming data to interested third parties 

with appropriate licensing and consent from 

the farmer.

The benefits for public sector organizations, 

which can range from governments to non-

prof it research organizations, can be divided 

into long-term and short-term benefits. In 

the long-term, agricultural data is valuable for 

governments to better inform policy which 

includes functions such as effective allocation 
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of farm subsidies, and enhanced enforcement of 

food regulations. In the short-term, governments 

and non- or inter- governmental organizations 

with similar functions or objectives can use the 

data to effectively manage disaster responses, and 

distribute relief as needed. These functions could all 

benefit f rom the more precise and up-to-date data 

generated by smart farming devices.

For non-prof it and or research-focused ATPs, 

agricultural data’s benefit comes from how it 

supports the organization’s mission statement or 

research objective. While non- and for-prof it ATPs 

both value agricultural data for the information 

it provides, non-prof its do not value this data as a 

commodity. Data that does not address a non-

prof it’s mission statement (e.g., “We will provide 

low-income farmers with local market information!”) 

or answer a research organization’s question (e.g., 

“How does conflict impact farming?”) is not valuable 

and its collection may be a waste of resources. For-

prof it ATPs may collect data they have no immediate 

use for with the possibility that they could later sell 

or license out the data. Non-prof it and research-

focused ATPs are unlikely to do the same without 

fundamentally changing their goals or motives.
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The emerging conflicts around agricultural data 

ownership in high-income countries often stem 

from the data’s classification as commercial 

rather than personal privacy data (Ellixson and 

Griffin, 2016). This is important as in the context 

of smallholder farming there is little commercial 

ownership hence the issue falls under personal 

privacy. For example, from a farmer’s perspective 

the amount of fertilizer application and yield in a 

certain season can be seen as private information 

as it would reveal their competitive advantage in 

increasing their productivity. Although disjointed 

across countries, many governments have 

introduced, or are in the process of introducing, 

legislation that addresses ongoing concerns 

about data privacy and protection. In general, 

emerging legislation has defined personal 

privacy data as any information that could be 

used to identify an individual, such as their name 

and surname, home or email address, date of 

birth or age, ethnicity or gender, or internet 

cookies.

Due to personal privacy data’s sensitivity, 

regulating bodies often seek to control how 

technology providers use these data: requiring 

a certain level of anonymization if it will be sold, 

requiring that the user’s consent be given for 

their data to be collected, or else limiting its 

distribution to third parties altogether. However, 

these protections and regulations are limited 

to information that can reasonably be classified 

as personal privacy data. Agricultural data’s 

classification as commercial data leaves ATPs 

with a greater level of freedom to dictate their 

terms and conditions with farmers (Ferris, 2017).

Agricultural Data 
Ownership in High-
Income Countries
Overview 
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This does not inherently lead to an 

unregulated market or to bad outcomes 

for farmers. Competition amongst ATPs for 

farmers’ business may lead to best practices 

and contractual protections that address 

farmers’ concerns. Standards that emerge 

from the private sector can be crafted with a 

better understanding of the major concerns 

of involved parties. Self-regulation often takes 

time to form, requiring the equal participation 

of all involved parties so that the terms and 

conditions between them accurately reflect 

each of their respective, sometimes conflicting, 

needs. Tensions may have emerged due to 

the government’s lack of involvement but the 

solutions that are being developed in and by 

the private sector may be effective as time 

goes by. Alternatively, these solutions’ failure 

may spur government intervention.

The main tensions between farmers and ATPs 

revolve around two issues of ownership. The 

f irst issue concerns a farmer’s ability to repair 

equipment purchased from an ATP either 

on their own or by a third-party business. 

Commonly called the “right to repair”, this 

issue is out of scope for this paper but bears 

briefly mentioning. The second issue concerns 

the farmer’s ownership of the data they 

generate using an ATP’s products. A farmer’s 

ownership of their agricultural data is often 

discussed in similar terms to those about an 

individual’s ownership of personal privacy 

information, with three primary concerns 

often emphasized: data portability, data 

transparency, and data security.

Data portability deals with an individual’s 

ability to take the data they generate using a 

service with them if they decide to leave that 

service or transfer to another. Data portability 

is particularly signif icant to farmers due to 

long-term data’s importance to agricultural 

operations, as previously discussed. Without 

assurances that ATPs will allow farmers to 

take their data with them should they leave, 

farmers could potentially be locked into 

adverse business relationships (Jouanjean, 

et al., 2017). This harms the farmer at the 

individual level but could also lead to non-

competitive practices in the ATP market as a 

whole. 

Data transparency concerns an individual’s 

ability to have some understanding of how 

their data is being used by the data collector. 

Because farmers are often not recognized as 

owning the data they generate, they are not 

entitled to know how their data is being used 

by their ATP. Unless otherwise stated in their 

contract, farmers have little to no control over 

if and how their data is shared. This also means 

that they are not compensated if their data is 

sold or licensed out to interested third parties. 
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As previously discussed, agricultural data is 

incredibly valuable not only to farmers but 

to outside parties like governments, research 

organizations, and adjacent private sector 

enterprises (e.g. investment banks) that might 

benefit from understanding the on-the-

ground workings of various farms across a 

country. 

Data security pertains to an individual’s 

ability to know, or at least reasonably believe, 

that their collected data is being safely and 

securely stored and that if a data breach should 

occur that they will have appropriate redressal 

mechanisms to recover from the harm.

The government’s lack of involvement in this 

domain has led to the development of private-

sector-based solutions that seek to address 

many farmers’ concerns. The two most 

prominent examples are agricultural data 

cooperatives and codes of conduct.

Data Cooperatives
Data cooperatives are organizations formed 

by members who pool together their data 

and make collective decisions on its use. 

Cooperatives are not specif ic to data-related

2 http://agdatacoalition.org

issues and have a long history, often forming 

in situations where a group’s power together 

is more substantial than their power 

alone. Cooperatives are common in many 

industries and are especially prominent in 

agriculture. Agricultural cooperatives are 

the most common cooperative globally and 

serve a crucial role in helping small-holder 

farmers compete with larger competitors. 

Agricultural data cooperatives are a natural 

extension of pre-existing governance schema 

already familiar to many farmers. This sort of 

organization benefits the farmer as it provides 

them with greater access to and control over 

their data and benefits data providers and 

licensors as it provides them with a single 

source to negotiate with (Jouanjean, et al., 

2017). 

There are examples of agricultural data 

cooperatives that were purposefully formed to 

address farmers’ data concerns, such as the Ag 

Data Coalition in the United States3. There are 

also examples of long-standing agricultural 

cooperatives expanding their operations and 

building out their data capabilities to meet 

their members’ needs, like France’s largest 

agricultural cooperative InVivo. There are also 

examples of data and agricultural cooperatives 

http://agdatacoalition.org
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partnering to produce a specif ic project, 

such as the Grower Information Services 

Cooperative3 and Agricultural Data Coalition’s 

independent data repository AgXchange. 

These efforts are promising though they are 

not without obstacles. Importantly, agricultural 

data’s interoperability may hinder farmers’ 

access to certain technologies or data platforms. 

The data farmers produce may not be able 

to be transferred to the data cooperative’s 

repository or used by a shared digital platform 

the cooperative develops. This could be 

because of significant differences in the data’s 

format (i.e. the digital platform can not easily 

ingest the type of data produced) or because 

of legal constraints defined by a contract 

between the farmer and their ATP. For-profit 

ATPs might be reluctant to give up their ability 

to commodify the data farmers produce using 

their products. This could be an opportunity 

for non-profit ATPs that have smart farming 

products similar to their for-profit counterparts 

or for new private sector entrants that want to 

manufacture smart farming products but do 

not want to store the data.

3 https://www.gisc.coop

Codes of Conduct and Charters

Codes of conduct, or charters, are voluntary 

agreements that operate through non-binding 

rules. Various charters that address farmers’ 

concerns around agricultural data have 

emerged in recent years, often resulting from 

negotiations between farmers’ organizations 

and industry leaders. While their voluntary 

nature necessarily limits a charter’s ability 

to enforce its codes, these documents have 

helped to formalize farmers’ concerns, develop 

this new sub-f ield of data ethics, and work 

towards substantive solutions to agricultural 

data issues. 

The charters that have developed in high-

income countries vary in how they came into 

being, who was involved in their publication, 

how they approach the issues, and if they have 

related accreditation systems. Yet all recognize 

smart farming’s potential and the need for 

ATPs to garner trust with farmers to fully 

realize this potential. All emphasize the need 

for farmers to be aware of the industry’s pivot 

towards agricultural data, be educated on bad 

ATP practices, be equipped with a framework 

to evaluate ATPs on, and for ATPs, even if 

voluntarily, to better address farmers concerns 

around data transparency and ownership.

https://www.gisc.coop
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TABLE 1: CHARTER OVERVIEW AND COMPARISON

US EU France Switzer-
land

Australia New 
Zealand

Charter Privacy and 
Security 
Principles for 
Farm Data 
(2014)

Code of 
Conduct on 
Agricultural 
Data Sharing 
by Contractu-
al Agreement 
(2018)

French 
Charter on 
the Use of 
Agricultural 
Data (2018)

Charter on 
the Digitaliza-
tion of Swiss 
Agriculture 
and Food 
Production 
(2018)

National 
Farmers’ 
Federation 
Australian 
Farm Data 
Code (2020)

New Zea-
land’s Farm 
Data Code 
of Practice 
(2014)

Primary 
Publisher

American 
Farm Bureau 
Federation

CEETTAR, 
CEMA, 
CEJA, CO-
PA-COGECA, 
ECPA, EFFAB, 
ESA, FEFAC, 
Fertilizers 
Europe34 

FNSEA, 
Jeunes Agri-
culteurs

Federal 
Office for 
Agriculture

National 
Farmers’ 
Federation

DairyNZ, 
Ministry 
for Primary 
Industries, 
FarmIQ

Related 
Accreditation 
System

Yes 
(Ag-Data 
Transparency 
Evaluator)

No 
(Self-Check 
List)

Yes 
(Data-Agri 
Label)

No No Yes (NZ 
Farm Data 
Code of Prac-
tice Accredit-
ed Seal)

Govt. Involved 
in Publication

No Somewhat No No No Yes

4 European Organisation of Agricultural, Rural and Forestry Contractors (CEETTAR); European Agricultural Machinery As-
sociation (CEMA); European Council of Young Farmers (CEJA); Committee of Professional Agricultural Organisations-Gen-
eral Confederation of Agricultural Cooperatives (COPA-COGECA); European Crop Protection Association (ECPA); European 
Forum of Farm Animal Breeders (EFFAB); European Society for Agronomy (ESA); European Feed Manufacturers’ Federa-
tion (FEFAC).

Table 1 provides a brief overview of important basic aspects of each charter and includes aspects 

where they signif icantly differ from each other. All in all the charters are very similar and converge 

on a few key points: 1) all charters emerged from partnerships between farmer organizations and 

agricultural businesses, 2) all emphasize the importance of data portability, transparency, and 

security, and 3) all charters have voluntary compliance. 
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However, while the differences between 

these charters might be minor, it is important 

to highlight where and how each charters 

builds upon or diverges from earlier attempts. 

Viewing these charters more as an ongoing 

conversation about agricultural data 

issues rather than a collection of separate 

documents helps us understand this subject’s 

development.

The early publication of the US Privacy and 

Security Principles for Farm Data and New 

Zealand’s Farm Data Code of Practice in 2014 

helped to formalize the concerns farmers 

had around agricultural data practices. Both 

documents similarly focus on establishing 

principles to inform best practices rather than 

outlining strict guidelines. Additionally, both 

charters have related accreditation systems 

whereby an organization’s business practices 

are evaluated against the charter’s code and 

accredited (e.g. provided an off icial seal of 

approval by the evaluating organization) if they 

suff iciently meet it. While these accreditation 

systems are voluntary, they help to actualize 

the charter’s principles and allow farmers to 

better vet ATPs as it concerns data protection. 

Despite the potential promise of these 

accreditation systems, it is important to outline 

potential problems. First, the accreditation 

systems’ reliance on self-regulation necessarily 

weakens the ability for the charter’s codes to 

be enforced. Second, while the participation 

of industry leaders in shaping and overseeing 

these accreditation systems helps to create 

systems that accurately reflect the industry 

environment, it is not impossible that these 

initially beneficial systems are one day co-

opted and misused by those same industry 

leaders. Third, accreditation systems’ 

effectiveness relies on signif icant industry 

uptake in order to matter. Ultimately, the 

power imbalances that these charters aim to 

rectify still exist with industry leaders holding 

an outsized ability to minimize or negate the 

full impact of these self-regulating systems. 

Both accreditation systems are relatively new, 

with New Zealand’s NZ Farm Data Code of 

Practice Accredited Seal launching in 2014 

with the charter’s publication and the US’s Ag-

Data Transparency Evaluator launching some 

years later in 2018. Both systems have certif ied 

a number of companies, with the US boasting 

27 companies and including major industry 

leaders like John Deere. Time will need to pass 

and more research will need to be done to see 

if these systems’ envisioned impact is realized.

While questions remain about the eff icacy of 

voluntary accreditation systems, both the US 

and New Zealand charters were instrumental 

in describing and formalizing the primary 

concerns around agricultural data issues. The 
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European Union’s Code of Conduct on 

Agricultural Data Sharing by Contractual 

Agreement, published in 2018, built upon 

these ideas through the more standardized 

framework provided by the European 

General Data Protection Regulation or GDPR; 

borrowing many terms and def initions from 

this larger document so as to elaborate on 

nuances and craft terminology specif ic to 

the agricultural data domain. Despite this 

difference in approach, the EU charter’s guiding 

principles and concluding recommendations 

nonetheless echo those outlined in the US and 

New Zealand, with key differences resulting 

from the EU charter’s fuller elaboration on 

terms or concepts introduced by the US and 

New Zealand documents.

A key example of this is how the EU charter 

def ines farmers that generate agricultural 

data as “data originators” rather than “data 

owners”. While this entails the farmer to many 

of the same rights outlined in earlier charters, 

this distinction highlights how data ownership 

can shift over time depending on the data’s 

use, sale, or licensing. While the data’s owner 

may change over time, the farmer’s position as 

that data’s originator does not. This distinction 

is important as it provides farmers with a 

permanent relationship with the data they 

produce. Data ownership, although widely 

discussed, is still diff icult to universally def ine 

which in turn leads to its ambiguous use in 

policies and contracts. This is especially true 

in some contracts between ATPs and farmers, 

where the farmers’ ownership of their data, 

although often stated in a contract’s clauses 

and provisions, is ultimately muddied by 

stipulations made elsewhere in the contract’s 

terms and conditions (Jouanjean, et al., 2017; 

Ferris, 2017). Treating the farmers’ relationship 

with the data in terms similar to, but distinct 

from, data ownership may provide farmers 

with a more explicit relationship with the data 

they produce. 

Overall, these charters help us understand the 

discussion around agricultural data issues, 

highlighting farmers’ on-going concerns. If 

governments do decide to get involved on this 

issue, these documents provide a sound basis 

from which to form regulations and policy. 

The accreditation systems attached to some 

charters while not perfect may also prove 

effective, though more time will be needed to 

see the results. However, it is important to note 

how these charters are regionally constrained, 

all of them being written for a specif ic country 

or region. This is important to highlight as 

large ATPs that operate internationally may 

continue bad practices where they are not 

signed onto a charter.

https://eugdpr.org/
https://eugdpr.org/
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So far, the paper has focused on the issue of 

farmer’s data ownership in the United States, 

the European Union, and New Zealand and 

strategies to ameliorate loss of transparency, 

security, portability, and privacy around their 

data. Much of these strategies presume that 

privacy is a universal principle that is celebrated 

by all countries. They also rest on fairly 

developed cooperatives, charters, standards, 

and institutions developed in higher-income 

countries. Arguably, the first citation of privacy 

in United States dates back to the 1890, when 

Samuel Warren and Louis Brandeis published 

“The Right to Privacy” in the Harvard Law Review 

to outline the perceived harms of instantaneous 

Kodak photographs and the newspaper industry 

for infringing on the privacy of domestic life. In 

low- and middle-income countries, however, the 

concern with privacy has only gained traction 

with the spread of liberal democratic principles 

as well as technological advancement. To 

illustrate, Indonesia has no data protection laws 

to date, despite being one of the largest digital 

economies in Southeast Asia and the fourth 

largest agricultural producer. 

As such, this section will briefly outline the 

main challenges low- and middle-income 

countries face with utilizing big data and smart 

technologies for farming and agriculture. By 2030, 

it is expected that 85% of the world’s population 

will live in low- and middle-income countries. 

In order to address urgent food security needs, 

there is never a better time to understand some 

of the key challenges farmers in low- and middle-

income countries face when adopting smart 

farming practices. 

Agricultural Data 
Ownership in Low- and
Middle-Income Countries
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In particular, we will focus on the factors that 

made data ownership challenging for farmers 

in low- and middle-income countries where 

legal and technical infrastructures similar to 

high income countries are newly developed. 

Here, we are referring to data that are 

aggregated, collected, processed, and used 

for data analytics, IoT applications, and other 

technologies typically referred to as “smart 

agriculture” (refer to Page 1 for def inition). In 

other words, the main challenge here is not 

that data ownership (portability, transparency, 

and security) is not an issue of concern for low- 

and middle-income countries but rather there 

are huge barriers to collecting data about 

farming and agriculture broadly in the f irst 

place. Any measures to integrate principles 

and standards for data ownership from 

high-income countries to low- and middle 

income countries should consider what kind 

of data needs to be owned from farmers 

in these regions in the f irst place, as well as 

the infrastructure and architecture required 

thereof.  

Smart farming practices are not only slow in 

middle- and low-income countries but also 

in  industrialized countries (McKinsey and 

Company 2015). But what is unique about 

such countries is the ubiquity of smallholder 

farmers and mobile technologies. There 

are two key challenges that middle- and 

especially low-income countries face when 

trying to implement practices, standards, and 

regulations that can provide data ownership 

for farmers. We hope to sidestep challenges 

of educational literacy, f inancial resources, 

and stable and well developed transportation 

and digital infrastructures to facilitate data 

ownership. Instead, we want to focus on 

the particularity of farming and farmers’ 

technological usages typically found in 

middle- and low-income countries. 

First, the def inition of smallholder farming 

varies across low- and middle-income 

economies. In a recent report developed by 

USAID, simply using hectare size is not enough 

for def ining a smallholder farmer (Gray, et al., 

2018). Using a matrix of characteristics such 

as farmers’ own self-identif ication, the type 

of crop grown, landholding size, membership 

in organized groups, cooperatives, and 

associations are some examples for ensuring 

that such identity categories are robust and 

can capture the diversity of farming practices 

in middle- and low-income countries. Many 

different owners may lay claim to the same plot 

of land, posing a challenge to the question of 

agriculture data ownership as well. This poses 

a crucial challenge for the extension and 

expansion of big data analytics where certain 

prediction techniques might require specif ic 

standards and classif ication atlases for image
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classif ication exercises for instance. As such, 

data service providers will have to reckon with 

the diversity of categorization for smallholder 

farmers in middle- and low-income countries 

and adopt the necessary techniques for 

implementing big data technologies.

Second, the diffusion of smart mobile technology 

in middle- and low-income countries does not 

equate to equitable access to smart farming 

practices. While research has shown that the 

diffusion of smart mobile technologies in rural 

and developing areas has enabled farmers to 

gain access to f inancial inclusion, food safety 

measures, and productive and optimal use 

of agriculture resources (Goel, et al., 2021), 

second generation services (suitable for voice 

and SMS) cover most of this coverage. That is, 

the ability for farmers to engage in big data 

and smart farming technologies is threatened 

by unequal coverage across nations. Moreover, 

there is a difference across farm size classes. 

Globally, only 37% and 24% of farms of <1 ha 

have access to 3G and 4G services, respectively, 

whereas 80% and 74% of farms of >200 ha have 

access to 3G and 4G services, respectively. 

(Mehrabi et. al., 2021).

A potential solution to varied definitions of 

smallholder farmers as well as poor mobile 

coverage is the use of open source, high resolution 

5 https://mlhub.earth

satellite imagery. Open source high resolution 

satellite imagery promises an affordable entry 

point for countries to develop the necessary 

insights into agriculture such as crop type 

and yield. Already, several multinational 

corporations, non-governmental organizations 

as well as data service providers have tapped 

on to this arena to develop appropriate data 

analytics for farmers. For example, Radiant 

Earth Foundation seeks to not only open 

access to training datasets based on open 

source satellite imagery crucial for developing 

machine learning applications, but also 

machine learning models to users from the 

global South. This includes the building of 

Radiant MLHub,3 which currently hosts much-

needed agriculture training datasets in Africa, 

Central Asia, and Germany. Such efforts to 

make data analytics and other adjacent data-

driven applications in the agriculture sector 

open and possibly inclusive is a step forward to 

achieving data ownership in low and middle-

income countries.

Even if there were ways to collect better data 

of smallholder farming economies in middle- 

and low-income countries, there are ethical 

issues such as the lack of data protection acts 

and public contention around public-private 

partnerships in data-driven agriculture 

projects.

https://mlhub.earth
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Throughout middle- and low-income 

economies, privacy protection acts are not 

as robustly developed. Only two-thirds of the 

world has data protection laws and cyber 

laws. As of 2021, 128 out of 194 countries had 

put in place legislation to protect data and 

privacy (UNCTAD, 2021). Only 40 middle- and 

low-income economies have such laws or bills 

(Provost, 2013). On 26 November 2013, the UN 

adopted a resolution drafted by Germany and 

Brazil reaff irming the “human right to privacy 

in the digital age” (Rushe, 2013). The resolution 

was also sponsored by low-income countries 

Bolivia, Ecuador, Indonesia, Peru and Uruguay 

(Provost, 2013; MacAskill and Ball, 2013). While 

laws and regulations that govern personal 

data (such as The European General Data 

Protection Regulation or GDPR) have become 

commonplace, there is almost no legislation 

covering the collection, sharing and use of data 

in agriculture. As a result, farmers in middle- 

and low-income countries, similar to farmers 

in high-income countries, face challenges 

due to a lack of transparency on issues such 

as “data ownership, data rights, data privacy, 

data security and def initional issues such as 

whether all (or some) farm data should be 

considered personal” (Foteini, 2019). Moreover, 

the contracts and licensing agreements 

that currently govern data transactions are 

complex and not easy to comprehend without 

expert guidance, leaving smallholder farmers 

with very little negotiating power (Foteini, 

2019).

Data def icits in middle- and low-income 

countries have encouraged greater public-

private partnership for the collection of 

agriculture data, bringing up issues over 

public ownership and control of data. As 

contracts between government agencies 

and private tech companies increase (Glaser, 

2020), there have been growing concerns 

among civil society members that powerful 

tech corporations may infringe on the privacy 

and transparency of data and in some cases, 

extend unjust outcomes on to marginalized 

populations (e.g., the ACLU’s successful 

campaign to dissuade AWS and other 

technology companies from selling facial 

recognition technology to law enforcement 

agencies). While agriculture data might not 

qualify as sensitive data in the public’s eyes, 

it is necessary to consider how data such as 

labor productivity of farmers or income levels 

of smallholder farmers may be used or abused 

for further disenfranchising farmers, rather 

than empowering them. 

Much of the data on rural agriculture around 

the world are currently from the Food and 

Agriculture Organization, some of which relies 

on reporting from individual nations that is 

often incomplete. Cost is one of the reasons as

https://www.technologyreview.com/2020/06/12/1003482/amazon-stopped-selling-police-face-recognition-fight/
https://www.technologyreview.com/2020/06/12/1003482/amazon-stopped-selling-police-face-recognition-fight/
https://www.technologyreview.com/2020/06/12/1003482/amazon-stopped-selling-police-face-recognition-fight/
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to why some of this data is incomplete or out 

of date (Tollefson, 2018). Given the costliness of

data collection for governments in middle- 

and low-income countries, there is a trend 

for public agencies to work closer with 

tech companies to increase the rate of data 

collection and deploy advanced technologies 

such as machine learning models. More work 

needs to be done in this arena to consider 

the ethical implications behind such public-

private partnerships. One way to reconsider 

the issue of data def icit is to consider if farmers 

in low and middle-income countries already 

had ways of recording and collecting their own 

data, and how such data has not been readily 

captured in the digital data infrastructures. 

In India, Amazon, Microsoft, and Cisco and the 

Indian government have partnered to share 

government statistics on agriculture and build 

advanced tools and mobile apps to increase 

crop yields, improve soil quality, and map 

out landholdings. It is believed that with the 

development of such digital technologies, the 

country would be able to reform a 488 billion 

USD farming sector that employs almost 

half of India’s 1.3 billion people. This includes 

improving employment for rural populations, 

reducing food shortages, and cutting food 

imports, making India a global competitor 

in agriculture exports. The main goal of this 

public-private partnership is to aggregate all 

information such as crop types, soil health, 

insurance, and weather patterns to develop 

personalized services for farmers. While this 

public-private partnership seems promising 

for tracing out agriculture supply chains and 

increasing productivity, farmers are concerned 

about their privacy and how the data would 

be used to increase competition among 

farmers (Srivastava, 2021). The above stated 

issues provide an opportune site to adapt 

and redevelop existing best practices in high-

income countries around data ownership, 

while holding the socioeconomic and political 

contexts as well as the current data legislature 

in low- and middle-income countries into 

consideration when deciding what data 

ownership looks like. 
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The debate around agricultural data issues 

continues to evolve. Much of the conversation 

has been held in high-income countries 

where most smart farming innovations have 

the infrastructure to be widely deployed and 

most farmers have the ability, either through 

institutions or simple economic well-being 

and stability, to advocate for their interests. 

This advocacy has led to a variety of solutions, 

the two prime examples being the agricultural 

data cooperatives and private sector codes of 

conducts (Carbonell 2016). While both of these 

solutions have their respective issues, each 

has promise. More time will need to pass to 

see if they each fulf ill it.

Understandably, the solutions that have 

developed in high income countries are 

not mirrored in low- and middle-income 

countries. Agricultural data cooperatives 

and private sector codes of conduct are the 

result of farmers using data-intensive smart 

farming technologies, feeling that they are 

being unfairly treated by ATPs, and organizing 

in response to advocate for their interests. 

Although the low and middle-income countries 

(LMIC) continue to digitize their systems and 

integrate more advanced technologies into 

their agricultural sectors, there are far more 

pressing issues for LMICs to solve. 

Poor nutrition, inadequate education, extreme 

poverty, and lacking infrastructure, are all 

more immediate concerns that necessarily 

precede agricultural data issues. Some may 

view agricultural data issues for low- and 

middle-income economies as a pedantic topic 

that should only be contemplated after these 

immediate concerns have been addressed. 

This is completely valid and it is not the 

intention of this paper to distract from these 

efforts. However it is important that we at least 

begin thinking about agricultural data issues. 

While data ethics is a new f ield in general, 

and especially so in the LMIC context, the 

developing world’s increasing digitization and 

Conclusion



Conclusion

prominent agricultural sectors make these 

issues inevitable. Geospatial data and satellite 

imagery are already being used in LMICs for 

agricultural purposes. What this paper hopes 

to accomplish is to start the conversation 

around these topics and spur reflection for 

those working in this domain. 

This is especially true for ATPs and aid 

organizations working with agricultural data 

in LMICs. This paper is not intended to provide 

concrete recommendations. The emerging 

solutions discussed in this paper are specif ic 

to high-income countries and are too new 

for us to know of their effectiveness. Despite 

this, the development of this debate and the 

repetition of particular concerns throughout 

its history can help ATPs and aid organizations 

working in LMICs frame their plans and 

operations. Acting in accordance with the 

best practices outlined in the various codes 

of conducts discussed here is a potential step 

towards actuating agricultural data ethics in 

regions where there might not be actual best 

practices in place.

In future initiatives developing big data in 

agriculture, it might be worth considering a 

few key questions related to data ethics and



Conclusion

ownership especially as they pertain to 

questions of privacy, transparency, and 

portability in LMIC contexts: 

 

 » How to account for the varied def initions 

of smallholder farmers when developing 

technologies for farming? Will developing 

a more robust def inition of smallholder 

farmers potentially widen the rollout 

of big data technologies? Or will it 

eclipse important differences between 

smallholder farmers across regions? 

 » How does a farmer understand privacy? 

How does his or her understanding or 

privacy relate to surveillance derived 

from connecting farms to sensors, 

remote devices, and internet networks? 

How can privacy be contextually def ined 

for such farmers? Are issues of privacy 

resolvable only by technical design? 

Can privacy be understood in terms of 

information flow (Nissenbaum, 2009) 

rather than necessarily about a farmer’s 

individual control and decision on who 

has access? Who decides how these flows 

should be made? Is privacy the same as 

implementing security measures? 

 » How to design for farming sectors if 

basic broadband and communication 

infrastructure is still lacking in LMIC? 

What other forms of technologies have 

farmers already been using to make their 

livelihoods sustainable, or to increase their 

yield, for instance? 
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