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Why the ISTE Standards? 
Typing Agent’s Digital Citizenship Curriculum was designed with ISTE Standards in mind. ISTE Standards have 

the unique ability to support critical digital age learning skills and knowledge.  A growing number of 

teachers, schools, districts, states, and countries are adopting ISTE Standards as their learning framework for 

describing and defining their digital teaching and learning priorities.  

Digital Citizen 

Students recognize the rights, responsibilities and opportunities of living, 

learning and working in an interconnected digital world, and they act and 

model in the ways that are safe, legal and ethical.  

2 

2a Students cultivate and manage their 

digital identify and reputation and 

are aware of the permanence of 

their actions in the digital world. 

Students engage in positive, safe, 

legal and ethical behavior when 

using technology, including social 

interactions online or when using 

networked devices. 

2b 

2c Students demonstrate an 

understanding of and respect for the 

rights and obligations of using and 

sharing intellectual property. 

Students manage their personal 

data to maintain digital privacy and 

security and are aware of data-

collection technology used to track 

their navigation online.  

2d 

* ISTE Standards for Students, ©2016, ISTE® (International Society for Technology in Education), iste.org. All rights reserved.  
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ISTE Digital Citizenship Standard Terms 
Typing Agent references the four core ISTE Standards to help contextualize the learning process for the 

students. Each area is broken down into nine subcategories in the program. 

Digital Identify and Reputation: How an individual is represented online in the public domain, based on 

activities, connections or tagging, for example, social media posts, photos, public online comments/reviews, 

awareness and monitoring of how others are depicting you online. 

Permanence of student actions:  Digital content is everlasting, even when individuals delete it or believe 

privacy settings fully protect them from scrutiny. 

Positive Behaviors: Interactions that convey a portrait of the way you want to be perceived and healthy 

interactions with technology itself, for example, moderating the time online or gaming, ergonomic issues 

and balancing use of media with daily physical activity.  

Safe Behaviors: Interactions that keep you out of harm’s way, for example, knowing the identity of who you 

are interacting with; how much and what kind of information you release online; protecting oneself from 

scams, phishing schemes and poor purchasing practices. 

Legal Behaviors: Interactions that are mindful of the law, for example, abiding by copyright and fair use, 

respecting network protections by not hacking them and not using another’s identity. 

Ethical Behaviors: Interactions that align with one’s moral code, for example, preventing or not engaging in 

cyberbullying, trolling or scamming; avoiding plagiarism; supporting others’ positive digital identity. 

2a 

2b 

Rights and obligations of using and sharing: Abiding by copyright and fair use, citing resources, gaining or 

giving permission to use (content) avoiding plagiarism, understanding and using creative commons. 

2c 
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Intellectual Property: Content or ideas created by an individual or entity, for example, music, photos, 

narration, text and designs.  

2d 
Managing Personal Data: For example, creating effective passwords, authenticating sources before providing 

personal information, sharing personal data conscientiously, not posting address or phone numbers visibly.  

Digital Privacy and Security: For example, activate privacy settings on social media accounts and search 

engines, recognize sites that use encryption, secure login and password information on shared devices, read 

and be conscientious about accepting privacy policies and access requests from apps and websites. 

Data-collection Technology for Tracking Navigation: Entities that track an individual’s personal data when 

using networked devices, for example, website cookies, search algorithms return results based on past 

searches, website analytics, GPS on cell phones, the “Internet of Things” where data is exchanged between 

networked devices and objects.  

Typing Agent brings to life these concepts for students with three reinforcement opportunities: This teacher 

guide to help facilitate discussions with students, a series of videos with questions for understanding, and an 

illustrated scenario-based quiz. 

Each area is tagged with a reference to the ISTE Digital Citizenship Standards. 

Typing Agent’s Digital Citizenship  

* ISTE Standards for Students, ©2016, ISTE® (International Society for Technology in Education), iste.org. All rights reserved.  
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Video Course Outline 
Typing Agent has nine different videos to help conceptualize digital citizenship in a world of superheroes and 

supervillains.  Each video is aligned with the ISTE Standards. 

Video 1: Introduction to Digital Citizenship 

This new technological age has allowed the majority of students the 

ability to access technology from a young age. Many, as young as 

two to three, are able to manipulate handheld technological 

devices to access videos, games and more. However, there are 

students that may not have the same access or opportunities as 

those around them. Digital exclusion can pose a threat to a society 

that is increasingly using technology in everyday school and 

personal life. As teachers, providing and equipping students with 

continued access to these tools allows for continued growth of a digital citizen. 

Real World Application 

Some examples of how to bring easy access to technology in the classroom are through your school’s technology leader. Explore 

what technology devices or programs you have access to in your own classroom. This could be as simple as an iPad with free apps 

or could extend to a Google Chromebook that allows for internet research for in class projects. Allowing students to have some 

daily time for technology, in a structured environment, allow for students to mirror these types of assignments or habits in their 

daily lives outside of the classroom.   

Vocabulary 

• Digital Citizen-a person who acts safely, responsibly, and respectfully online 

• Apps-short for “application,” a computer program that performs a specific set of functions 

• Digital Exclusion or Digital Divide: The gap between those that have access to modern technology, and those that don't or have 

restricted access. 

Keyboarding Connection:  Have students create a slideshow with Google Slides or MS PowerPoint of ideas they have of using the 

Internet responsibly and share it with the class. Have students type a sentence to go with each slide describing the positive use of 

the Internet. 



 7 

Video Course Outline 
Typing Agent  

Video 2: Buying personal 

information and purchasing of goods online 

Today’s society can pay for almost all products or goods from an online 

resource. They can use sources like PayPal, to transfer money to friends or 

purchase items online. Students may also have the ability, through a parent or 

guardian, to purchase items of their choosing. Students need to understand that the value of the dollar, even as it appears and 

disappears from a bank account, stays the same. Purchasing goods online has become commonplace to technology users of all 

ages. Another assumption that has been made among the younger generations, deals with the idea of “free” content, websites, 

browser blogs, etc. While these online resources appear to be free because of their easy access, and non existent registration fees, 

they are in fact, not free. Nothing is really free on the internet. Social Media platforms like Facebook and Instagram, continually 

have advertisements that pay for your ability to access these websites or applications “free of charge”. When you post content 

such as pictures or videos, these corporations essentially own whatever you stored on, or in, your profiles. These companies are 

getting paid, maybe not by their users, but by those who pay to advertise on their online sites. Students need to learn and 

understand the value of being an effective consumer in the digital world. 

Real World Application 

Students today are connected to smart phones that have the ability to purchase, and download, either applications or extensions 

that either entertain or help the user. Many students have parent or guardian credit or debit cards that are linked to their profiles. 

Students have been known to “purchase” items such as extra lives for games, or extensions to programs without understanding 

the true value of the money that they are purchasing these items with. Allowing time in the classroom to talk about where that 

money comes from and the value of being effective consumers in this digital economy. Students may be aware of a new form of 

currency that is being used on the internet amongst gamers and famous socialites known as Cryptocurrency. Cryptocurrency is a 

virtual currency that uses cryptography as a way to secure its value. The current most common form of Cryptocurrency is called 

Bitcoins. Bitcoins allow digital users the ability to purchase good without a physical transaction. Many claim that the use of 

Cryptocurrency, such as Bitcoins, is the modern solution for money.  

Vocabulary 

• Digital Content:  Any content that exists in the form of digital data and can also be referred to as Digital Media 

• Consumer: A person who collects or receives product electronically 

• Commerce: The electronic buying and selling of goods 

• Digital Economy:  Refers to an economy that is based on digital computing technologies 

• Cryptocurrency:  A cryptocurrency is a digital or virtual currency that uses cryptography for security 

• Freeware :  Software that is available for free 

• Bitcoins:  The most common worldwide cryptocurrency digital payment system 

• Cookies:   A small piece of information stored in your web browser that keeps track of your visits and activity on a particular 
site 

Keyboarding Connection:  Have students open their browser and hit CTRL + H to view the history. Using Google Docs or MS Word, 

have them type a list of 10 sites they have visited. How might a “free” website use that information? 

2d 
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Video Course Outline 
Typing Agent  

Video 3: Positive behaviors in communication 

and permanence  

Students are able to communicate on a wide variety of platforms in 

today’s technological era. Some of the most common areas of 

communication are through social media, such as YouTube, 

Snapchat, Twitter, Instagram, Facebook and forums. While there are 

always new developing platforms for students to choose to communicate from than we could possibly name, the value of 

understanding appropriate and safe communication is vital in today’s society. Students are able to instantly communicate with 

peers and guardians. This can pose a threat to existing relationships because of the instantaneous communication, allowing digital 

citizens the opportunity to speak what comes to mind without the filter of a physical being in front of them. Teaching students the 

appropriate communication is vital to safety in this digital age. 

Real World Application 

The use of electronics on a daily basis is now an expected or assumed reality for students. They use electronic devices to 

communicate to friends and family. Many students use social media to chronicle their lives through pictures and videos. In today’s 

society this can help or harm a student's reputation, depending on how the content is perceived. Material that is published to the 

internet has the possibility to “go viral”. Students may publish pictures or videos that they perceive as harmless, when in fact can 

damage or ruin the reputation of friends, teachers and family members. Content that is put on the internet can never be taken 

back. Many students believe that simply deleting or hiding content allows for their mistakes to be erased, when in fact, the 

information or content that is published, can never be taken away. 

Vocabulary 

• DM: Direct message, on Twitter or other social media platform. DMs allow a user to directly contact another user, without the 

messages being seen in a public forum 

• FORUM: Online discussion group. 

• HANDLE: Name a person goes by on social media 

• THREAD: A series of messages that have been posted as replies to each other in online discussions 

• Going Viral : An image, video, or link that spreads rapidly through a population by being frequently shared with a number of 

individuals 

• Digital footprint: A trail or traces of data you create while using the Internet. Your footprint includes the websites you visit, 

videos you upload, and social media you join 

Keyboarding Connection:  Have students pick a character from a book. Using Google Docs or MS Word, students will type about 

what that character's digital footprint might look like if they did a search online. What types of things might this character post or 

search for online? 

2a 2b 
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Video Course Outline 
Typing Agent  

Video 4:  Search Engine Literacy 

Literacy is one of the main focuses of the American 

educational system.  Today’s technological society has 

demanded that literacy reaches beyond the realm of a 

paperbound book. Technology literacy encompasses the 

idea of teaching, learning and the use of technology in the 

classroom. This could be as basic as knowing how to use a 

search engine or as complex as problem solving or self-teaching. The goal is that all students would be device literate as they reach 

the end of their educational career. New technologies are rapidly being produced by major companies. These devices and 

programs are quickly integrated into classrooms and workplaces. Technologies such as videoconferencing, online sharing spaces, 

and the e-Learning platform are used daily in the workplace. Students must learn how to use sophisticated searching and 

processing skills in order to be effective communicators and problem solvers in today’s technological era. 

Real World Application 

YouTube was created to give citizens a platform to post and share information of any kind to people all over the world. YouTube 

has, is some respects, become a search engine of its own. While some of the information can be for entertainment purposes, a 

vast majority of videos on YouTube have become educational. This form of education can be referred to as self-teaching. Students 

can self-identify their problems or information they are trying to locate and find a solution of their own. Students are able to 

process information at a rapid speed and then apply their knowledge immediately. 

Google is the most known and most used search engine amongst students. There are many algorithms that students can learn to 

use to better search for information. For example, if a student wanted to learn more about Benjamin Franklin and his work on Poor 

Richard’s Almanac, the student could put in a specific algorithm into the Google search engine to find specified information. 

Google Scholar has also revolutionized the way that students and researchers find information. Google will dig out scholarly 

articles and books with citations. Students must be technologically literate to maneuver these types of search engines. They have 

to be self-motivated problem solvers and have the ability to self-teach to succeed in this new E-Learning era. 

Vocabulary 

• Internet:  A global network connecting millions of computers 

• Media Literacy:  Skills required to find, evaluate, use, share, and create content online 

• Meta Search Engine:  Search engine that sends user requests to several other search engines, and then combines the different 

results into a single display 

• Search Algorithm:   Computer program that search engines use to determine which pages show up in search results 

• Search Engine: Program that searches for and finds items in an online database 

Keyboarding Connection:  Have student type searches on the Internet for information about their state that they live in. How can 

they know a site is reputable?  

2d 
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Video Course Outline 
Typing Agent  

Video 5: Ethical Behaviors and Credibility 

Technology has allowed for people of all ages to express their 

opinions, emotions and desires to strangers and friends alike. 

Students must learn the importance of appropriate behaviors 

on the internet such as how to respond to friends on all social 

media platforms. The most common form of discipline for 

students misusing social media is to take technology away  from the student. While this can be an effective part of disciplining a 

student, many times the technology is given back to the student without any conferencing or reteaching about what appropriate 

etiquette looks like. The credibility of people and information on the internet should always be questioned. Students need to 

understand the importance of finding out “who is who” on the internet and checking their sources before believing information 

that is put in front of them. 

Real World Application 

Two common forms of improper etiquette among students are flaming and trolling. Flaming refers to when you purposefully start 

an argument online. This could be by posting inappropriate content to get a rise out of a parent or fellow student. Another 

example can be through chat rooms or gaming consoles or online gaming sites. Trolling is another form of inappropriate online 

etiquette. Trolling can be the name of someone whose intent is to attack someone's views expressed online. These attacks are 

often personal, and many times turn into cyberbullying. Cyberbullying, Trolls and Flaming all lead to others getting hurt 

emotionally, and sometimes, even physically. Students have to be taught how to respectfully communicate and voice their own 

values, opinions and beliefs in ways that do not harm or hurt others. 

Vocabulary 

• Bias: An attitude or prejudice that favors a way of feeling or acting over another 

• Credibility: Being believed or accepted as true, real, or honest 

• Digital Etiquette: The conventions of being a responsible online citizen 

• Emoticon: Symbol used in text communications to convey an emotion within an electronic message 

• Flaming (on the Internet): Starting arguments on message boards 

• Troll (n): Online commenter whose intent is to attack views expressed online; these attacks are often personal 

• Troll (v): To deliberately post something offensive on the internet to provoke a reaction 

• Cyberbullying: Used to describe online harassment, which can be in the form of flames, comments made in chat rooms, the 

sending of offensive or cruel e-mail, or even harassing others by posting on blogs, web pages or social networking sites 

Keyboarding Connection:  Students can use their school Gmail account or Google Docs to learn to type a proper email.  

2b 2a 
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Video Course Outline 
Typing Agent  

Video 6:  

Digital Law can be a confusing realm for many students. They 

truly believe that the content that they are using, sharing and 

changing is theirs. While some older students may understand 

they did not create certain content or material on the internet, 

they do not understand the rules, or rather laws, that they are bound to when they agree to use a website or buy internet content. 

Students also begin to confuse that their actions and deeds on the internet can still be punished by law. Students need to 

understand that the laws apply to anyone who works or plays online. These laws apply to activities such as stealing other people's 

identity,  downloading illegal music, plagiarizing, or creating destructive malware, worms, viruses, or Trojan horses.  

Real World Application: 

Students commonly share information over the internet. This becomes a problem when students share pieces of material that are 

meant to be purchased, such as songs and papers. Students see this as “sharing”, but what students need to grasp is the 

importance of paying for materials rather than sharing them. Students also need to understand the the danger of viruses, malware 

and Trojan Horses. Students begin clicking and do not understand the dangers of where these links will take them.  

Vocabulary 

• Trojan Horse: Downloadable piece of software that seems like something fun or useful, but actually has malware lurking 

inside, such as a virus or spyware program; when downloaded and installed, the program installs the malware, too 

• Phishing:  Sending email that attempts to scam the user into giving up private information to be used for identity theft 

• Malware: Derived from the term “malicious software;” refers to any program designed to infiltrate or damage a computer or 

network 

• Hit:  Retrieval of any item, like a page or a graphic, from a Web server 

• Clickbait: Sensationalist headline or link to an article, blogpost, or other Internet content that exists for the purpose of 

attracting attention, or “drawing clicks.” Once a user clicks on the headline or image, the website is often mostly ads 

Keyboarding Connection:  Students will use the Creative Commons to find pictures for an informational report or presentation 

using Google Docs, Slides, or Microsoft applications. 

2b 2c 
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Video Course Outline 
Typing Agent  

Video 7:  

We have the ability to use any and all digital technologies that 

exist in the world today. While we have that ability, it is our job 

as a society, to use it in an accountable manner. We have the 

ability to have confidentiality and the ability to express our 

opinions and thoughts throughout most, if not all, platforms in today’s technological world. Digital citizens also have the right to be 

credited for the work that they have made and placed in the digital realm. Digital rights have responsibilities that are important for 

students to know and understand. Digital rights need to be understood, addressed and discussed in and out of the educational 

sphere. 

Real World Application: 

A wide known set of rules, known as The Acceptable Use Policy, are applied by networks and website owners. These rules put 

limitations on how a network or website is used. For example, schools can use filters that allow students to only go to certain 

websites while they are connected to a school Wi-Fi or on school networks of any kind. Students need to be reminded that they 

are accountable to report anything that they see online that could be harmful to others or themselves. This is a responsibility that 

should not be taken lightly. Another common activity online for students is illegally downloading music, videos or any other type of 

media. This can have the potential to harm a device, but ultimately, goes against the ethical responsibility that each digital citizen 

has.   

Keyboarding Connection:  Have students type up an Acceptable Use Policy for your classroom using Google Docs or Microsoft 

Word. 

 

 

2b 2c 
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Video Course Outline 
Typing Agent  

Video 8:  

Students and adults have turned to technology in all 

aspects of life. Technology is used to help further 

knowledge, business and leisure. The use of electronics 

and digital media affects most of the modern world on a 

daily basis. This use affects both the physical and 

psychological well-being of the human race. Some of the 

major physical concerns of the overuse of technology are concerns of eye safety, Repetitive Stress Syndrome, and poor ergonomic 

practices. Beyond the present physical issues are those of the psychological issues. Addiction comes in many forms through 

technology. It can be as simple as not being able to live or function without out a technological device, to more pressing issues 

such as online gambling and pornography. Students need to be taught how to be aware of the signs of physical and psychological 

negativity. Digital citizenship needs to include where students are taught how to have a healthy lifestyle with technology. 

Real World Application: 

Students should be taught throughout education how to respect and use technology in and out of the classroom. Ergonomics is 

one of the simplest ways to stay physically safe. Many students will drop onto their couches or bed to work on their computers. 

They have either seen their friends or even parents do this on a daily basis. However, there are important elements to creating 

healthy ergonomic habits. Sitting up straight, maintaining a safe distance from the screen, getting up from the computer frequently 

to do other activities and picking a mouse and keyboard can all be beneficial in creating healthy habits while using technology. 

There has also been a spike in internet addiction since technology has become a staple in most households. Internet addiction can 

cause excessive fatigue, academic problems, withdrawal from hobbies, and friends and family. The wellness of students is 

challenged when they cannot walk away from technology. This increase in addictive behaviors or activities has created a negative 

effect on students and adults in today’s society. 

Keyboarding Connection:  Have students take breaks by standing and stretching after 10-15 minutes of keyboarding. Observe and 

encourage students to sit up straight and have proper form as they type. 

 

 

2b 
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Video Course Outline 
Typing Agent  

Video 9:  

Digital citizens have to understand the importance of 

self-protection in the digital age. Students and adults 

need to be equipped to protect themselves from 

predators and malicious activity. Protecting their 

identity, creating strong passwords, being aware of 

viruses and backups are just some of the crucial 

subjects that need to be talk about and addressed as 

digital citizens. We cannot just trust the people and 

content on the internet for the simple fact of safety. 

We do not leave our doors unlocked and our windows 

open at night because we want to make sure that we are safe, as this adds another level of protection. Digital citizens must protect 

their information from the outside forces that can cause harm and disruption on a daily basis. 

Real World Application: 

Students are on the internet and use technology on a daily basis. Giving them successful and easy tools to create a safe 

environment for them is crucial. Students should be taught from a young age to not give out personal information to people that 

they do not know. The same thing can be said about any person that they have just met. Encouraging students to create strong 

passwords and not sharing personal information so that there is a smaller risk of being hacked is critical. In today’s society, we see 

devices such as biometric devices, that convert fingerprint scanners into a digital code that is stored to identify if another person is 

trying to access a device or content. This gives another level of protection to devices such as computers and phones. 

Students also need to be aware that photos can identify them quicker than their information. Choosing appropriate pictures to 

post and share are crucial to their safety. Remind students not to give out pictures to people they do not know. Students in today’s 

society believe that they can know someone from just talking to them online. This can be very unsafe. It should be stressed to 

students that meeting anyone from online face-to-face can be extremely dangerous and could put them at risk for harm. 

Vocabulary: 

• Password: Secret series of numbers or letters that allows you to access a locked computer or program 

• Handle: Name a person goes by on social media 

• Anonymous: Having a hidden identity 

• Precautions: Actions taken in advance to protect against possible danger, failure, or injury; a safeguard 

• Privacy: Your right to determine what information you would like others to know about you 

• Upstander: Someone who takes action to stop bullying behavior or other inappropriate behaviors 

• Biometric:  Device that authenticates a person's identity by translating a personal characteristic, into a digital code that then is 

compared with a digital code stored in a computer verifying a physical or behavioral characteristic 

2b 2d 



 15 

Scenario Course Outline 
Typing Agent breaks down a number of realistic scenarios that students may face in their digital citizenship 

journey. Each scenario is aligned with the ISTE Standards. 

Strong Passwords 

Concept: Students are creating a new email account. 

They must create a secure password for the account. 

TEXT: You are creating a new email account. You 

must create a new password for your account. You 

want it to be a strong password, so that no one else 

can guess what it is. Which of the following 

passwords is the best choice? 

A. Letmein 

B. $SurfM0nkey52 

C. password 

2d 

Plagiarism  

Concept:  Students presented with the 

scenario of taking another’s work and using 

as their own. 

TEXT: You have an essay due tomorrow in class and 

you have a lot of other homework too. You also have 

to do chores around the house or your parents 

won’t let you go to the movies this weekend. Feeling the pressure, you sit down and begin researching your 

essay. While looking online you find all the information you need in one place, Wakipedia. What should you 

do? 

A. Copy and paste the whole Wakipedia article into your essay, because the information is all there. 

B. Only copy and paste certain passages from Wakipedia and write some yourself. 

C. Read the article, but don’t copy it. Look for more sources online to add to your essay.  Write the 

information in your own words and cite Wakipedia and the other sources in a bibliography. 

2c 
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Scenario Course Outline 
Typing Agent  

Health & Wellness 

Concept: Balancing online time with offline time. 

TEXT: Ty has been playing video games on his 

computer. He really wants the high score 

achievement but he should practice to make the 

soccer team. His eyes hurt and he is frazzled. 

Should Ty go play soccer outside in the sun or 

conquer that high score? 

A. Go outside and play soccer 

B. Continue playing the game and conquer that 

high score. 

Privacy and Security 

Concept: Demonstrating the difference between 

secure and unsecure websites. 

TEXT:  You go online to buy the phone case you 

always wanted. You notice before purchasing that 

the web address is http:/yoloshoppers.com. A 

warning pops up that this page is not secure. You 

look up the difference between the two and find 

that HTTP is considered to be unsecure and HTTPS 

is secure. What do you do?  

A. Ignore it and purchase the phone case anyway. 

B. Go to a different site with https in the address 

2d 

2b 
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Scenario Course Outline 
Typing Agent  

Reputation and Permanence 

Concept: Sending a message about someone 

that is mean is not a positive thing to do. The 

student may also think it will disappear, but   

someone can easily screenshot it and spread it 

further. 

TEXT: You created some awesome new rap 

lyrics that you want to share on Snaprap about 

how you don’t like a student in your class. 

Everyone knows the video of you rapping 

these lyrics will disappear after it's watched by friends. What do you do?  

A. Post your rap to Snaprap for everyone to see 

B. Don’t post to Snaprap because it’s not a kind thing to do. 

Online Safety 

Concept: Scenario demonstrating how to properly 

detect and interact with strangers online. 

 

TEXT: You are chatting online when a someone you 

don’t know contacts you. They are a friend of a 

friend of yours and seem really nice and friendly. 

They ask where you live so you can hang out, do you 

tell them?  

A. Yes 

B. No 

 

2b 2a 

2b 
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Scenario Course Outline 
Typing Agent  

Ergonomics 

Concept: Teaches the importance of using proper 

posture while sitting at computer. 

TEXT: Keyana is sitting in class working on the 

computer. What should her posture look like to 

prevent long term injury?  

A. Picture A 

B. Picture B 

 

Sharing Personal Data 

Concept:  Teaches students about the existence of 

articles that’s sole purpose is to steal their personal 

information. 

TEXT: You found a “news” site about hoaxes and 

conspiracy theories. The site is asking you to use your 

social media login to get the whole article.  

Do you proceed?  

A. Yes 

B. No 

2a 

Picture A Picture B 

2d 

2b 
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Cyberbullying 

Concept: A classmate is spreading rumors about you 

on Agentbook. 

TEXT:  A classmate of yours has been telling 

embarrassing rumors about you online through 

Agentbook. Other friends and students are talking 

about these rumors and it sounds like people might 

believe them. What are you going to do about it?  

A. Confront them at school  

B. Post a new post with rumors about them. 

C. Save the evidence and talk with a trusted friend or adult 

Scenario Course Outline 
Typing Agent  

Phishing Email  

Concept: A phishing email posing as a legitimate 

company wants you to enter your personal 

information. 

TEXT: You received an unexpected email from 

what looks to be Netflips. You are familiar with 

Netflips, they are asking for you to enter some 

personal information including your name, 

address, password and social security number to 

confirm who you are before you can continue. What do you do? 

A. Enter the requested information 

B. Don’t enter anything 

C. Delete the email immediately. Netflips wouldn’t ask for your social security number.  

2b 

2b 
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Data Collection Technology 

Concept: Teaches students when they come across 

a clickbait article  

TEXT:  You’re surfing the internet and you come 

across an exciting article with a headline that reads: 

“Man hugs lion and you won’t believe what 

happens next!” Do you click to find out?  

A. Click the article to find out 

B. Ignore the article 

 

Scenario Course Outline 
Typing Agent  

Reputation and Permanence 

Concept:  Teaches students the importance of how 

what you post online can affect your online 

reputation. 

TEXT: A student is about to post a message to 

TWEETER about his personal gaming goals while 

bashing education. Think about how many people 

will see this post. Should he post this?  

A. Yes 

B. No 

 

2a 

2d 



 21 

Intellectual Property 

Concept: Illegal downloading of copyright materials.  

TEXT: A friend tells you about a website where you 

can download free music and movies. They have 

your favorite movie in the list of popular movies. 

What should you do? 

A. Download the movie and watch it.  

B. Buy the movie from a secure online website  

C. I saw it in theaters, so I can download it. 

Digital Etiquette 

Concept: Notification comes through on students 

phone during class time.  

TEXT:  Your pocket rumbles as you get a message 

notification on your phone from a friend during 

class. Your teacher is distracted writing on the 

board. You have plans to meet them after school 

and really want to know what’s going on. What do 

you do?  

A. Pull your phone out to read and reply to the 

message. 

B. Ignore the message until class is over 

 

Scenario Course Outline 
Typing Agent  

2c 

2b 
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Health and Wellness 

Concept:  Reminds students that it’s important to 

prioritize their health and wellness over online time.  

TEXT: You’ve been watching Netflips all day and now 

it’s bedtime and you didn’t quite finish the latest 

season of your favorite show. What do you do?  

A. Sneakily use your phone to watch the rest of the 

show while hiding under your covers so your 

parents don’t see. 

B. Make plans to watch the rest of the show after 

school tomorrow. 

 

Scenario Course Outline 
Typing Agent  

2b 


