
PLANNING ORGANIZATION EQUIPMENT TRAINING EXERCISE

Some jurisdictions have building code enforcement, 

zoning, and land-use issues which prohibits 

standardization during vulnerability assessments.

Some jurisdictions require additional trained personnel to 

evaluate and mitigate long‐term residual effects of an 

incident and implement protective measures for the 

community.

Some jurisdictions require additional protection resources 

for local government facilities and other key resources..

Some jurisdictions need Continuity of Operations 

integration training and long-term vulnerability reduction 

training for public and private sector partners.

Some jurisdictions need to expand engagement with the 

whole community while incorporating lessons learned and 

best practices into the exercises to reduce long-term 

vulnerability. 
Some jurisdictions lack sufficient numbers of code 

enforcers. 

No regional warning plan exists, while some 

jurisdictions need a more robust Emergency Public 

Information Plan that address communication in other 

languages.

The region as a whole lacks sufficient personnel for 

communicating in other languages and the adequate 

resources to staff local and regional Joint Information 

Centers with trained staff.

Some jurisdictions do not have access to warning tools 

and technology that allow public information publishing 

online, including websites and social media making it 

difficult to meet the needs and expectations of the public. 

Current implementation of IPAWS does not allow warning 

areas smaller than an entire county (i.e., geo‐fencing) and 

can only send English messaging.

Topic-specific (e.g., public information technology, the 

handling of sensitive information, and communicating 

with the whole community) and advanced emergency 

public info training are difficult to find within the region.

Some jurisdictions need to conduct operations-based 

Emergency Public Information/Joint Information Center 

exercises to test PIO resources.

Some jurisdictions' Emergency Management Plans 

do not address spontaneous evacuation and/or 

shelter-in-place.

Some jurisdictions do not have the appropriate amount of 

trained personnel to staff the MultiAgency Coordination 

Center. 

Some jurisdictions need additional equipment/software 

for operational coordination (e.g., mobile incident 

command posts). 

Some jurisdictions need further training on UACC and 

MultiAgency Coordination Center resource matching, 

regional planning efforts, no-notice event and multi-site 

incident response. 

Specific jurisdictional Standard Operating Procedures, 

Standard Operating Guides, and job aids need to include 

multi-site coordination and integration of  multi-

jurisdictional response operations.

The region needs integration among local, state, and 

federal plans for large‐scale events.

Some local jurisdictions require more access to 

federal‐level information to properly support 

investigations.

Some jurisdictions require additional equipment to 

properly collect evidence.

Some jurisdictions require training on forensics and 

attribution (including evidence collection). 

Regional exercises have not typically had components 

addressing forensics and attribution. 
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Some jurisdictions are unware of local intelligence 

and information sharing plans. 

Local  law enforcement personnel require greater access 

to local fusion center, state fusion center, and 

federal‐level information to properly support 

investigations, analyze trends, and produce intelligence.

Some local law enforcement agencies need access to 

up‐to‐date software, databases, and information sets.

Some jurisdictions require training on intelligence and 

information sharing (including how to access fusion 

center data). 

Some jurisdictional exercises have not typically had 

components that would require regional analysts' 

participation.

Some local jurisdictions have not developed formal 

CBRNE detection protocols and Standard Operating 

Procedures 

Some jurisdictions do not  have trained personnel 

dedicated to interdiction but leverage capabilities from 

other agencies (e.g., US Customs, US Postal Service) 

that possess the dedicated personnel.

Some jurisdictions need cross-disciplinary CBRNE 

specific training and operational equipment training for 

response agencies, government agencies, and private 

sector partners.

Some jurisdictions need to conduct exercises with 

interdiction and disruption components. 

Law enforcement agencies need to provide more 

insight and input for private sector and federal 

planning documents.

Some jurisdictions do not fully integrate with private 

sector partners for catastrophic incidents law 

enforcement agencies lack sufficient personnel to 

participate on private sector plan development. 

Some jurisdictions lack sufficient quantities of quick 

assessment equipment for screening during large‐scale 

incidents. 

Some first responder agencies lack training and 

exercises focused on mass screening capabilities.

The region needs to conduct large‐scale exercises 

focused on mass screening capabilities.

Some jurisdictions do not have adequate personnel 

structure for chemical, biological, and radiological 

response beyond our HazMat teams.

Some law enforcement agencies do not have plans or 

authority to address access control for 

privately‐owned facilities, and lack plans for 

large‐scale no-notice event.

Law enforcement agencies within some jurisdictions do 

not routinely control access for privately‐owned facilities 

and therefore do not have a robust structure in place for 

this capability.

Some jurisdictions rely on event sponsors for special 

events (e.g., Super Bowl), because the jurisdiction does 

not have the personnel, processes/systems or equipment 

to conduct any large‐scale access control effort. 

Some law enforcement agencies within some 

jurisdictions have limited training on private entities’ 

access control plans and large scale no‐notice incidents.

Some law enforcement agencies  have not adequately 

exercised the access control and identity verification 

capability regionally and w/ private entities.
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Limited standardized plans exist that relate to cyber 

threats and prevention.

Some jurisdictions lack the staff to sufficiently address 

cyber security and cyber security planning. 

Some local jurisdictions require software and hardware to 

adequately address cyber security threats. 

Jurisdictions need to continue to offer training on 

standard frameworks to their stakeholders and staff.

Jurisdictions need to make private sector partners aware 

of any regional cyber‐related operational exercises. 

Some jurisdictions need to develop risk analysis of 

critical infrastructure and adopt standardized 

terminology for threat/risk ratings

Some jurisdictions need to conduct additional 

planning for this capability. Planning process needs 

integration of additional agencies, sub-jurisdictions, 

and/or neighboring jurisdictions. Better coordinate 

plans w/private and/or nonprofit sectors.

Some jurisdictions and private sector partners lack the 

staff to implement physical protective measures 

Some jurisdictions and private sector partners lack the 

equipment required to implement physical protection 

measures.

Continue addressing training gaps resulting from turnover 

and staffing issues. Require additional offerings of site 

assessment training for process standardization 

purposes.

Some jurisdictions need to incorporate critical 

infrastructure protection measures in exercises, and 

 need to increase participation from NGOs and private 

sector partners

Some jurisdictions need to develop policies and 

procedures for the purchase and use of risk 

management equipment and software.

Some jurisdictions require additional staff to fully 

plan/implement risk management procedures. 

Some jurisdictions require the necessary equipment and 

software (e.g., cameras, sensors, smart phones, etc.) to 

conduct better assess risk according to established 

protocols.  

Some jurisdictions require additional training on 

situational awareness software/equipment.

Some jurisdictions should utilize data from risk 

assessments when developing training and exercise 

objectives.

Jurisdictions need to participate in the information 

validation process when reviewing the critical 

infrastructure catalog.
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Some jurisdictional plans do not always identify total 

availability of local resources, lack inner industry 

communication plans and coordinated plans for raw 

material removal.

Due to governmental budget constraints, some 

jurisdictions have vacant positions and mission areas 

require support from existing staff.

Some jurisdictions/private sector partners require 

additional equipment to secure supply chain integrity. 

The region needs more coordinated federally funded 

trainings (including homeland security awareness) 

available to first responders, all-levels of government, and 

private entities.

Some local jurisdictions need to include more industry 

partners related to the supply chain in regional exercises.

Local law enforcement may need to assist with supply 

chain site security issues; however, immediate 

engagement to manage current events may be delayed 

by conducting law enforcement agencies’ core activities.

Some jurisdictions need to conduct more robust 

community resilience planning, and community 

preparedness education (and include private 

sector/economic development partners). 

Some jurisdictions need to continue to train and educate 

residents to promote whole community resilience.

Some jurisdictions require additional equipment to 

conduct community resilience planning and/or community 

preparedness education.

Some jurisdictions need additional support in conducting 

community outreach education. 

Some jurisdictions need to continue involving whole 

community partners in exercise planning, development, 

and execution. 

Some jurisdictions need to incorporate the whole 

community (Access & Functional Needs) in local 

emergency management planning, and continue to 

conduct outreach to diverse communities. 

Some jurisdictions have building code enforcement, 

zoning, and land-use issues which prohibits 

standardization during vulnerability assessments.

Some jurisdictions require additional trained personnel to 

evaluate and mitigate long‐term residual effects of an 

incident and implement protective measures for the 

community.

Some jurisdictions require additional protection resources 

for local government facilities and other key resources..

Some jurisdictions need Continuity of Operations 

integration training and long-term vulnerability reduction 

training for public and private sector partners.

Some jurisdictions need to expand engagement with the 

whole community while incorporating lessons learned and 

best practices into the exercises to reduce long-term 

vulnerability. 
Some jurisdictions lack sufficient numbers of code 

enforcers. 
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Some jurisdictions need  to increase engagement 

with whole community partners and stakeholders; 

enhance and integrate risk assessments; and 

disaster resilience into the planning processes.

Some jurisdictions do not have sufficient personnel with 

modeling expertise and critical infrastructure assessors.

Some jurisdictions require additional equipment to 

support and collect information during field assessments. 

Assessors within some jurisdictions require training on 

risk calculators and models, preliminary damage 

assessments (PDA), and non‐structural area 

assessments (e.g., Access & Functional Needs).

Some jurisdictions need to incorporate risk assessment 

into regional exercises.

Non-UASI jurisdictions need to participate regularly in 

regional threat and hazard assessments to capture 

evolving demographics.

Some jurisdictions don’t have the personnel to conduct or 

participate  in comprehensive threat and hazard 

assessments regularly.

Some jurisdictions needs additional tools (e.g., modeling 

capabilities) to conduct comprehensive risk assessments 

regularly.

Some jurisdictions and whole community partners need 

more training on terminology and the threat and hazard 

identification processes

Some jurisdictions need to incorporate specific exercise 

elements that address threat and hazard identification 

and analysis in regional exercise programs.

Some jurisdictions need to increase planning efforts 

for a large‐scale no‐notice event.

Some jurisdictions require additional staff to provide 

critical transportation support (e.g., evacuation of people 

and animals, and the delivery of vital response personnel, 

equipment, and services into the affected areas).

Some jurisdictions need mutual aid to address critical 

transportation resource needs from surrounding 

jurisdictions to help manage no-notice and catastrophic 

events.

Some jurisdictions need additional staging area (e.g., 

ambulance, buses) training. 

Some jurisdictions need to validate their evacuation plans 

at a full‐scale level.

Some jurisdictions need to continue to pre-identify 

number of individuals requiring transportation from 

affected areas, including those with Access & 

Functional Needs.

Some jurisdictions do not have EMS and Emergency 

Service District (ESD) Continuity of Operations 

planning.

Some jurisdictions lack robust plans for protection of 

the health and safety of the public and workers, as 

well as the environment

Some jurisdictions have a robust fire response structure, 

but do not have enough personnel.

Some jurisdictions do not have appropriate types of and 

sufficient amounts of equipment for frontline and/or 

secondary biological and radiological hazard detection.

Some local jurisdictions need to continually participate in 

region-wide CBRNE training.

Some jurisdictions need to participate in realistic CBRNE 

and mass decontamination exercises
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Some jurisdictions do not have robust fatality 

management plans.

Some jurisdictions do not have the appropriate numbers 

and types of personnel (e.g. Justice of the Peace, and 

other stakeholders) to adequately address mass fatality 

management.

Some jurisdictions do not have PPE equipment dedicated 

to mass fatality management.

Some jurisdictions need to identify and engage 

appropriate participants for mass fatality training and 

incident assessment training.

The region needs to continue to conduct exercises 

focusing on incident site search and recovery, morgue 

operations, family assistance, victim accounting, 

infectious disease, and victim identification during 

exercises.
Some local hospitals need a family reception center 

plan.

The region needs to include regional Volunteer 

Organizations Active in Disasters partners in a family 

assistance center exercise.

Some jurisdictions need to socialize relevant regional 

plans amongst local partners and stakeholders, 

integrate with other disciplines, and address 

interdependencies.

Despite having a robust fire response structure, some 

jurisdictions do not have enough personnel to adequately 

address fire suppression of large scale incidents.

Some jurisdictions do not have enough specialized fire 

suppression equipment for large scale incidents.

Jurisdictions need to share their training resources across 

jurisdictions and need to conduct more cross‐discipline 

and multi‐jurisdictional trainings.

Some jurisdictions need to regularly coordinate capability 

testing and exercising efforts across the region.

Political/ organizational barriers create challenges for 

fulfilling recovery prioritization list created among 

critical infrastructure facilities.

Some jurisdictions have a shortage of trained personnel 

and their reliance on contractors creates the need for 

existing personnel to fulfill positions outside of their 

regular scope of roles and responsibilities during incident 

response.

Some jurisdictions need to coordinate efforts between 

electric and water utility providers for service restoration. 

Water utilities do not have enough portable generators for 

waste water plants. 

Some jurisdictions needs additional system‐wide 

cross‐training for critical positions.

Some jurisdictions need to better integrate CIKR partners 

in local level exercises.

Some jurisdictions need to better plan for cyber 

disruption.

Some jurisdictions need force protection for hospitals and 

public safety. 
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Some jurisdictions need to identify additional shelter 

(both general population and medical) sites to 

accommodate large shelter sites. and medical 

personnel to support medical shelters during a 

catastrophic incident.

Some jurisdictions do not have to enough personnel to 

conduct mass care shelter operations.

Local jurisdictions need additional equipment to support 

local mass care operations, specifically to address the 

need to resupply after a prolonged incident.

Jurisdictions need shelter operations training for staff, 

shelter client assessment training for public health staff, 

and comprehensive training for new staff due to attrition.

Some jurisdictions need to validate corrective actions 

from past events and integrate Access & Functional 

Needs considerations into functional and full‐scale 

exercises.

Some jurisdictions needs to continue incorporating 

Access & Functional Needs criteria into mass care 

plans (including medical special needs) and 

socialize/engage with whole community partners.

Some jurisdictions lack the adequate staff to address 

disaster animal management needs.

Some jurisdictions need to better address animal 

management in local mass care plans.

Some jurisdictions need to develop/train on 

coordination between search and rescue and medical 

response/capabilities.

Some jurisdictions require additional teams and 

associated resources to respond to the large scale 

incidents and meet the capability targets.

Some jurisdictions do not have adequate equipment to 

manage search and rescue operations during 

catastrophic scenarios.

There are a limited number of SAR training providers 

available, and overtime and backfill costs hinder 

departments’ abilities to participate.

Jurisdictions need to develop regional search and rescue 

exercises and improve coordination among agencies to 

conduct regional exercises.

Coordination training between SAR and medical needs to 

be conducted.

Some jurisdictions need to better integrate public 

safety partners in local planning

Prolonged operations can strain the ability of law 

enforcement agencies to effectively secure incident sites/ 

response venues.

Some jurisdictions do not have sufficient amounts of PPE 

for law enforcement personnel.

Some jurisdictions need access to current/emerging law 

enforcement trainings.

Some jurisdictions need to conduct exercises on reentry 

and scene control

Operational Communications

Additional Gaps/ Needs:  (add rows as needed)

Additional Gaps/ Needs:  (add rows as needed)

Additional Gaps/ Needs:  (add rows as needed)

Does this gap apply to your jurisdiction, yes or no? Explain.

Does this gap apply to your jurisdiction, yes or no? Explain.

Does this gap apply to your jurisdiction, yes or no? Explain.

Mass Care Services

Mass Search & Rescue Operations

On-Scene Security, Protection, & Law Enforcement



Some jurisdictions have not participated in the 

development of regional Interoperable 

Communication plans (Regional Interoperable 

Communications Plan, Interoperable Communication 

Gap Analysis)

Some jurisdictions needs additionally trained 

Communications Unit personnel.

Some jurisdictions rely on contractor support for certain 

equipment (e.g., antennas).

Some jurisdictions have trained numerous COMLs and 

COMTs, but many require completed certifications.

The region needs to incorporate interoperable 

communications objectives into all regional exercises and 

exercise region‐wide communication assets regularly.

The region needs to do a better job of socializing the 

Regional Interoperable Communications Plan

The region needs Radio and Auxcomm training courses.

The region needs to use lessons learned from recent 

real‐world events to establish best practices on radio 

system utilization.

The region needs more end‐user and dispatcher training 

towards choosing the appropriate interoperable incident 

talk groups using the regional Standard Operating 

Procedures and socialization of the Standard Operating 

Procedures in the Regional Interoperable 

Communications Plan.

Some jurisdictional plans need additional work to 

solidify relationships and establish expectations 

between public and private sectors to promote plan 

coordination.

Some jurisdictions require additional support from 

volunteer organizations/non-profit entities which may 

require the creation of an opt-in database that allows 

volunteers to pre‐register.

Some jurisdictions need to address donations 

management in their local EOPs. 

Additional training is needed to fully integrate private 

sector and non‐profit partners into the NIMS/ICS model 

for effective post‐incident operations.

Integration with private, non‐profit, and community 

organizations should be expanded at all levels of 

government for a whole community approach.

Some jurisdictions need to enhance spontaneous 

volunteer and donations management plans.

Some jurisdictions require additionally trained WebEOC 

users

Some county public heath departments need to better 

integrate public health preparedness (e.g., Point of 

Distribution operations, epidemiology, Strategic 

National Stockpile asset distribution, etc.)

Some jurisdictions require additional staff trained to 

operate Point of Distributions. 

Local healthcare facilities require additional supplies to 

address medical surge operations. 

Some jurisdictions require additional training for 

functional PPE and respiratory protection, including 

radiological and biological PPE. 

Some jurisdictions need to conduct additional exercises 

to address identified planning gaps and the use of 

associated equipment.

Some jurisdictions need to better 

incorporate healthcare facilities, emergency medical 

transportation, and address medical surge in their 

local EOPs and Concept of Operationss
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Some jurisdictions need to incorporate the Situational 

Awareness function of the MACC into local plans. 

Some jurisdictions lack personnel, tools, 

structures/frameworks to support situation and damage 

assessments.

Some jurisdictions need greater access to situational 

awareness tools (e.g., regional WebEOC and EMsystem)

Some jurisdictions needs to provide more training on the 

available technological platforms, associated capabilities, 

and utilization parameters.

Some jurisdictions need to incorporate situational 

assessment objectives into exercises. 

Public safety personnel continue to use the regional 

critical infrastructure catalog, which allows for incident 

and event tracking, through field intelligence and outside 

feeds, thus providing real‐time situational awareness.

Some jurisdictions within the region lack economic 

recovery knowledge and documentation to implement 

strategies:                                                                     

• Assisting private sector partners with recovery;

• Facilitating community involvement;

• Enhancing and expanding working relationships with 

the business community and non‐profits;

• Enhancing workforce planning and employment 

opportunities post-disaster

• Identifying potential locations for disaster and 

business recovery centers;

• Enhancing information dissemination for business 

recovery post‐incident.

Individual jurisdictions need to identify and engage 

economic development Subject Matter Experts for direct 

recovery planning and operations. 

The region needs to provide a common information 

repository for recovery partners and stakeholders. 

Some jurisdictions need to stress the value of training on 

the value of economic assessments and provide training 

on methods to collect and analyze assessment data.

Some jurisdictions need to design and conduct 

recovery‐specific exercises and incorporate recovery 

modules into other regional exercises.

Regional partners and stakeholders have not been 

engaged in collaborative efforts to plan for economic 

recovery from major incidents.

The region needs to provide business recovery training/ 

education, and Recovery Support Function (RSF) 

training.

The region needs to collect and aggregate economic 

recovery information.

The region needs to conduct Continuity of Operations 

training to include business impact analyses

The region needs to conduct workshops on the economic 

recovery Recovery Support Functions.

Situational Assessment

Economic Recovery

Health & Social Services
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The region and some jurisdictions need to continue to 

address mental health and social services planning 

and create/plan guidelines for crisis standards of 

care. 

Some jurisdictions need to address local capacity for 

delivering health and social services during a large-scale 

incident, and identify staffing thresholds for requesting 

outside resources.

Some jurisdictions need address ways it will integrate 

outside resources (e.g., interoperable equipment, 

pharmaceutical caches, ambulances, patient 

transportation assets, and mobile medical supplies).

The region needs to address training gaps related to new 

healthcare facilities and staff attrition, as well as for 

Continuity of Operations, Access & Functional Needs, 

Catastrophic Medical Operations Center, EMSystems, 

mass fatality management, and WebEOC.

Some jurisdictions need  to better integrate personnel 

engaged in behavioral and social services into regional 

exercises.

During a catastrophic incident, the region would be 

overwhelmed and needs teams from state and federal 

governments to expand as needed and sustain 

operations. 

Some jurisdictions need integrated training among first 

responders and all incident response personnel.

Some jurisdictions need to address ways it will 

address temporary housing needs in local plans.

Some local jurisdictions lack the staff to sufficiently 

conduct pre-disaster recovery planning or implement post-

disaster housing recovery programs.

When appropriate, jurisdictions need to coordinate with 

entities that supply furniture, appliances, and other 

household needs for long‐term and permanent housing.

Training related to disaster housing is limited to individual 

jurisdictions and/or organizations.

Jurisdictions within the region need to incorporate 

disaster housing into exercises with relevant scenarios.

Some local jurisdictions need to conduct pre-disaster 

recovery planning (Recovery Workgroup template).

Some jurisdictions lack sufficient plans for protecting 

natural/cultural resources and/or need to include 

more natural and cultural resource stakeholders in 

emergency management planning. 

Some jurisdictions need to secure SME commitments for 

the preservation and recovery of natural and cultural 

assets.

Some jurisdictions in the region have yet to determine 

their equipment needs under this capability.

Some jurisdictions need additional specific training under 

this core capability, including:  

· General awareness training for developing a baseline 

understanding of this capability;

 . Specialized training for debris [handling/management] 

teams on the preservation of natural, cultural, and historic 

sites; 

· Training on the financial reimbursement process that 

focuses on natural, cultural, and/or historically designated 

sites.                                                          

The region needs to integrate recovery core capabilities 

into regional exercise programs and initiatives.
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