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Introduction 
This planning tool is a resource to aid emergency management entities, or those with alerting authority, 

in the development of a local warning plan. It is intended for use by entities with emergency 

management and planning responsibilities. This planning tool does not itself serve as a plan but instead 

suggests inclusions and points of consideration for the plan developer(s).  

Emergency Management terminology such as alerts and warnings do not have a universal definition. For 

the purpose of this document, the two will be used interchangeably.  

Types of Warning 

Warning for Noticed/ Planned Incident 
Noticed/planned incidents enable emergency public information personnel time to construct and 

coordinate warning messages in advance of an incident.  This gives the public the opportunity to 

prepare for an incident and take protective actions before impact. 

Notice warnings may include some weather-related incidents, such as tropical storms and forecast 

flooding. They may also include planned incidents, such as special events, public safety drills, closures 

due to scheduled maintenance, and building demolitions. Additionally, public warnings are an integral 

part of evacuation planning. Warnings may include protective actions for circumstances relating to 

public safety, such as “If You See Something, Say Something™” messaging, traffic closures, and weather 

safety. 

Warning for No Notice Incidents 
No notice incidents can create public safety impacts before emergency alerts are issued. Although all 

emergencies can have a public warning component, not all emergencies warrant the use of the Federal 

Emergency Management Agency (FEMA) Integrated Public Alert and Warning System (IPAWS). In 

instances where the threshold to use IPAWS is not met, local jurisdictions should use other means of 

distribution. 
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Planning Strategies 
This section identifies some planning strategies for enhancing warning coordination that can be applied 

within your jurisdiction or across multiple jurisdictions/partners. 

Form a Warning Coordination Collaborative/Planning Team 
Enhance or begin the dialogue by facilitating the creation of a warning coordination team or 

collaborative group. Start by identifying local stakeholders/partners involved in alert and warning. 

Participants can extend across all levels of government and vary across disciplines to include non-

governmental, community, and/or private-sector partners.  Planning team partners could include: 

▪ Emergency management 

▪ Elected/appointed officials 

▪ Law enforcement 

▪ Fire/EMS 

▪ School districts  

▪ Hospitals/health care facilities   

▪ University systems  

▪ Public Works/utility districts 

▪ Neighboring jurisdictional partners 

 

 

Understand the Situation/Conduct an Inventory 
To enhance alert and warning, your jurisdiction needs to develop a common operating picture.  Begin 

the process by inventorying your organization’s current plans, policies, and procedures with the goal of 

better understanding your situation. Once your jurisdiction develops an inventory, use that information 

to conduct an assessment, identify gaps, and establish a plan of action moving forward.  

▪ Identify existing laws, ordinances, regulations that influence your jurisdiction/organizations alert 

and warning program and responsibilities. 

○ What federal, state, and local laws exist? 

○ What plans, policies, procedures exist? 

▪ Identify who has alert and warning capabilities in your jurisdiction. 

○ Who are the alert originators? 

○ Who is responsible for alerting in your jurisdiction? 

OBTAINING BUY-IN 

▪ Work with leadership to promote buy-in and strengthen participation 

▪ Communicate the obstacles and/or changes as an open dialogue  

▪ Give participants motivation/justification 

▪ Illustrate the risks and consequences of inaction  

▪ Explain the benefits and communicate the value of their support 

▪ Reach out to partners before the initial invitation  

▪ Solicit endorsements from and try and  

▪ Consider having the invitation for the kickoff or initial assembly come from a come from a 

senior staff member or person of influence (such as a department head or elected 

official); or having them sponsor the event 



  Alert and Warning Planning Tool 

  Page | 3 

○ Who holds the alerting authority (for what and when)? 

○ Who is trained to disseminate alerts and warnings? 

▪ Identify what warning systems, methods, and tools your organization/jurisdiction has available 

(e.g. Emergency Alert System, mass notification system, outdoor warning sirens)? 

○ What are their capabilities?  

○ What are their limitations? 

▪ What are the common and/or potential threats and hazards that might affect your jurisdiction 

and would require alert and warnings? 

○ What triggers, thresholds, or criteria have been identified to initiate warning during an 

incident? 1 

▪ What contracts or agreements does your organization/jurisdiction have with neighboring 

jurisdictions or partners? 

Coordination 
Incidents and disasters rarely respect borders and can precipitate impacts across jurisdictions. 

Depending on the incident, crafting and disseminating emergency alerts and warnings may include 

coordination across departments/offices in your own jurisdiction, neighboring jurisdictions, state and 

federal entities, and/or non-governmental partners. 

▪ Identify and establish a relationship with the alerting authorities in your own jurisdiction as well 

as neighboring jurisdictions prior to emergencies.  

○ Other alerting partners can amplify your jurisdiction’s emergency messaging and 

increase reach to special populations (e.g., commuters, visitors); consider non-

traditional alerting authorities such as schools, hospitals, or utility districts 

○ Maintain consistent messaging by establishing relationships and processes for 

amplifying partner messaging in advance of incident.  

▪ Does your jurisdiction have the authority to warn (if inside another entity, i.e. city/ county)? 

○ If not, who does? 

○ What is the process for requesting that a warning or alert be issued for the impacted 

area?  

▪ Does your jurisdiction notify neighboring jurisdictions, other relevant alerting 

authorities’/partners that a message will be/has been disseminated?   

○ If so, what triggers your organization to notify and/or coordinate with neighboring 

jurisdictions or other alerting authorities to disseminate warnings? 

▪ If your jurisdiction is an alerting authority is there a request process for receiving alert requests 

from other jurisdictions, departments, or partners? 

▪ What process is in place to notify your internal alerting authority? 

 
1 Find an example of criteria identified to determine the need to activate alerting components from 
Florida State University’s Emergency Notification & Alerting Policy and Procedures (January 2013)  

https://www.fau.edu/ehs/policies-and-procedures/ehs23-enapp-web.pdf
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Specialized Populations2 
Consider the impacts that issuing alerts and warnings, especially those requiring protective actions will 

have on special populations and facilities.  

Identify populations and communities that may 

require special considerations and establish 

relationships with advocates, agencies, and 

representatives of people with disabilities.  

Consider existing programs that identify persons with 

functional and access needs (such as a database of 

individuals and facilities).  

Coordinate with local media on their emergency 

broadcast requirements (e.g., captioning) and 

coverage of ASL interpreters at news conferences and 

other filmed events. 

The following should be considered when developing a strategy for issuing emergency public 

information: 

• Deaf/Hard of Hearing 

o American Sign Language (ASL) interpretation should be incorporated in messaging when 

appropriate, including at news conferences or as templated video messaging.  

o Any videos produced by the JIC for incident awareness should include captioning, and if 

possible, ASL interpretation. 

o If instructional videos are produced for pre-impact, protective actions, or recovery 

information, action in these videos should be descriptive in nature. If the content is mostly 

text or audio, ASL interpretation should be provided.  

• Visually Impaired 

o Font size should be considered when applicable, and be crafted in a basic, sans-serif font. 

o Websites should be maintained in such a way to be easily accessible by individuals using 

accessibility devices. 

o All products should be developed in a way that can easily be used by screen readers.   

 
2 This State of Texas Effective Communications Toolkit: Emergency Communications with People Who 
Have Disabilities, Revision 2.0, Texas Disability Task Force on Emergency Management (April 2017) 
includes the use of image description/alternative text on Twitter and Facebook accounts.  

SPECIAL POPULATIONS AND FACILITIES 

▪ People who are older 

▪ People dependent on power 

▪ People who are homeless  

▪ Transient/commuter community 

▪ People with Limited English Proficiency  

▪ Visually impaired 

▪ Hearing impaired  

▪ Nursing homes 

▪ Dialysis centers  

▪ Persons with mobility impairment 

https://www.preparingtexas.org/Resources/documents/TDEM%20Training/Tool%20Kit/Public%20Information/Effective%20Communications%20Toolkit%20v2.1.pdf
https://www.preparingtexas.org/Resources/documents/TDEM%20Training/Tool%20Kit/Public%20Information/Effective%20Communications%20Toolkit%20v2.1.pdf
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Message Crafting 
Effective alerts and warnings are those that result in members of the public taking recommended 

actions to protect themselves. To help ensure that messages are effective, they must be issued in a 

timely manner and should include the following components: 

Specific hazard ▪ What hazard is threatening?  

▪ What are the potential risks for the community? 

Location 
▪ Where will the impacts occur?  

▪ Describe the location so those without local knowledge can understand 
their risk. 

Timeframes ▪ When will it arrive at various locations?  

▪ How long will the impacts last? 

Warning source ▪ Who is issuing the warning?  

▪ Identify an official source with public credibility. 

Magnitude ▪ What impact is expected and how bad is it likely to get? 

Likelihood ▪ How probable is the occurrence of the impact? 

Protective actions 
▪ What protective actions should people take and when?  

▪ If an evacuation is called for, where should people go and what should 
they take with them? 

 

Warning messages are urgent and critical life 

safety messages, which normally require 

immediate action by their recipients. Because of 

this, delivery methods are intentionally more 

disruptive and pervasive like sirens, flashing lights, 

opt-out mobile device notifications, and 

loudspeaker broadcasts. 

However, warning messages cannot exist in a bubble and should also be shared through traditional 

public information channels whenever possible. 

Alert and Warning Systems  
Alert and warning systems, methods, and technologies have differing capabilities. Your organization 

should use multiple alert and warning systems and tools to reach the greatest percentage of the 

community/targeted population.  Characteristics of the local population and area including 

demographics, cultures, and the geography can be especially important when deciding which tools to 

COMMON MESSAGING OBSTACLES 

▪ Delays in alert/warning dissemination 

▪ Generating alerting fatigue  

▪ Not reaching enough of the target 

population 
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use. Additional planning considerations from the State of California’s Alert and Warning Guidelines 

include3: 

▪ Mobile phone usage rate of target population 

▪ Community’s adoption of Voice Over Internet Protocol (VOIP) vs traditional landline 

▪ Potential “off-the-grid” sub-communities 

▪ Generational usage of text vs email 

▪ Proportion of local vs transient population, such as travelers 

▪ Connectivity and bandwidth limitations of the community’s geography and infrastructure 

▪ Individuals with access and functional needs (AFN) (i.e. people with disabilities, seniors, children, 

limited English proficiency, and transportation disadvantaged)  

 

 

 

 
3 State of California Alert & Warning Guidelines (2019) 

http://calalerts.org/documents/2019-CA-Alert-Warning-Guidelines.pdf
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Tactic Benefits Barriers 

Opt-In Email 

▪ Reach users on their computers and mobile 
devices 

▪ Ability for alert originators to send longer 
messages 

▪ Easy to provide multimedia links, URLs, or 
additional resources, when appropriate 

▪ Users can filter the type of information they want 
to receive, allowing for more personalized alerts 

▪ If the email is from an official source, it verifies 
information and builds trust 

▪ Requires users to sign up and “opt-in” 
▪ Must dedicate personnel resources to 

educate users on availability 
▪ User(s) may not receive the email 
▪ Potential to lose a user’s attention if the 

message has too much information 

Enhanced Telephone 
Notification System – 

Cellular (e.g. Reverse 9-
1-1) 

 

▪ Ability to target at-risk users through cell phones 
in specific geographic areas 

▪ Provides voice alerts on urgent incidents 
▪ Easy to provide clear instructions on how to 

respond 
 

▪ Unlisted numbers, cell phones, and 
numbers on “no-call” lists are not included 
on call databases unless manually added 

▪ Once the user hangs up the phone, there is 
no way to access the alert or information 

▪ Individuals tend to be suspicious of 
automated phone calls 

▪ Accessibility issues if language barriers are 
not addressed 

▪ Currently location services for reverse 9-1-
1 are not enabled on cellular devices by 
policy at the carrier level 
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Tactic Benefits Barriers 

EAS 

▪ Reaches users listening to TV or radio 
▪ Distinct noise grabs the users’ attention 
▪ Uses voice technology so people can hear it 

without looking 
▪ Ability for alert originators to send updated alerts 

and information 
▪ Mandatory weekly testing 
▪ Verifies information from a trusted source 
▪ Uses CAP 

▪ Users are trending away from cable TV 
and radio in favor of video streaming 
services 

▪ Does not reach users on satellite TV 
▪ Multiple alerts can lead to message 

fatigue 
▪ Public and industry complaints for 

interruption of service 
▪ Unable to target alerts with greater 

accuracy due to media markets 
 

Route Notification 
(e.g., knocking on doors) 

▪ Information is directly from a trusted source 
▪ Higher sense of urgency 
▪ Higher rate of responsive action 
▪ Reaches isolated communities 
▪ Reaches those in need of assistance 
▪ Builds trust 

▪ Time consuming tactic 
▪ Reaches limited number of individuals 
▪ Danger to the alert originator 
▪ Does not scale 

Enhanced Telephone 
Notification System – 

Landline (e.g. Reverse 9-
1-1) 

 

▪ Ability to target at-risk users through landlines in 
specific geographic areas 

▪ Provides voice alerts on urgent incidents 
▪ Easy to provide clear instructions on how to 

respond 
 

▪ Fragile infrastructure during natural 
disasters, which can also be costly 

▪ Users are trending away from landline 
telephone in favor of mobile devices 

▪ Once the user hangs up the phone, there 
is no way to access the alert or 
information 

▪ Individuals tend to be suspicious of 
automated phone calls 

▪ Accessibility issues if language barriers are 
not addressed 
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Tactic Benefits Barriers 

Sirens 

▪ Easily gets the attention of affected individuals in 
the area 

▪ Easy to educate communities on the meaning of a 
siren 

▪ Ability to conduct tests and drills of the sirens with 
the community 

▪ Reaches individuals visiting affected areas 
▪ Minimal costs for upkeep 

▪ Sirens may mean different things from 
community to community 

▪ Limited time to respond 
▪ Limited ability to provide instructions for 

protective action 
 

Opt-In Text/SMS  

▪ Short-form messages are easy to send quickly 
▪ If a text cannot get through, it keeps trying 
▪ Reaches users where they are 
▪ Users can easily refer back to messages later 
▪ Users are able to filter the type of information 

they want to receive, allowing for more 
personalized alerts (e.g., home address, work 
address, county) 

▪ Accessible for the hearing impaired and can use 
multiple language formats 

▪ Requires users to sign up and “opt-in” 
▪ Short messages are limited in 

effectiveness if they cannot grab a user’s 
attention 

▪ Space and character limitations may lead 
to confusion on actions to take 

▪ A lack of sufficient information may result 
in a longer milling period, the time 
between receiving an alert and taking 
action 

▪ Must dedicate personnel resources to 
educate users on availability 

Traditional Media (press 
release, TV or radio 

broadcast, etc.) 

▪ Easy to tailor content 
▪ More detailed information 
▪ More time to prepare response 
▪ Builds trust 
▪ Emergency Management controls the information 

released and shared 

▪ Time consuming process, which 
sometimes results in information being 
out of date 

▪ Information reaches the public slowly 
▪ Public reach is limited 
▪ Content tends to be no-nonsense, which 

feels less personal and engaging 
▪ Media desire for breaking news can lead 

to errors 
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Tactic Benefits Barriers 

Website 

▪ Can act as a home base for incident information 
▪ Alert originators can update content 
▪ Publicly accessible 
▪ Allows for long form, short form, and multimedia 

content 
▪ Information comes from a verified source 
▪ Integrates well with many alerting tactics 

▪ Public is not automatically notified of 
updates. Users must seek out information 

▪ Requires version control so users read the 
most up-to-date information 

▪ Can be hard to find alert information on 
more complex websites, not easily 
accessible 

Word of Mouth 

▪ Information is coming from a trusted resource 
(e.g., family, friends) 

▪ Higher sense of urgency 
▪ Users are more likely to respond 
▪ Reaches isolated communities 
▪ Can be amplified through other alerting tactics 

(social media, text/SMS, email) 

▪ Time consuming tactic 
▪ Reaches limited number of individuals 

Table adapted from the Report on Alerting Tactics, Department of Homeland Security Science and Technology Directorate 
(August 7, 2018) 

 

https://www.dhs.gov/sites/default/files/publications/1051_IAS_Report-on-Alerting-Tactics_180807-508.pdf
https://www.dhs.gov/sites/default/files/publications/1051_IAS_Report-on-Alerting-Tactics_180807-508.pdf

