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Holistic Database Security
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Presenter
Presentation Notes
Some of my background, strong but can I do it even better? I’m one of the original architects of the BSA Efiling system. When we first put it online, it was called Patriot Act Communication System. Over the years, there were a number of attempts to breach the system, the most memorable was a Social Engineering Attack to our helpdesk; the help desk not knoing how to answer the questions forwarded the call to me. 



The crowning achievement of my 
career. 
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Presenter
Presentation Notes
The system I designed found New York Gov Eliot Spitzer’s payments to prostitutes. Press conference during his resignation. His wife is not happy. 



Important Terms
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Exploit: Take advantage of a flaw or feature

Attack Surface: Any node on the network that can be attacked. That can be the UI, 
People, anything that touches data.

Hack: Anything can be hacked. Do something it was not intended to do or something 
you did not think it could do.

Spillage: Sensitive data has “spilled” outside it’s protected environment. It may not be 
compromised.

Leak: Sensitive data has spilled outside of it’s protected environment. It has been 
compromised.

@YourNavionPilot



I normally do a brain hacking demo 
here ...
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Your personal OPSEC. Device privacy 

“Young man, success comes in can, 
failure comes in can’t.” 
Adm Grace Hopper to 
Robert Lockard 1979.

@YourNavionPilot

Don’t let the bad guys see / 
listen to you

Presenter
Presentation Notes
Yes that is my license plate given to me by my customer Maryland Department of Transportation. Seems I’m getting a reputation. -Do a denial of service attack on your own brain.-Switch off self doubt. 5 - 4 - 3 - 2 - 1-Non Verbal Communications - where does a person really want to be?



IMPORTANT NOTE

ALL THE DATA USED IN THIS 
PRESENTATION IS RANDOMLY 
GENERATED.  THERE IS NO REAL 
DATA ANYWHERE IN THIS DEMO.
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This is how we frequently view our 
data.
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We are the stewards of our 
customer's data. She is trusting you.
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@YourNavionPilo
t

Presenter
Presentation Notes
Starting from the center - Cloud. the attack surface has not really changed, but it has shifted. -So we need to ask, how is the cloud vendor vetting their trusted insiders. Is the cloud vendor protecting your data using database vault? How are trusted insiders being audited? How will the audit reports be delivered to you? Is the cloud vendor using Audit Vault?Is the cloud vendor using a database firewall? How is it configured? Are they white listing / black listing SQL statements?-In the case of SaaS, how is the data transmitted to the cloud vendor? The case where a SaaS vendor wanted the data delivered to them in MS Excel spreadsheets and their employees would load the database. Who has access to the Excel spreadsheets? Once the load was complete, how was the data destroyed? Did the vendor delete, or shred? What about backups that may have been made? -When you break up with your cloud vendor, how will you get your data back? How will residual data be destroyed (RMAN, Datapump)-Encryption, how is the network encrypted, one cloud vendor I delt with, was using still using SSL (late 2016) and their plans to move to TLS were incomplete with no timeline.  So, if there is a serious infosec issue, how will you address that as a customer?-Are backups being encrypted? Did you know if you don’t put the encrypt option on datapump, your encrypted data can be stored in plain text?-What encryption algorithm is the vendor using? Can you select the encryption algorithm?-What are your disaster recovery options? -When there is a security event, how will the cloud vendor make you whole? How will your customer be made whole?-Is your data crossing borders? Are you aware if your data is crossing borders? What are the regulatory issues with your data crossing borders? Do your customers have issues with their data crossing borders? -Can you customize the information security using Real Application Security? How about VPD and Redaction?
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Cloud Security Issues...
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@YourNavionPilo
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Cloud
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made whole?
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Transmission
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How are 
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audited
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using 
Audit 
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Presenter
Presentation Notes
Starting from the center - Cloud. the attack surface has not really changed, but it has shifted. -So we need to ask, how is the cloud vendor vetting their trusted insiders. Is the cloud vendor protecting your data using database vault? How are trusted insiders being audited? How will the audit reports be delivered to you? Is the cloud vendor using Audit Vault?Is the cloud vendor using a database firewall? How is it configured? Are they white listing / black listing SQL statements?-In the case of SaaS, how is the data transmitted to the cloud vendor? The case where a SaaS vendor wanted the data delivered to them in MS Excel spreadsheets and their employees would load the database. Who has access to the Excel spreadsheets? Once the load was complete, how was the data destroyed? Did the vendor delete, or shred? What about backups that may have been made? -When you break up with your cloud vendor, how will you get your data back? How will residual data be destroyed (RMAN, Datapump)-Encryption, how is the network encrypted, one cloud vendor I delt with, was using still using SSL (late 2016) and their plans to move to TLS were incomplete with no timeline.  So, if there is a serious infosec issue, how will you address that as a customer?-Are backups being encrypted? Did you know if you don’t put the encrypt option on datapump, your encrypted data can be stored in plain text?-What encryption algorithm is the vendor using? Can you select the encryption algorithm?-What are your disaster recovery options? -When there is a security event, how will the cloud vendor make you whole? How will your customer be made whole?-Is your data crossing borders? Are you aware if your data is crossing borders? What are the regulatory issues with your data crossing borders? Do your customers have issues with their data crossing borders? -Can you customize the information security using Real Application Security? How about VPD and Redaction?



11

Attack Surface

Database

People

SA

Users
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Web Server
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Disk

Back end 
Code

Backup
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Listener

Lost

Ghost

Compromised
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Man in the 
middle

Storing 
Usernames / 
Password hash

Rainbow Table 
Demo

@YourNavionPilot

Server

Environment

Port

Production

Test

Development

Please Mask your 
data? Make it 
harder for the bad 
guys.

Presenter
Presentation Notes
Anything that touches data can be attacked!your systems administrators have almost unfettered access to your systems. What can they get to? How do you know they are not abusing their privileges? I’ve seen users who did screen captures of sensitive data. I have also seen uses just do stupid stuff. The case where flying from Baltimore to San Francisco, sitting next to a person who had a very sensitive spreadsheet on his laptop and on paper that I could easily read. This was a point where the security was so tight the user felt he had to get the data onto a spreadsheet to do his work. Don’t make security so tight that users can’t do their job, because they will start to look for ways to get around it.How is the network protected. What encryption are you running on your network? Are you doing integrity checks on your network traffic? Is the listener still on the default port?Where is a bad guy going to attack first? Hint, it’s not production.Who can physically access the servers? the application server can be attacked.If a sql injection attack can be made, then your backend code is accessible.I’m still seeing systems where username/passwords hashes are being stored without salt.
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Presenter
Presentation Notes
What happens when you don’t salt your hash!
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Database Encryption

At Rest 
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Algorithm 3DES168
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DEFAULT
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Demo

Demo
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Require

Request

Accepted

Requires 
Additional 
Engineering

Rejected

Integrity

@YourNavionPilot

12.2

Gost

ARIA

SEED

12.2
Online 
Encryption

Full 
Encryption



● Audit
● Real Application Security
● Database Vault
● Database Firewall
● Network Encryption
● Secure coding
● Many others that need to be 
used in concert with each other.

Oracle TDE only covers about 
15%-20% of your attack surface

Copyright © Oraclewizard.com, Inc 2016 @YourNavionPilot

Presenter
Presentation Notes
It’s pretty interesting Maryland passed a law that all of the PII they hold will be encrypted. Then came out and started saying “your information will be secure.” Yes encryption is needed, but you are only covering about 15 - 20% of your attack surface. The attack vectors for data at rest is limited to people who can get access to the data files. 
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DATAPUMP ORA-39173

This is nasty! Now we have to deal with spillage.

Presenter
Presentation Notes
The only place I have found this recorded is in the export log. There is no audit trail for this event and it does not appear in the alert log. Should you audit the usage of Datapump? I would say at a minimum keep all datapump logs for future audit.
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Full Tablespace Encryption 12.2
Are you gathering statistics on 
your data? Are you running 12.1 
or below? Then it’s time to 
upgrade to 12.2.

Because statistics are stored in 
the SYSAUX tablespace, and 
SYSAUX can not be encrypted in 
Version 12.1 and below, you 
have sensitive statistics being 
stored unencrypted.

Presenter
Presentation Notes
Run the spillage through statistics scripts.
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AUTHID

@YourNavionPilot
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Changed



Database Audit
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Prevention

Detection

Response

@YourNavionPilot



Database Audit Detection
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Needs to tell

@YourNavionPilot

Who

What

When

Where

How

IP Address

MAC 
Address

SELECT, UPDATE, INSERT, DELETE, CREATE, 
ALTER, CONNECT, ...

TIMESTAMP

UNIQUE USER

I want to see the statement, how was the 
action done.



Database Audit
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Identity 
preservation.

@YourNavionPilot

Without it, your audit 
trail is worthless

Real Application 
Security 

Through an 
application

Accountability

How many of us have 
seen a web server log 
into the database as 
the application and the 
audit trail is only 
recording the 
application user?



Database Audit - Identity 
preservation - How not to do it!
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Database Audit - Identity 
preservation - How not to do it!
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Database Audit Detection
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Needs to be prompt.
- How many attackers have been in the system for weeks or months 

before being detected.
- Routine review of audit reports.

@YourNavionPilot



Database Audit for Accountability
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Users are doing what they are supposed to be doing.
Privilege misuse
Hold users accountable.

inherit privileges, powerful user executing malicious code.

@YourNavionPilot



Database Audit methods
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Infrastructure
- Network Switch 

logs
- Firewall Logs
- IDS Logs
- APP Server Logs
- Database Audit

@YourNavionPilot

It would truly be easier if all of 
these logs were available in 
one place.



Database Audit methods
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Application Auditing: Have the app do the auditing
- Database Agnostic
- Extendable
- Can be transparent
- Send to seperate database
- All Aspects of the app can be audited
- Consistent auditing if the app accesses multiple systems (file 

system, app server, etc)
- Identity preservation

@YourNavionPilot



Database Audit methods
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Application Auditing: Have the app do the auditing
- Can bypass the application with a tool like sqlplus
- Because it’s code

- Logic errors
- Bugs
- Maintenance
- Enforce auditing, developer does not include audit api calls. 

This is a case for code reviews.

@YourNavionPilot



Database Audit methods
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Trigger Auditing
- Transparent to the application
- Way to capture before and after picture of row data
- Fires for update, insert, delete

- Fire on column access
- Does not fire on select
- Does not fire on truncate
- Does not fire on direct path loads.
- Does not pass parameters. Limited to column and sys_context

@YourNavionPilot



Database Audit methods
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Trigger Auditing
- Must create trigger for every table.
- Because it’s code.

- Logic Errors
- Bugs
- Maintenance

- Column added or removed
- Column redefined

@YourNavionPilot



Database Audit methods
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Native Database Auditing
- Mandatory SYS% auditing
- Traditional Auditing
- Fine Grained Auditing
- Unified Auditing

@YourNavionPilot



Database Audit methods
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Fine Grained Auditing
- Can fire on Select, Update, Insert, Delete
- Based on a boolean condition

- Ie: audit based on access from outside a specific subnet or authentication method or a specific user class.

- Policy based

@YourNavionPilot



Database Audit methods
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Unified Audit
- Policy Based

- Fire on privilege use
- Fire on statements
- FIre on objects
- You can define conditions for audit
- Standard and custom application context name spaces
- Fine tune audit activity

@YourNavionPilot



Database Audit What to Audit
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You need a clear picture on why you are auditing.
- Control the noise to signal ratio

- Are you auditing to detect intrusion?
- Fell through the cracks (the crack was huge) server compromised for over six months.

- Are you auditing to detect proper permissions?
- Shared accounts: users did not have enough permissions.
- Bypass security controls: downloaded data to excel.

- Are you auditing to detect privilege misuse?
- Altered sensitive data to protect a friend. 
- User deleted all the rows in a sensitive table by running a script that was not reviewed.

- Are you auditing to detect sensitive data access?
- Accessed sensitive credit card data to sell.

@YourNavionPilot



Database Audit What to Audit
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You need a clear picture on why you are auditing.

- Are you auditing to detect intrusion?
- Intrusion fell through the cracks (the crack was huge) server 

compromised for over six months prior to detection.

@YourNavionPilot



Database Audit What to Audit
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You need a clear picture on why you are auditing.

- Are you auditing to detect proper permissions?
- Shared accounts: users did not have enough permissions.
- Bypass security controls: downloaded data to excel.

@YourNavionPilot



Database Audit What to Audit
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You need a clear picture on why you are auditing.

- Are you auditing to detect privilege misuse?
- Altered sensitive data to protect a friend. 
- User deleted all the rows in a sensitive table by running a 

script that was not reviewed.

@YourNavionPilot



Database Audit What to Audit
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You need a clear picture on why you are auditing.

- Are you auditing to detect sensitive data access?
- Accessed credit card data to sell.

@YourNavionPilot



Database Audit What to Audit
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Encryption Auditing
- Tablespace Encryption

- Are all dependant objects encrypted too?
- Datapump encryption
- Ghost Data

@YourNavionPilot



SQL Injection Demo
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Create a procedure that is full of sql injection bugs.
- concatenate strings into a sql statement.

@YourNavionPilot



PL/SQL Secure Coding SQL 
Injection, extracting your source 
code
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Not only am I getting your source code, I’m also getting all of your comments.

- we are only getting the package specification.
- we still have copious comments in the package specification. I can use those 

comments to derive how your package works.
- we have cursor and type definitions in the package specification. Do you really need 

to have those in the specification? Sometime the answer is going to be yes, other 
times no. I always weight the moving cursors and type definitions to the package 
body, then go through the thought process to justify moving into the specification. 

@YourNavionPilot



Packages - SQL Injection

42© copyright Oraclewizard.com, Inc 2016

Package
Specification

Comments

CURSORS

TYPES BODY

I CAN READ THIS

I CAN’T READ 
THIS … UNLESS

@YourNavionPilot



Procedures / Functions - SQL 
Injection
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PROCEDURE / FUNCTION

COMMENTS

CURSORS

I CAN READ 
EVERYTHING

@YourNavionPilot

CODE



Packages - SQL Injection
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This comment is great 
BUT it still gives the bad 
guys too much 
information

@YourNavionPilot



Triggers - SQL Injection
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NEW SLIDE - EXPAND THIS
The bad guys can read those too.



Views - SQL Injection
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NEW SLIDE - EXPAND THIS
The bad guys can read those too.



SQL Injection

47© copyright Oraclewizard.com, Inc 2016
@YourNavionPilot

If it’s in ALL_% then I can get to it.



SYNONYMS
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Avoid the use of public synonyms - especially so if the object is owned 
by any privileged user. IE SYS

USE SYS.DBMS_OUTPUT

WHY. I can create a package in the database, call it dbms_output and 
create a public synonym pointing to my package. You will be executing 
my code, with your privileges and have no idea what code path I will be 
taking.

@YourNavionPilot



HR_APP SCHEMA
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ACCESSIBLE BY 12.1

@YourNavionPilot

PACKAGE 
hr_app.pkg_maint_emp

PACKAGE 
hr_app.pkg_sel_emp

PACKAGE HR_API.PK_EMPLOYEES

FUNCTION f_ins_emp(...) 
RETURN BOOLEAN 
ACCESSIBLE BY(PACKAGE hr_app.pkg_maint_emp, 
hr_app.pkg_admin_emp) 

FUNCTION f_sel_emp_phone(...)
RETURN VARCHAR2
ACCESSIBLE BY (PACKAGE hr_app.pkg_sel_emp) 

PACKAGE 
hr_app.pkg_admin_emp

FUNCTION f_update_emp(...) 
RETURN BOOLEAN 
ACCESSIBLE BY(PACKAGE hr_app.pkg_maint_emp, 
hr_app.pkg_admin_emp) 



HR_APP SCHEMA
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ACCESSIBLE BY 12.2 ENHANCEMENTS

@YourNavionPilot

PACKAGE 
hr_app.pkg_maint_emp

PACKAGE 
hr_app.pkg_sel_emp

PACKAGE HR_API.PK_EMPLOYEES

FUNCTION f_ins_emp(...) 
RETURN BOOLEAN 
ACCESSIBLE BY(PACKAGE hr_app.pkg_maint_emp, 
hr_app.pkg_admin_emp) 

FUNCTION f_sel_emp_phone(...)
RETURN VARCHAR2
ACCESSIBLE BY (PACKAGE hr_app.pkg_sel_emp) 

PACKAGE 
hr_app.pkg_admin_emp

FUNCTION f_update_emp(...) 
RETURN BOOLEAN 
ACCESSIBLE BY(PACKAGE hr_app.pkg_maint_emp, 
hr_app.pkg_admin_emp) 



Separate your data from your code

51

APP

App Packages /
Procedures / 
Functions / 
Triggers

Sensitive 
Tables

non sensitive 
tables

© copyright Oraclewizard.com, Inc 2016
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APP Schema

Limit the number of ways to get to 
your data. Trusted Path. The wrong 
way to do it.
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Application 
TablesYour Functions, 

Procedures and 
Packages

All I need is one sql 
injection bug and I 
can get everything.

Created with 
definer rights

@YourNavionPilot

Presenter
Presentation Notes
Increased attack surface. all it takes is one sql injection bug. you might as well put a cute little bow on it, write a gift card and had it to me.



APP Schema

Limit the number of ways to get to 
your data. Trusted Path. A little 
better, but not much.
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Application 
TablesYour Functions, 

Procedures and 
Packages

One sql injection 
bug and we are a 
little more secure 
but there is still a 
big problem

Created with 
Invoker Rights

@YourNavionPilot

Presenter
Presentation Notes
Increased attack surface. all it takes is one sql injection bug.



Limit the number of ways to get to 
your sensitive data. Trusted Path
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Database Objects 
Schema

Sensitive 
Tables

Non-Sensitive 
Tables

Application Schema

Non-Sensitive 
Package

Sensitive 
PackageSo if you have a 

sql injection bug 
here. But you still 
granted rights 
from schema to 
schema. We are a 
little more secure, 
but!

@YourNavionPilot



Database Objects 
SchemaAPI SCHEMAApplication Schema

Limit the number of ways to get to 
your sensitive data. Trusted Path
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Sensitive 
Tables

Non-Sensitive 
Package

Sensitive 
API

Non-Sensitive 
Tables

Sensitive 
Package

Non
Sensitive 

API

Use Strongly 
Typed API

No Schema has connect privileges. Typically I return the number of rows affected 
for Update, Insert, Delete.

@YourNavionPilot



Application Schema

Sensitive 
Packages

Database Objects 
SchemaAPI SCHEMA

Limit the number of ways to get to 
your sensitive data. Trusted Path
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Sensitive 
Tables

Sensitive 
API

Use Strongly 
Typed API

Use Accessible 
By Clause

User has 
execute 
privilege 
on 
package

@YourNavionPilot



Application Schema

Sensitive 
Packages

Database Objects 
SchemaAPI SCHEMA

Limit the number of ways to get to 
your sensitive data. Trusted Path
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Sensitive 
Tables

Sensitive 
API

Use Strongly 
Typed API

Use Accessible 
By Clause

Bad guy 
finds sql 
injection 
bug and 
attempts 
to 
execute a 
sensitive 
api.

Non-Sensitive 
Package

@YourNavionPilot



Secure Application Architecture 
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HR



Secure Application Architecture 
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HRrevoke Inherit Privileges on user 
HR from public
/

PUBLIC

Presenter
Presentation Notes
This way, if public objects are run from the data schema, those public objects will not inherit any privileges from the data schema.



Secure Application Architecture 
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HR
create user HR_API identified by 
secret password expire account 
lock
/

PUBLIC

HR_API



Secure Application Architecture 
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HR
revoke Inherit Privileges on user 
HR_API from public
/

PUBLIC

HR_API

Presenter
Presentation Notes
This way, if public objects are run from the data schema, those public objects will not inherit any privileges from the data schema.



Secure Application Architecture 
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HR
create user 
HR_APP 
identified by 
secret 
password 
expire account 
lock
/

PUBLIC

HR_APIHR_APP



Secure Application Architecture 
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HR_DATA
revoke Inherit 
Privileges on 
user HR_APP 
from public
/

PUBLIC

HR_APIHR_APP



Secure Application Architecture
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HR

PUBLIC

HR_APIHR_APPCREATE 
THE 
REQUIRED 
ROLES 
AND 
TYPES.



Secure Application Architecture
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REQUIRED ROLES
CREATE ROLE HR_ADMIN_ROLE;
CREATE ROLE HR_SELECT_ROLE;
CREATE ROLE HR_EXEC_ADMIN_ROLE;
CREATE ROLE HR_EXEC_SELECT_ROLE;



Secure Application Architecture
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REQUIRED TYPES
CREATE TYPE HR_APP.O_EMP AS OBJECT (

EMPLOYEE_ID    NUMBER(6),
FIRST_NAME     VARCHAR2(20),
LAST_NAME      VARCHAR2(25),
EMAIL          VARCHAR2(25),
PHONE_NUMBER   VARCHAR2(20),
HIRE_DATE      DATE,
JOB_ID         VARCHAR2(10),
SALARY         NUMBER(8,2),
COMMISSION_PCT NUMBER(2,2),
MANAGER_ID     NUMBER(6),
DEPARTMENT_ID  NUMBER(4),
SSN            VARCHAR2(11)

)
/
CREATE TYPE HR_APP.T_EMP IS TABLE OF HR_APP.O_EMP
/



Secure Application Architecture
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HR

PUBLIC

HR_APIHR_APPGRANT 
RIGHTS ON 
THE 
REQUIRED 
OBJECTS



Secure Application Architecture
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GRANTS
grant select on hr.employees to hr_select_role;
grant select, update, insert on hr.employees to hr_api;

grant execute on hr_app.o_emp to hr_api;
grant execute on hr_app.t_emp to hr_api;

grant select on HR.EMPLOYEES_SEQ to hr_api;
grant select on hr.employees to hr_api;



Secure Application Architecture
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PACKAGES
PACKAGE hr_api.emp_dml

FUNCTION fCreateEmp(pEmp IN HR_APP.O_EMP) RETURN BOOLEAN
ACCESSIBLE BY (PACKAGE HR_APP.EmpAdmin);

FUNCTION fUpdateEmp(pEmp IN HR_APP.O_EMP) RETURN BOOLEAN
ACCESSIBLE BY (PACKAGE HR_APP.EmpAdmin);

FUNCTION fSelectEmp(pEmpId IN NUMBER    DEFAULT NULL,
pFName IN VARCHAR2  DEFAULT NULL,
pLName IN VARCHAR2  DEFAULT NULL) RETURN 

HR_APP.T_EMP

ACCESSIBLE BY (PACKAGE HR_APP.EmpAdmin,
PACKAGE HR_APP.EmpSelect);



Secure Application Architecture
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PACKAGES

SCRIPT 04.sql
PACKAGE hr_app.EmpAdmin



Secure Application Architecture
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HRHR_APIHR_APP

hr_api.emp_dml

fCreateEmp

fUpdateEmp

fSelectEmp
emp_select

emp_admin EMPLOYEES

ACCESSIBLE BY 



Error Messages
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Four 
things a 
DBA 
Can Do 
Now

Full 
Tablespace 
Encryption

Audit Reports

Map all ways 
to get to the 
data

Risks Per 
Path

Trusted 
Path

Identify all 
sensitive data

SQLPLUS
SQLDeveloper

Script Reports

Who 
connected

Login 
Failures

Multiple 
Logins

Changes Objects

ORACLE_HOME
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Transparent Sensitive 
Data Protection

Call to action
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Four things a 
Developer can do 
now

rights

identify all 
dynamic 
SQL and 
PL/SQL

Code Reviews

4 things developers can do now to improve security…  

Accessible by

Assign Role 
to package / 
procedure / 
function

Invoker / 
Definer

Put 
everything 
in 
packages

Split up your 
packages

sensitive

Non-Sensitive

Helper

Bind 
Variables 
rock
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Call to action

Separate data 
from code

Use strongly 
typed API’s



Resources

Protecting PII
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-

122.pdf

White Paper: sql injection proof pl/sql Bryn Llewellyn

http://www.oracle.com/technetwork/database/features/plsql/overview/ho
w-to-write-injection-proof-plsql-1-129572.pdf
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Contact Information
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email: rob@oraclewizard.com
twitter: @YourNavionPilot
blog: www.oraclewizard.com
youtube: www.youtube.com/user/n4281k
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