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Presenter
Presentation Notes
Some of my background, strong but can I do it even better? I’m one of the original architects of the BSA Efiling system. When we first put it online, it was called Patriot Act Communication System. Over the years, there were a number of attempts to breach the system, the most memorable was a Social Engineering Attack to our helpdesk; the help desk not knoing how to answer the questions forwarded the call to me. 


The crowning achievement of my
career.
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Presenter
Presentation Notes
The system I designed found New York Gov Eliot Spitzer’s payments to prostitutes. Press conference during his resignation. His wife is not happy. 


Important Terms

Exploit: Take advantage of a flaw or feature

Attack Surface: Any node on the network that can be attacked. That can be the UlI,
People, anything that touches data.

Hack: Anything can be hacked. Do something it was not intended to do or something
you did not think it could do.

Spillage: Sensitive data has “spilled” outside it’s protected environment. It may not be
compromised.

Leak: Sensitive data has spilled outside of it’s protected environment. It has been
compromised.
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| normally do a brain hacking demo
here ...

Your personal OPSEC. Device privacy

e

VMIARY

Don’t let the bad guys see/
listen to you

“Young man, success comes in can,
failure comes in can’t.”

Adm Grace Hopper to

Robert Lockard 1979.

ACE Director
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Presenter
Presentation Notes
Yes that is my license plate given to me by my customer Maryland Department of Transportation. Seems I’m getting a reputation. 
-Do a denial of service attack on your own brain.
-Switch off self doubt. 5 - 4 - 3 - 2 - 1
-Non Verbal Communications - where does a person really want to be?


IMPORTANT NOTE

ALL THE DATA USED IN THIS
PRESENTATION IS RANDOMLY
GENERATED. THERE IS NO REAL
DATA ANYWHERE IN THIS DEMO.
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This i1s how we frequently view our
data.

% Applications Places ‘E‘rminal W 2B Sun Apr10,17:37 B oracle

oracle@localhost:~

File Edit View Search Terminal Help
SOL= select count(*) from customers;

LEEXCTack

i

Cloud_Track

me@lf IZERP:
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We are the stewards of our
Customer S data She IS trusting you.
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Right to be forgotten

Right to access

4% Annual Global Revenue

Big Fines
. 20,000,000 Euros

Track all instances of Pli
across the enterprise

@ Track all Pll that has
Issues left your control.

How are you going to "Forget"
someone tied to financial
transactions?

Identify all Pll in
your enterprise.

Some of the things
you can do.

Ve
A Data Masking

WoracLE WIZARP! é
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Presenter
Presentation Notes
Starting from the center - Cloud. the attack surface has not really changed, but it has shifted. 
-So we need to ask, how is the cloud vendor vetting their trusted insiders. Is the cloud vendor protecting your data using database vault? How are trusted insiders being audited? How will the audit reports be delivered to you? Is the cloud vendor using Audit Vault?
Is the cloud vendor using a database firewall? How is it configured? Are they white listing / black listing SQL statements?
-In the case of SaaS, how is the data transmitted to the cloud vendor? The case where a SaaS vendor wanted the data delivered to them in MS Excel spreadsheets and their employees would load the database. Who has access to the Excel spreadsheets? Once the load was complete, how was the data destroyed? Did the vendor delete, or shred? What about backups that may have been made? 
-When you break up with your cloud vendor, how will you get your data back? How will residual data be destroyed (RMAN, Datapump)
-Encryption, how is the network encrypted, one cloud vendor I delt with, was using still using SSL (late 2016) and their plans to move to TLS were incomplete with no timeline.  So, if there is a serious infosec issue, how will you address that as a customer?
-Are backups being encrypted? Did you know if you don’t put the encrypt option on datapump, your encrypted data can be stored in plain text?
-What encryption algorithm is the vendor using? Can you select the encryption algorithm?
-What are your disaster recovery options? 
-When there is a security event, how will the cloud vendor make you whole? How will your customer be made whole?
-Is your data crossing borders? Are you aware if your data is crossing borders? What are the regulatory issues with your data crossing borders? Do your customers have issues with their data crossing borders? 
-Can you customize the information security using Real Application Security? How about VPD and Redaction?



VPD

Real Cloud Security Issues...
Customer gppllc_?tlon
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y
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Audit
What are th Infosec Employee Audit audited Vault?
atare the customization Vetting

regulatory reports
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X Border Accessed it
Trusted  patabase
Insider Firewall

How will you get
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' data back?
vendor going to Security Cloud Transmission your data bac
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Presenter
Presentation Notes
Starting from the center - Cloud. the attack surface has not really changed, but it has shifted. 
-So we need to ask, how is the cloud vendor vetting their trusted insiders. Is the cloud vendor protecting your data using database vault? How are trusted insiders being audited? How will the audit reports be delivered to you? Is the cloud vendor using Audit Vault?
Is the cloud vendor using a database firewall? How is it configured? Are they white listing / black listing SQL statements?
-In the case of SaaS, how is the data transmitted to the cloud vendor? The case where a SaaS vendor wanted the data delivered to them in MS Excel spreadsheets and their employees would load the database. Who has access to the Excel spreadsheets? Once the load was complete, how was the data destroyed? Did the vendor delete, or shred? What about backups that may have been made? 
-When you break up with your cloud vendor, how will you get your data back? How will residual data be destroyed (RMAN, Datapump)
-Encryption, how is the network encrypted, one cloud vendor I delt with, was using still using SSL (late 2016) and their plans to move to TLS were incomplete with no timeline.  So, if there is a serious infosec issue, how will you address that as a customer?
-Are backups being encrypted? Did you know if you don’t put the encrypt option on datapump, your encrypted data can be stored in plain text?
-What encryption algorithm is the vendor using? Can you select the encryption algorithm?
-What are your disaster recovery options? 
-When there is a security event, how will the cloud vendor make you whole? How will your customer be made whole?
-Is your data crossing borders? Are you aware if your data is crossing borders? What are the regulatory issues with your data crossing borders? Do your customers have issues with their data crossing borders? 
-Can you customize the information security using Real Application Security? How about VPD and Redaction?
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Presenter
Presentation Notes
Anything that touches data can be attacked!
your systems administrators have almost unfettered access to your systems. What can they get to? How do you know they are not abusing their privileges? 
I’ve seen users who did screen captures of sensitive data. I have also seen uses just do stupid stuff. The case where flying from Baltimore to San Francisco, sitting next to a person who had a very sensitive spreadsheet on his laptop and on paper that I could easily read. This was a point where the security was so tight the user felt he had to get the data onto a spreadsheet to do his work. Don’t make security so tight that users can’t do their job, because they will start to look for ways to get around it.
How is the network protected. What encryption are you running on your network? Are you doing integrity checks on your network traffic? Is the listener still on the default port?
Where is a bad guy going to attack first? Hint, it’s not production.
Who can physically access the servers? 
the application server can be attacked.
If a sql injection attack can be made, then your backend code is accessible.
I’m still seeing systems where username/passwords hashes are being stored without salt.


Hacking the Human Bra: X HolisticDatabaseSecunity X & 24F7CASFGFF1ASAFBI0

www.google.com

Penguin - Description, name and nickname generator for Penguin
https://nickfinder.com/Penguin
\Names for Penguin — random nicknames with the copy-paste function, fancy names, reputation,

&ty and other.

» penguin MDS5: 24f7ca5f6ff1a5afb9032aa5e533ad95 decrypted ...
md5decoder.org/24f7ca5f6ff1a5afb9032aa5e533ad95 ~
Decrypted MD5: 24f7ca5f6ff1a5afb9032aa5e533ad95 is penguin, other hashes: SHAT
73335c221018b95c01 3ff3f074bd%e8550e8d48e, SHAZ, RIPEMD, CRC, ...

oracle@localhost~/demo

RLOCKARD@demol > 1
1* select uname, pwhash from users;
RLOCKARD@demol > /

rlockard 24F7CASF6FF1ALAFB9032AA5E533AD95
Jjim E206A54E97690CCE5S0CC872DD70EE896
king 5BAA61E4CO9B93F3F0682250B6CF8331B7EE68FDS

RLOCKARD@demol > [

e

(&5

4 H....,.“Q"j ~ SH'E £ glqj\\g
L = -, il = 1 . ]
ORAGLE WIZARP
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Presenter
Presentation Notes
What happens when you don’t salt your hash!


RMAN

Requires
Additional
Column — Engineering
Full
Encryption
Tablespace —— 12.2
Online
At Rest External Table Encryption
(TDE)
Datapump — Deémo
Database —— Encryption
Ghost Data Demo
12.2
Algorithm 3DES168
AES256
| Gost
Integr
o Require AES192
Network DEFAULT ARIA
Request

AES128

A ?éﬂ@][‘f Wﬂ%@‘g Accepted A glsr‘:) ﬁilr—e

SEED

Rejected

y @YourNavionPilot
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Oracle TDE only covers about
15%-20% of your attack surface

. Audit
. Real Application Security
. Database Vault

. Database Firewall

. Network Encryption

. Secure coding

. Many others that need to be

used in concert with each other.

Copyright © Oraclewizard.com, Inc 2016
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Presenter
Presentation Notes
It’s pretty interesting Maryland passed a law that all of the PII they hold will be encrypted. Then came out and started saying “your information will be secure.” Yes encryption is needed, but you are only covering about 15 - 20% of your attack surface. The attack vectors for data at rest is limited to people who can get access to the data files. 


DATAPUMP ORA-3917/3

This is nasty! Now we have to deal with spillage.

exported "RLOCKARD" . "REGIONS" 5.554 KB 4 rows
exported "RLOCKARD"."USERS" 6.070 KB 3 rows

ORA-39173: Encrypted data has been stored unencrypted in dump file set.
Master table "RLOCKARD"."SYS EXPORT SCHEMA 01" successfully loaded/unloaded

éwi S AGLE VI ZEARP: A | ORACLE

ACE Director

¥ @YourNavionPilot
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Presenter
Presentation Notes
The only place I have found this recorded is in the export log. There is no audit trail for this event and it does not appear in the alert log. Should you audit the usage of Datapump? I would say at a minimum keep all datapump logs for future audit.


Full Tablespace Encryption 12.2

RLOCKARD@orcl > info+ hr.employees
TABLE: EMPLOYEES
LAST ANALYZED:2017-03-07 17:01:16.0
ROWS :107
SAMPLE SIZE :107
INMEMORY :DISABLED

COMMENTS employees table. Contains 107 rows. References with departments,
jobs, job_history tables. Contains a self reference.

DATA TYFE NULL DEFAULT LOW VALUE
NUM DISTINCT HISTOGRAM
*EMPLOYEE_ID NUMBER (6, 0) No 100
107 HONE
VARCHARZ2 (20 BYTE) Yes Adam

B 91 FREQUENCY
LAST_N.DI-IE VARCHARZ (25 BYTE) Abel Zlotkey
102 FREQUENCY

EMATL VARCHAR? (25 BYTE) ABANDA
107 NONE

PHONE _NUMBER VARCHAR2 (20 BYTE) 011.44.1343.329268

16 107 NONE

HIRE DATE DATE Ho 1287.06.17.00.00.00

.00.00.00 98 HONE
JOB_ID VARCHARZ (10 BYTE) No AC_ACCOUNT
19 FREQUENCY
SALARY NUMBER (8, 2) Yes 2100

FLOCKARDEorcl > select file name from dba data files where tablespace name = 'SYSAUX';

== -
ORAGLE WIZHRP:

© copyright Oraclewizard.com, Inc 2016

Are you gathering statistics on
your data? Are you running 12.1
or below? Then it's time to
upgrade to 12.2.

Because statistics are stored in
the SYSAUX tablespace, and
SYSAUX can not be encrypted in
Version 12.1 and below, you
have sensitive statistics being
stored unencrypted.

A | ORACLE
ACE Director
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Presenter
Presentation Notes
Run the spillage through statistics scripts.


Concept

Factor
Database /

Vault Methods

Database By subnet
Trusted
Path By
Authentication
Method
ACCESSABLE
BY VPD
AUTHID
PL/SQL Demo
GRANT Roles to Rédaction —
¥y RP! Funcions! ORACLE'
]]Zﬂ Functions / A
@Rﬂ@]‘i}sw Procedures = % | ACE Director
y @YourNavionPilot
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Altered

Objects New

Configuration Drift Dropped

$ORACLE_HOME

Tripwire
Grants \
Connections Roles
\ Changed
New Users
Frequency Dropped
New
m =
L 1zaRp! |
ORAGLE | A | orACLE
| 2% | ACE Director
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Database Audit

Prevention
Detection

Response
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Database Audit Detection

~__— UNIQUE USER

— SELECT, UPDATE, INSERT, DELETE, CREATE,

What

ALTER, CONNECT, ...

Needs to tell When ———— TIMESTAMP
IP Address

Where <

MAC

Address
How

| want to see the statement, how was the
action done.

A@%} RPS
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ACE Director
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Database Audit

Accountability
Without it, your audit /

trail is worthless

Real Application
Security

Identity How many of us have
preservation Through an ¢
y seen a web server log

application \ into the database as
the application and the

audit trail is only
recording the
application user?

: A%j oA 1R)E
| A ORACLE
s ACE Director
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Database Audit - Identity
preservation - How not to do it!

5 Appendix S - Mainframe Stored Procedure Description Marwual 0 [Cor able Taols Rabert Lockard

Insert Design Layout References
s -

D Times NewRo - |12 - A' A" | A2~ ‘ LT 1 Ag |1.1 A 111 L4414 14440 LLLLL 100000 1At ;:(:::ac;
Pastz ¥ formatpaintey B 1 U v ake X X W-A- =E=== [=2- D+ [ THeadingl THeading2 THeading 3 THeading 4 THeading 5 THeading 6 THeading 7 THeading 8 < 3 Select

Clipboard Fant w Faragraph = Styles 5 Editing ~

| None spec1fled
e
*#% INPUT / OUTPUT PARAMETERS ***
INPUT
LAYOUT /FORMAT (TOTAL SIZE): 60 characters
FIELD SIZE TYPE VALUE

INPUT CODE ACTION 1 CHAR |

INPUT TAG 7 CHAR

INPUT CLASS 3 CHAR

VENDORID 3 CHAR

REG PERIOD OVER 1 CHAR 1 OR 2FOR YEARS OF RENEWAL

RIDE

USERID 20 CHAR [USER ID

TERMINAL ID 10 CHAR

FILLER 15 CHAR

‘ ACTION CONFS & REOTTTRENDTINPITT

Fage 560182 27d0zwords  [[% g B - 1 + 170%

5 2
ORAGLE WIZARP
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= = | ACE Director
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Database Audit - Identity
preservation - How not to do it!

1r vor 1re_1vzoe. [

vuild => "IRP',
vierm => '"VAL0573" ) THEN

A | ORACLE
ACE Director

@YourNavionPilot
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Database Audit Detection

Needs to be prompt.
- How many attackers have been in the system for weeks or months
before being detected.
- Routine review of audit reports.

¥
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ACE Director
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Database Audit for Accountability

Users are doing what they are supposed to be doing.
Privilege misuse
Hold users accountable.

inherit privileges, powerful user executing malicious code.

ORACLE
ACE Director
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Database Audit methods

Infrastructure
-  Network Switch

these logs were available in
logs / one place.
- Firewall Logs

- IDS Logs
- APP Server Logs
- Database Audit

It would truly be easier if all of

¥

ORACLE
ACE Director
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Database Audit methods

Application Auditing: Have the app do the auditing
- Database Agnostic
- Extendable
- Can be transparent
- Send to seperate database
- All Aspects of the app can be audited
- Consistent auditing if the app accesses multiple systems (file
system, app server, etc)
- ldentity preservation

ORACLE
ACE Director

A
,' @YourNavionPilot
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Database Audit methods

Application Auditing: Have the app do the auditing

- Can bypass the application with a tool like sqlplus

- Becauseit’s code
- Logic errors
- Bugs
- Maintenance
- Enforce auditing, developer does not include audit api calls.

This Is a case for code reviews.

| &
1] oraeLE W2 S
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Database Audit methods

Trigger Auditing
- Transparent to the application
- Way to capture before and after picture of row data
- Fires for update, insert, delete
- Fire on column access
- Does not fire on select
- Does not fire on truncate
- Does not fire on direct path loads.
- Does not pass parameters. Limited to column and sys_context

ORACLE
ACE Director

,' @YourNavionPilot
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Database Audit methods

Trigger Auditing
- Must create trigger for every table.
- Because it's code.
- Logic Errors
- Bugs
- Maintenance
- Column added or removed
- Column redefined

(&
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Database Audit methods

Native Database Auditing
-  Mandatory SYS% auditing
- Traditional Auditing
- Fine Grained Auditing
- Unified Auditing

¥

ORACLE
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Database Audit methods

Fine Grained Auditing
- Can fire on Select, Update, Insert, Delete
- Based on a boolean condition

le: audit based on access from outside a specific subnet or authentication method or a specific user class.

- Policy based

¥

A | ORACLE
i ACE Director
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Database Audit methods

Unified Audit
- Policy Based
- Fire on privilege use
- Fire on statements
-  Flre on objects
- You can define conditions for audit
- Standard and custom application context name spaces
- Fine tune audit activity

A@T-”nﬁ ARD:
A ORACLE
: ACE Director

,' @YourNavionPilot
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Database Audit What to Audit

You need a clear picture on why you are auditing.
Control the noise to signal ratio

- Are you auditing to detect intrusion?

Fell through the cracks (the crack was huge) server compromised for over six months.

. Are you auditing to detect proper permissions?

Shared accounts: users did not have enough permissions.
Bypass security controls: downloaded data to excel.

- Are you auditing to detect privilege misuse?
- Altered sensitive data to protect a friend.
User deleted all the rows in a sensitive table by running a script that was not reviewed.

- Are you auditing to detect sensitive data access?

Accessed sensitive credit card data to sell.

A“%%%j o A ZAR I E
M@R AGLE CIZARY:
A ORACLE
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Database Audit What to Audit

You need a clear picture on why you are auditing.

- Are you auditing to detect intrusion?
- Intrusion fell through the cracks (the crack was huge) server
compromised for over six months prior to detection.
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Database Audit What to Audit

You need a clear picture on why you are auditing.

- Are you auditing to detect proper permissions?
- Shared accounts: users did not have enough permissions.
- Bypass security controls: downloaded data to excel.
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Database Audit What to Audit

You need a clear picture on why you are auditing.

- Are you auditing to detect privilege misuse?
- Altered sensitive data to protect a friend.
- User deleted all the rows in a sensitive table by running a
script that was not reviewed.

| &
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Database Audit What to Audit

You need a clear picture on why you are auditing.

- Are you auditing to detect sensitive data access?
- Accessed credit card data to sell.

¥
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Database Audit What to Audit

Encryptlon Auditing
Tablespace Encryption

- Are all dependant objects encrypted too?
- Datapump encryption
- Ghost Data

¥

ORACLE
ACE Director

y' @YourNavionPilot
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SQL Injection Demo

Create a procedure that is full of sgl injection bugs.
- concatenate strings into a sgl statement.

‘?g;mwwmm @, |oracLe
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PL/SQL Secure Coding SQL
Injection, extracting your source
code

Not only am | getting your source code, I'm also getting all of your comments.

- we are only getting the package specification.

- we still have copious comments in the package specification. | can use those
comments to derive how your package works.

- we have cursor and type definitions in the package specification. Do you really need
to have those in the specification? Sometime the answer is going to be yes, other
times no. | always weight the moving cursors and type definitions to the package
body, then go through the thought process to justify moving into the specification.

it

Okm@m = ¢UIZARPS

ORACLE
ACE Director
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@YourNavionPilot
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Packages - SQL Injection

| CAN READ THIS

Comments
- Package
Specification
CURSORS /
TYPES BOK
| CAN'T READ

THIS ... UNLESS

ORACLE
ACE Director

& | TS
M@Rﬂ@w nzaRy A

@YourNavionPilot
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Procedures / Functions - SQL

Injection

| CAN READ

EVERYTHING
COMMENTS

PROCEDURE / FUNCTION CURSORS
CODE
MGM@LE Wl ) A | ORACLE
2% | ACE Director

@YourNavionPilot
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Packages - SQL Injection

This comment is great
BUT it still gives the bad
guys too much

information
g4
g5 create or replace PRCEAGE INM3 4PP.FEPORTTARGET
fal MITHIT current user
a7 --4CCEZZABLE BY (INM3_APP.IRP PEADPRIZHMFILES) ---thiz iz a werzion lZc feature. imnplement when mowve to- l2c.
a5 ns
a9 -- constant delorations
ag 1Verzion COHSTAHT VARCHAR2 {10y := 'Z01610Z6.1";
a1
a9z FUHCTION MAIN BETURH HUMEER:
a3 FUHCTION WHAT VERZION BETURH VARCHRAR2:
a4
a5 EHD FEPORTTARGET:
a5 f

Yo,

d ‘%’?f THTHE
ORAGLE WIZARP: @, | ORACLE

ACE Director

, @YourNavionPilot
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Triggers - SQL Injection

NEW SLIDE - EXPAND THIS

The bad guys can read those too.

4 B e
Mbﬁw@u‘? IZARPS

© copyright Oraclewizard.com, Inc 2016
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Views - SQL Injection

NEW SLIDE - EXPAND THIS

The bad guys can read those too.

4 B e
Mbﬁw@u‘? IZARPS
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SQL Injection

If it's in ALL_% then | can get to it.

ORACLE
ACE Director
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Mmﬂ@w onBARP: A

, @YourNavionPilot
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SYNONYMS

Avoid the use of public synonyms - especially so if the object is owned
by any privileged user. IE SYS

USE SYS.DBMS_OUTPUT

WHY. | can create a package in the database, call it doms_output and
create a public synonym pointing to my package. You will be executing

my code, with your privileges and have no idea what code path | will be
taking.

ORACLE
ACE Director

M@m@w IZEARD A

@YourNavionPilot
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ACCESSIBLE BY 12.1

HR_APP SCHEMA

PACKAGE
hr_app.pkg_maint_emp \
PACKAGE -

hr_app.pkg_admin_emp

PACKAGE /
hr_app.pkg_sel_emp

PACKAGE HR_API.PK_EMPLOYEES

FUNCTION f_ins_emp(...)

RETURN BOOLEAN

ACCESSIBLE BY(PACKAGE hr_app.pkg_maint_emp,
hr_app.pkg_admin_emp)

FUNCTION f_update_emp(...)

RETURN BOOLEAN

ACCESSIBLE BY(PACKAGE hr_app.pkg_maint_emp,
hr_app.pkg_admin_emp)

FUNCTION f_sel _emp_phone(...)
RETURN VARCHAR2
ACCESSIBLE BY (PACKAGE hr_app.pkg_sel_emp)

A | ORACLE
ACE Director

@YourNavionPilot
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ACCESSIBLE BY 12.2 ENHANCEMENTS

HR_APP SCHEMA

PACKAGE

hr_app.pkg_maint_emp

PACKAGE

PACKAGE HR_API.PK_EMPLOYEES

FUNCTION f_ins_emp(...)

RETURN BOOLEAN

ACCESSIBLE BY(PACKAGE hr_app.pkg_maint_emp,
hr_app.pkg_admin_emp)

FUNCTION f_update_emp(...)
RETURN BOOLEAN

hr_app.pkg_admin_emp

PACKAGE

ACCESSIBLE BY(PACKAGE hr_app.pkg_maint_emp,
hr_app.pkg_admin_emp)

FUNCTION f_sel _emp_phone(...)

hr_app.pkg_sel_emp

RETURN VARCHAR2
ACCESSIBLE BY (PACKAGE hr_app.pkg_sel_emp)

A | ORACLE
ACE Director
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Separate your data from your code

APP

App Packages /
Procedures /
Functions /
Triggers

non sensitive
tables

Sensitive
Tables

4 e
Mﬂm@w IZaRP
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Limit the number of ways to get to
your data. Trusted Path. The wrong
way to do It.

% APP Schema

T
§ Application

\/
/,
7

All I need is one sql

injection bug and | /

can get everything. Your Functions, Tables
Procedures and
Packages
Created with
definer rights
Lo
; 5 )
LS ol ZARD:
ORAGILE A | ORACLE
2% | ACE Director

@YourNavionPilot
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Presenter
Presentation Notes
Increased attack surface. all it takes is one sql injection bug. you might as well put a cute little bow on it, write a gift card and had it to me.


Limit the number of ways to get to
your data. Trusted Path. A little
better, but not much.

% APP Schema

One sql injection ~_|
Application

N
bug and we are a /

little more secure
but there is still a Your Functions, Tables
big problem Procedures and

Packages

Created with
Invoker Rights

\V4
/,
7

ORACLE
ACE Director
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@YourNavionPilot
53

© copyright Oraclewizard.com, Inc 2016


Presenter
Presentation Notes
Increased attack surface. all it takes is one sql injection bug.


Limit the number of ways to get to
your sensitive data. Trusted Path

\/

Non-Sensitive
Package o
—_— | I Non-Sensitive
—
> Tables

_ Sensitive
So if you have a Package Sensitive
sql injection bug |
here. But you still Tables
granted rights
from schemato Database Objects
sphema. We are a Application Schema Schema
little more secure,
but!

Tgn,

&
ORAG

ORACLE
ACE Director

A

@YourNavionPilot
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Limit the number of ways to get to
your sensitive data. Trusted Path

Use Strongly
Non-Sensitive Typed API
Package
Non .
b . Non-Sensitive
Sensitive Tables
D API
Sensitive Sensitive
Package N . Sensitive
< < Tables
Database Objects
Application Schema APl SCHEMA Schema

No Schema has connect privileges. Typically I return the number of rows affected
A (o for Update, Insert, Delete.

Oéﬂ CLE ¢OIZEARPS A
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Limit the number of ways to get to
your sensitive data. Trusted Path

Use Strongly

Sensitive Typed AP
Packages S 4
ensitive .
T AP , Sensitive
> ﬁ Tables

/
User has

execute
privilege
on
package

Database Objects
Application Schema APl SCHEMA Schema

/

Use Accessible
By Clause

Mﬁw@u‘f CIIZARP: A

© copyright Oraclewizard.com, Inc 2016

ORACLE
ACE Director

@YourNavionPilot
56




Limit the number of ways to get to
your sensitive data. Trusted Path

Use Strongly

Sensitive Typed AP
Packages —
» Sensitive Sensitive
< API >
< Tables
Bad guy \ /

fmds _sql on-Sensitive
injection
bug and ackage
attempts
to
execute a Database Objects
sensitive Application Schema APl SCHEMA Schema
api. /
Use Accessible

By Clause

. A?ﬁﬁ - eIl ZERP* A
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Secure Application Architecture

HR

(& :
M@Rﬂ@ﬂf IZARP: A | ORACLE

“% " | ACE Director

, @YourNavionPilot
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Secure Application Architecture

revoke Inherit Privileges on user

HR from public

HR

PUBLIC

& | TS
MOM@LE CZARP: A

ORACLE
ACE Director

’ @YourNavionPilot
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Presenter
Presentation Notes
This way, if public objects are run from the data schema, those public objects will not inherit any privileges from the data schema.


Secure Application Architecture

create user HR_API identified by
secret password expire account

lock
/

HR_API

HR

PUBLIC

A& e
ORAGLE IZARP:
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Secure Application Architecture

revoke Inherit Privileges on user
HR_API from public HR_API HR

/

PUBLIC

ORACLE
ACE Director

4 G | e
MGM@LE CZARP: A

, @YourNavionPilot
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Presenter
Presentation Notes
This way, if public objects are run from the data schema, those public objects will not inherit any privileges from the data schema.


Secure Application Architecture

create user
HR_APP
identified by
secret
password

HR_APP

expire account

lock
/

¥

o

ORAG

HR_API

HR

PUBLIC

© copyright Oraclewizard.com, Inc 2016
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Secure Application Architecture

revoke Inherit
Privileges on | HR_APP HR_API HR_DATA
user HR_APP
from public
/
PUBLIC

& :
(2 qGLE WIZARDS & | oracLe

, @YourNavionPilot
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Secure Application Architecture

CREATE
THE
REQUIRED
ROLES
AND
TYPES.

HR_APP

HR_API

HR

PUBLIC

© copyright Oraclewizard.com, Inc 2016

; A ORACLE
ACE Director

, @YourNavionPilot
64



Secure Application Architecture

REQUIRED ROLES

CREATE ROLE HR_ADMIN_ROLE;
CREATE ROLE HR_SELECT_ROLE;
CREATE ROLE HR_EXEC_ADMIN_ROLE;
CREATE ROLE HR_EXEC_SELECT_ROLE;

a1 2

A@L TZER V) E
By

ACE Director

, @YourNavionPilot
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Secure Application Architecture

REQUIRED TYPES

CREATE TYPE HR_APP_.O_EMP AS OBJECT (
EMPLOYEE_ID NUMBER(6) ,

FIRST_NAME VARCHAR2(20),
LAST_NAME VARCHAR2(25) ,
EMAIL VARCHAR2(25),
PHONE_NUMBER  VARCHAR2(20),
HIRE_DATE DATE,
JOB_ID VARCHAR2(10),
SALARY NUMBER(S8,2),
COMMISSION_PCT NUMBER(2,2),
MANAGER_ID NUMBER(6) ,
DEPARTMENT_ID NUMBER(4),
SSN VARCHAR2(11)

)

/

CREATE TYPE HR_APP.T_EMP IS TABLE OF HR_APP.O_EMP

/

(& RP
2AGLE QUIZAISP A | ORACLE
= = | ACE Director

, @YourNavionPilot
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Secure Application Architecture

CRANT HR_APP HR_API HR
RIGHTS ON -

THE
REQUIRED
OBJECTS

PUBLIC

: | ; ORACLE"
Oﬁﬂ@” A ACE Director

, @YourNavionPilot
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Secure Application Architecture

GRANTS

grant select on hr.employees to hr_select _role;
grant select, update, insert on hr.employees to hr_api;

grant execute on hr_app.o_emp to hr_api;
grant execute on hr_app.t_emp to hr_api;

grant select on HR.EMPLOYEES SEQ to hr_api;
grant select on hr.employees to hr_api;

v -
{foRaGLE WIZARP: A, | ORacLe

, @YourNavionPilot
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Secure Application Architecture

PACKAGES
PACKAGE hr_api.emp_dml

FUNCTION fCreateEmp(pEmp IN HR_APP.O_EMP) RETURN BOOLEAN
ACCESSIBLE BY (PACKAGE HR_APP.EmpAdmin);

FUNCTION fUpdateEmp(pEmp IN HR_APP.O_EMP) RETURN BOOLEAN
ACCESSIBLE BY (PACKAGE HR_APP.EmpAdmin);

FUNCTION fSelectEmp(pEmplid IN NUMBER DEFAULT NULL,
pFName IN VARCHAR2 DEFAULT NULL,
pLName IN VARCHAR2 DEFAULT NULL) RETURN

HR_APP.T_EMP

ACCESSIBLE BY (PACKAGE HR_APP.EmpAdmin,
PACKAGE HR_APP.EmpSelect);

(&8
ORAGLE WIZARP: @, |oracLe

, @YourNavionPilot
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Secure Application Architecture

PACKAGES

SCRIPT 04.sql
PACKAGE hr_app.EmpAdmin

4 & i
Mﬁﬁﬂﬁﬂf IZARP: A, | ORACLE

ACE Director

, @YourNavionPilot
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Secure Application Architecture

ACCESSIBLE BY

HR_APP HR_API HR

hr_api.emp_dml

emp_admin ~—— _ EMPLOYEES

\\ fCreateEmp —‘///

™ fUpdateEmp |

emp_select —
— \
=~ fSelectEmp -

A& e

ORACLE
ACE Director

A
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Error Messages

oracle@localhost:~/demo/sql_injection

we are going to create a generic help desk utilicy
this will require a few objects and held in two
schemas.
1) the schema helpdesk will hold the errors table
2} the =schema helpdesk apl will hold an api that inserts
and select data from the api table
3)
#f

drop user helpdesk cascade;
drop user helpdesk api cascade;

create user helpdesk identified by My#392SecretPassword;
user helpdesk _api identified by My#32SecretPassword:
sequence helpdesk apl.errors_sed;

ALTER USER HELFDESE QUOTA UNLIMITED ON USERS;

create table helpdesk.errors (id number primary key,
unitname wvarchar? (
username varchar?a |
linenumber number,
errorcode varcharz |
Errormsg varcharz (22
createdate timestamp) -

t select, insert on helpdesk.errors to helpdesk api:
t select on helpdesk.errors seqg to helpdesk apis

Conamn -
q é agioarar 51

G}I dGLE IZAIS A | ORACLE

ACE Director
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Call to action

Full
Tablespace
Encryption
Four
things a
DBA
Can Do
Audit Reports Now
Login Changes Objects
Failures
Who ORACLE_HOME
connected
Multiple
Logins

s
LI ORAGLE IZERP:
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Map all ways
to get to the

data

Trusted Risks Per
Path Path

|dentify all Transparent Sensitive
sensitive data Data Protection

mveloper
SQLPLUS \

Script Reports
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Call to action

_ _ _ identify all Bind
4 things developers can do now to improve security... dynamic Variables
SQL and rock
PL/SQL

rights
Invoker /

Definer
. Code Reviews
Four things a

Assign Role Developer can do
to package / now Separate data
procedure / from code
function Use strongly
Accessible by Put Split ub vour typed API's
everything putup’y

i packages @~ — Helper

packages
Non-Sensitive

A@ sensitive
Lk IIZARPS A, | ORACLE

ORAE

ACE Director
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Resources

Protecting PII
http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-

122.pdf

White Paper: sgl injection proof pl/sgl Bryn Llewellyn

http://www.oracle.com/technetwork/database/features/plsqgl/overview/ho
w-to-write-injection-proof-plsql-1-129572.pdf
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http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-122.pdf
http://www.oracle.com/technetwork/database/features/plsql/overview/how-to-write-injection-proof-plsql-1-129572.pdf

Contact Information

email: rob@oraclewizard.com

twitter: @YourNavionPilot

blog: www.oraclewizard.com

youtube: www.youtube.com/user/n4281k
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