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Could new trust models based on 
blockchain technologies help Registrars 
modernize how degrees are issued and 
verified?

Could degrees and other academic 
credentials be issued to digital identities 
owned and controlled by individuals 
themselves, in ways that promote 
privacy-preserving exchanges of data 
with 3rd parties who need to verify claims 
about degrees and other academic 
achievements?

In this talk, Helen and Nathan will explore 
these questions involving degrees, 
blockchain, decentralized trust, and 
self-sovereign identity.
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What is
self-sovereign
identity? 



Self-sovereign identity puts 
users in control of their identity.

It’s an emerging paradigm for decentralized identity 
enabled by trust models based on Blockchain.

The vision is a lifetime portable digital identity that can 
never be taken away.

It’s based on principles that users must have an 
independent existence and access to their own data.

It gives individuals more ownership of their personal data 
and control over how and when it’s shared.



How would most 
registrars react to 
the idea of 
self-sovereignty 
when it comes to 
student records? 



The Registrar: a trusted 
record keeper since 1500

University of Bologna (Università di Bologna), 
the oldest university in Europe and one of the 
oldest and most famous universities in the world, 
founded in the Italian city of Bolognia in the 11th 
century.



You’ve been 
making the case for 
registrars to use 
blockchain to ward 
against fraudulent 
credentials. Why is 
this needed?



Current problems with credential validation 
from the perspective of Registrar community

We do not have enough staff resources to validate every credential 
e.g. UW has 4 Program Assistants
e.g. UW has 410k alumni and 57k students

Not all records are available through the National Student Clearinghouse
Microfilmed records
Between term reporting gaps
Some schools only report those with SSN’s

Too many requests from employers and institutions 
Higher education admissions’ offices do not validate credentials
Allows for fraudulent records to go unchecked



Fake diplomas and transcripts - just a click 
and credit card payment away



How would you 
envision use of 
blockchain to 
validate 
credentials such as 
transcripts and 
diplomas?



The purpose of Blockchain is to achieve and 
maintain integrity in distributed systems.

Registrars use student records systems to 
provide integrity for credential validation.

These systems aren’t very distributed, but 
Blockchain’s integrity goals should feel familiar.



Three big ideas for using Blockchain for 
credential validation:

1. Validate - using digital signatures
2. Safeguard - using same clever math to 

ensure all access to update is universal
3. Preserve - everyone on Blockchain has an 

identical copy, no single point of failure

Helen’s Translation: Blockchain can be public or private, clever math validates all 
records below in the chain to ensure that it has not been amended, no one can 
infiltrate data in each block.



Blockchain’s goal is to determine whether data 
has been changed after sending it to someone, 
or after it was stored.

You issue a credential (diploma, transcript) and its hash to a student.

The recipient (verifier of credential) obtains a key to verify the credential.

If the document has been falsified or changed, the hash won’t match.

A broken hash reference is evidence that the credential has been altered.



Imagined process according to Dr. Garrett:

• Institutions provide verification website and instructions to credential 
owners and credential verifiers

• Credential owners will purchase a verification key from their institution 
registrar’s office

• Credential owners will share verification key with whoever they want 
to verify their credentials 

• Credential verifiers will use key from credential owner at institutional 
website to verify the integrity of the credential

• Credentials will indicate that they are not official unless verified by key 
issued by credential owner via institutional website.



What will it take 
for registrars to be 
able to use 
blockchain for 
credential 
verification?



This is not a technical conversation - it’s a trust conversation.

2%

98%



What will it take for registrars 
to adopt Blockchain?
A trusted tipping point to lead - institutions who have 
tested it and set a path for those with fewer resources.

Sponsorship from institutional executive leadership.

Demand - from students, alumni, and employers.

The ability to implement without hiring a vendor or a 
cadre of data scientists.

Ease of use - usability and accessibility.

A private community/network established of higher 
education institutions.

We saw this with PDF/EDI transcripts/CE diplomas and it 
will be the same with Blockchain adoption.



What will it take for registrars 
to adopt Blockchain?
AACRAO (American Association of Collegiate Registrars 
and Admissions Officers) will need to establish a 
member taskforce to create:

● Standards for language on the transcripts to 
validate official transcripts (i.e. official – only 
through University/College X validation process – 
see  HuskyTranscriptValidation@uw.edu)

● Mechanism to join private network/community – 
membership endorsed by AACRAO

● Proof that the established validation process is 
FERPA compliant



Ultimately, why 
does understanding 
blockchain as a 
registrar matter?



Blockchain, as a 3.0 web technology, does not matter.

Allowing learners/job seekers to represent their full 
experiences beyond just grades and class titles matters.

We as registrars can be the catalysts to get this 
disruptive innovation off the ground for institutions, 
employers, and Human Resource technologies.

Jobs will not be taken away with Blockchain – we will 
redeploy transcript and diploma producers and 
validators to serve students.



Where do we see 
this going from a 
digital identity 
perspective? 



We can take the long view that 
digital identity is evolving.

Traditional siloed identity, where each organization or 
application is a silo for accounts, passwords, and personal data.

Trusted identity providers, where a trusted 3rd party provides 
identity, single sign-on, and federation for multiple organizations.

Decentralized identity, where relationships are peer-to-peer, 
and credentials are anchored to a global source of trust. 
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If we see the values of the UW in notions of 
self-sovereign identity, we can participate in 
its evolution - as strategic stewards.



People’s reactions to 
Blockchain identity may be 
triggered by their feelings - 
positive or negative - 
toward uncertainty.

Technologies change in their 
characteristics as they evolve.

From uncertain to certain.

From uncharted to 
industrialized.

From rare to ubiquitous.

From risky to reliable.

From poorly understood to 
well defined.

From source of future 
strategic value to a simple 
cost of doing business.



We can consider the 
evolution of trust models 
based on Blockchain.

From its genesis.
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We can consider the 
evolution of trust models 
based on Blockchain.

From its genesis.

To custom built solutions.

To commercial products, 
open source, and rental 
services.

And to use as a commodity 
or utility service.



The evolution of  
Blockchain identity, let 
alone a paradigm like 
self-sovereign identity, is 
by no means guaranteed. 

Barriers must be overcome 
to evolve favorably.

We can ask ourselves what 
kinds of barriers (and 
incentives) apply to the 
evolution of 
proof-of-concepts,  
custom-built technologies, 
commercial and open 
source products, and 
commodity and utility 
goods and services.



This ecosystem is getting 
crowded. We’ll need to 
select our partners 
thoughtfully:

Whose vision, goals, and 
governance structures are 
most aligned with ours?

Do they use public or 
private ledgers? Why?

Do they use permissioned 
vs unpermissioned 
ledgers? Why?

How are they making 
strategic use of open 
standards and 
technologies - 
Decentralized Identifiers 
(DID), DID Authentication, 
Verifiable Claims, etc.?



Conclusion
We can make a case for registrar 
adoption of Blockchain, with an eye 
toward self-sovereign identity. It will 
require strategic partnerships between 
registrars, digital identity 
professionals, privacy and security 
professionals, and projects in the 
Blockchain ecosystem, as well as 
feedback from learners, teachers, and 
researchers in our community.

Now... it’s time for Q&A.

Helen B. Garrett, Ed.D.
helenbg@uw.edu

Nathan Dors
dors@uw.edu
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