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Starling Privacy Policy 
 
Effective Date: 1 September 2016 
 
Sutro Health Inc. d/b/a Starling (hereby referred to as Starling) is committed 
to protect the privacy of our individuals who visit our website (“Visitors”) and 
individuals whose data we collect on behalf of Starling’s Clients (“Users”) 
(collectively “you” or “your”). This Privacy Policy applies to your data provided on 
or through the Starling website located at www.withstarling.com, the Starling web 
application owned and operated by Starling, and the services offered by Starling 
through the website and apps (collectively, the “Services”). This Privacy Policy 
describes Starling’s privacy practices in relation to the use of our website, apps and 
Services. The use of information collected through the Services shall be limited to 
the purpose of providing the Services for which the Client has engaged Starling. 

Privacy Overview 

Registration 
When a User signs up or registers with Starling, information is needed such as the User’s 
name, company name, business address, and contact telephone number and email 
address. When a Visitor contacts us and/or requests information about Starling, we will 
collect the Visitor’s email address and other contact information so that we may fulfill the 
Visitor’s request. Some information provided to us may individually identify you, and that 
information may be referred to in this Privacy Policy as “Personal Information.”  

Personal Information 
Starling uses information, including Personal Information, provided by you for purposes 
such as processing and fulfilling orders, billing, service improvement, research, and for 
other general purposes. Starling will not make your information, including Personal 
Information, available to any other parties except as provided in this Privacy Policy. We 
will not sell, rent, exchange or share your personal information with any third-parties. 
Starling will share your information in order to respond to investigations, court orders, 
legal process, or to investigate, prevent or take action regarding illegal activities, 
suspected fraud, or situations involving potential threats to the physical safety of any 
person, violations of Starling’s Terms of Service, or as otherwise required by law. 
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All of your Personal Information is private and confidential. When you enter sensitive 
information (such as a credit card number) on our order forms, we encrypt the 
transmission of that information using secure socket layer technology (SSL). 
Users may view, correct, update, amend, or delete/remove Personal Information by 
making the change on our settings page when logged in, or by email at the contact 
information below. If you no longer desire to use our Services, you may deactivate the 
Services by contacting us by telephone or postal mail at the contact information listed 
below. We will respond to your requests regarding changes to Personal Information or 
Service changes within 30 days. 

Cookies and other tracked data 
Starling uses a technology called "cookies" to store session information. A cookie is a 
small amount of data, which often includes an anonymous unique identifier, which is 
sent to your browser from a website's computers and stored on your computer's hard 
drive. We use both session ID cookies and persistent cookies. A session ID cookie expires 
when you close your browser. We use Session Cookies to track your Login status. This 
cookie is only ever transmitted over HTTPS. A persistent cookie remains on your hard 
drive for an extended period of time. We use Persistent Cookies to determine from 
where you were referred to our website, as well as the last user ID that you used to log 
in. Starling may set and access Starling cookies on your computer; cookies are required 
to use the Starling Services. You can remove persistent cookies by following directions 
provided in your Internet browser's "help" directory. Click here for information on 
cookies. If you reject cookies, you may still use our site, but your ability to use some areas 
of our site, such as contests or surveys, will be limited. 
 
As is true of most websites, we gather certain information automatically and store it in 
log files. This information includes internet protocol (IP) addresses, browser type, 
internet service provider (ISP), referring/exit pages, operating system, date/time stamp, 
and clickstream data. We use this information, which does not identify individual users, 
to analyze trends, to administer the site, to track Visitors’ and Users’ movements around 
the website and to gather demographic information about our user base as a whole. We 
link this automatically-collected data to Personal Information. IP addresses are tied to 
Personal Information to better gauge our Visitors’ and Users’ needs and provide specific 
information to best serve them. 

Children’s Privacy Protection 
Starling is not directed towards children under 13 years of age, and Starling does not 
knowingly collect any information from children under 13 years of age. If you are under 
13 years of age, you are not permitted to submit any information to Starling through any 
Site. 

Sutro Health, Inc. d/b/a Starling 2016 



 
 

withstarling.com 

Information Related to Data Collected through the Starling Services 
Starling collects information under the direction of its Clients, and has no direct 
relationship with the individuals whose personal data it processes. Employees of our 
clients that would no longer like to be involved with our Clients that use our Services 
should contact the Client with whom they interact directly. 
 
Starling does not transfer Personal Information or personal data to any companies 
except those that help us provide our Services. To the extent applicable, such transfers 
are covered by the provisions in this Privacy Policy regarding notice and choice and the 
service agreements with our clients. 
 
Starling has no direct relationship with the individuals whose personal data it processes. 
An individual who seeks access, or who seeks to correct, amend, or delete inaccurate 
data should direct his/her request to the applicable Starling Client. The Client is able to 
remove the data without Starling’s involvement. However, if the Client requests Starling 
to remove the data, we will respond to their request within 30 business days. 

Data Retention 
Starling will retain Personal Information we process on behalf of our Clients for as long as 
needed to provide services to our Clients. Starling will retain and use this Personal 
Information as necessary to comply with our legal obligations, resolve disputes, and 
enforce our agreements. 

Data Integrity 
Users are responsible for the accuracy of the Information they provide to Starling. 
Starling will use reasonable efforts to maintain the accuracy and integrity of Information. 

Participation in the EU-US Privacy Shield Program 

Starling complies with the EU-U.S. Privacy Shield Framework as set forth by the U.S. 
Department of Commerce regarding the collection, use, and retention of personal 
information from European Union member countries. Starling has certified that it 
adheres to the Privacy Shield Principles of Notice, Choice, Accountability for Onward 
Transfer, Security, Data Integrity and Purpose Limitation, Access, and Recourse, 
Enforcement and Liability. If there is any conflict between the policies in this Policy and 
the Privacy Shield Principles, the Privacy Shield Principles shall govern. To learn more 
about the Privacy Shield program, and to view our certification page, please visit 
https://www.privacyshield.gov/ 
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Organizations that participate in the U.S.-E.U. Privacy Shield Program must comply with 
the seven Privacy Shield Principles, which require the following: 

1. Notice.  Organizations must publish online privacy notices containing specific 
information about their participation in the Privacy Shield (including, where 
applicable, the entities or subsidiaries of the organization also adhering to the 
Principles); their practices around collecting, using and sharing personal data with 
third parties; their privacy practices, including an individual’s rights to access and 
correct data, and the choices they make available to individuals regarding limiting 
data collection and use. The thirteen specific items to be addressed in the notice 
also include (i) any relevant establishment in the EU that can respond to inquiries 
or complaints, (ii) the independent dispute resolution mechanism designated to 
address complaints, a hyperlink to the complaint submission form of that dispute 
resolution body, (iii) the possibility, under certain circumstances, for EU individuals 
to invoke additional binding arbitration; (iv) the possibility that the organization 
may be held liable for unlawful transfer of personal data to third parties; and (v) 
the organization’s obligation to disclose personal data in response to national 
security or law enforcement requests. 

2. Choice.  Participants must provide a mechanism for individuals to opt out of 
having personal information disclosed to a third party or used for a materially 
different purpose than that for which it was provided. Opt-in consent is required 
with respect to the sharing of sensitive information with a third party or its use for 
a new purpose. 

3. Accountability for Onward Transfer. a. To transfer personal information to a 
third party acting as a data controller, a participant must comply with the Notice 
and Choice Privacy Shield Principles. It must also enter into a contract with the 
third party controller limiting the purposes for which the data may be processed 
and ensuring that the recipient will provide the same level of protection as the 
Principles. b. To transfer personal data to a third party acting as an agent (such as 
a service provider), an organization has additional obligations. It must: transfer the 
data for limited and specified purposes; ascertain that the agent is obligated to 
provide at least the same level of privacy protection as required by the Principles; 
take reasonable steps to ensure that the agent effectively processes this data in a 
manner consistent with Principles; upon notice, take reasonable steps to stop and 
remediate Highunauthorized processing; and upon request, provide a summary 
or copy of privacy provisions of its contract with the agent to the Department of 
Commerce. 

4. Security. An organization creating, maintaining, using or disseminating personal 
data must take reasonable and appropriate measures to protect it from loss, 
misuse and unauthorized access, disclosure, alteration, and destruction, taking 
into “due account” the risks involved in the processing and the nature of the 
personal data. 
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5. Data Integrity and Purpose Limitation. An organization must take reasonable 
steps to limit processing to the purposes for which it was collected, and to ensure 
that personal data is reliable for its intended use, accurate, complete, and current. 
It must only retain personal information for as long as needed for the purpose of 
collection. An organization must adhere to the Privacy Shield Principles for as long 
as it retains such information. 

6. Access. An organization must provide a mechanism by which data subjects may 
request access to personal information the organization holds about them and 
enable them to correct, amend, or delete information that is either inaccurate or 
processed in violation of the Principles. 

7. Recourse, Enforcement and Liability. This Principle addresses three topics: 
recourse for individuals affected by non-compliance; consequences to 
organizations for non-compliance, and compliance verification. 

Starling and the EU-US Privacy Shield 
Starling’s participation in the Privacy Shield applies to all Personal Information that is 
subject to this privacy policy and is received from individuals who are resident in the 
European Union, European Economic Area and Switzerland. Starling will comply with the 
Privacy Shield Principles in respect of such Personal Information. 
 
Starling’s accountability for Personal Information that it receives under the Privacy Shield 
and subsequently transfers to a third party is described in the Privacy Shield Principles 
located at https://www.privacyshield.gov/EU-US-Framework. In particular, Starling 
remains responsible and liable under the Privacy Shield Principles if third-party agents 
that it engages to process the personal data on its behalf do so in a manner inconsistent 
with the Principles, unless Starling proves that it is not responsible for the event giving 
rise to the damage. 
 
We encourage you to contact us should you have a Privacy Shield-related (or general 
privacy-related) complaint regarding our handling of your data. 

Enforcement and Dispute Resolution 
For human resources data of EU residents we have agreed to cooperate with local Data 
Protection Authorities. Starling has chosen to cooperate with EU Data Protection 
Authorities (DPAs) and comply with the information and advice provided to it by an 
informal panel of DPAs in relation to such unresolved complaints (as further described in 
the Privacy Shield Principles). Please contact us to be directed to the relevant DPA 
contacts. 
 
If you have any questions, complaints, or disputes regarding the manner in which 
Starling handles or protects your Information, please contact support@withstarling.com. 
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In compliance with the EU-U.S. Privacy Shield Principles, Starling commits to resolve 
complaints about your privacy and our collection or use of your personal information. 
European Union individuals with inquiries or complaints regarding this privacy policy 
should first contact support@withstarling.com. 

Starling has further committed to refer unresolved privacy complaints under the EU-U.S. 
Privacy Shield Principles BBB EU PRIVACY SHIELD, a non-profit alternative dispute 
resolution provider located in the U.S. and operated by the Council of Better Business 
Bureaus. If you do not receive timely acknowledgment of your complaint, or if your 
complaint is not satisfactorily addressed, please visit 
www.bbb.org/EU-privacy-shield/for-eu-consumers/ for more information and to file a 
complaint. 

Starling is subject to the investigatory and enforcement powers of the U.S. Federal Trade 
Commission. There is the possibility, under certain circumstances, for EU individuals to 
invoke additional binding arbitration. 

Updates to Privacy Policy 
Starling may update this Privacy Policy, and will notify account holders of significant 
changes in the way we treat any Personal Information, by sending a notice to the primary 
email address specified in your Starling account. We may also place a prominent notice 
on our website. If we make any material changes we will notify you by email (sent to the 
e-mail address specified in your account) or by means of a notice on this website prior to 
the change becoming effective. We encourage you to periodically review this page for the 
latest information on our privacy practices. 

Security Overview 
Security at Starling consists of four critical components that enable us to maintain data 
security and integrity on multiple levels for data entry, transfer, storage and access: 
 

1. Corporate governance 
2. Physical security 
3. Environmental security 
4. Software security 

Corporate Governance 
Companies entrust Starling with important and highly sensitive information, which drives 
our commitment to the security and privacy of all information stored on our computer 
systems. This includes policies that guide the behaviour of our employees, including, but 
not limited to, the following: 
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● All Starling employees and contractors sign agreements that require them to 
preserve and protect the confidentiality of sensitive information they may access 
while engaged in employment. 

● Upon termination of a Starling employee, access to customer data is immediately 
suspended. 

● Employees are required to enable two-factor authentication in every internal and 
external service where two-factor authentication is made available and practical. 

● All computers and mobile devices issued by Starling, as well as any software that 
runs on those machines, are encrypted where possible and password-protected. 

● Employees are limited to customer data on a need-to-know basis in order to 
provide services to the customer. 

Physical Security 
Physical access to user information is strictly controlled. All premises require key entry, 
no data is stored on-site, and all work computers and laptops provided to Starling 
personnel are password protected and have encrypted disks. 

Environmental Security 
Starling uses Amazon Web Services (AWS) and other third-party services within the AWS 
environment to host and operate its databases and application. AWS is an 
industry-leading cloud service platform that provides Starling with nondescript facilities, 
professional security staff, controlled access, video surveillance, intrusion detection, and 
other security features. All data is separated from outside connections, and access is 
limited to select, current members of the Starling team. 
 

● Starling runs its services and stores its data on AWS instances. Upon termination 
of a contract with a customer, the appropriate volumes are decommissioned and 
we instruct AWS to use the techniques detailed in DoD 5220.22-M (“National 
Industrial Security Program Operating Manual“) or NIST 800-88 (“Guidelines for 
Media Sanitization”) to destroy data. 

● Starling’s primary database and all backups are encrypted at rest.  
● Isolation of customer data is provided through database separation, unique 

session tokens, and user profiles. 
● The IT infrastructure that AWS provides to its customers is designed and managed 

in alignment with security best practices and a variety of IT security standards, 
including SOC 1/SSAE 16/ISAE 3402 (formerly SAS70), SOC 2, SOC 3, PCI DSS Level 
1, ISO 27001, FedRAMP, DIACAP and FISMA, ITAR, FIPS 140-2, MLPS Level 3 and 
MTCS. Learn more about AWS security policies at http://aws.amazon.com/security. 
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Software Security 
Starling’s infrastructure is built on industry-tested technology and security practices. 
 

● Starling uses encryption, firewall, and network security software. 
● All SSH requests are logged for auditing. 
● All Starling clients use TLS/SSL when communicating with our servers. 
● Customer admins manage customizable data access levels for users in their 

organization which defines the scope of the data visibility for each user. 
● Application logs record user activity for each transaction, including endpoint, 

timestamp, and IP address. 
● Customer passwords are not accessible by Starling employees. 

 
Starling’s designated Incident Response Manager, Philip Howes, is in charge of handling 
the response to data breaches. 

Contact  
For questions related to this Privacy Policy, contact support@withstarling.com or by mail 
at: 
 
Sutro Health, Inc. 
37267 Acorn Place 
Newark, CA 94560 
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